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startup-config #0~#4, #SD ) BN (1 2
F ST ORE (zp) g)ﬁéi’bfb LR EM (TR TDORK

RIET 7 A NVOFEAH L(GET)/EZIAAPUT)ED Y T— hXRE LT, LFZHBELET,



s XMNBTFANDYE— FASA(HEIFEEZRL)

aw R Ty LA awy ROMHEWT 19

X4 CONFIG (X7 7 AL JE— k3R FAH L(GET) | FEEZALPUT) | BEHFEEE
running-config ?lf) (I\Il;tI)G 774 config o o -
CONFIG 7 7 A
config0 o o -
IV (.txt)
startup-config #0
~ L
T. COBE config0-all o o -
(zip)
CONFIG 7 7 A configl o o -
/b (txt)
startup-config #1
S B4
ﬁ_f\T@pX[E configl-all o ) -
(.zip)
CONFIG 7 7 A
config2 o o -
IV (txt)
startup-config #2
> ==
j—.f\f PEE config2-all o o -
(.zip)
CONFIG 7 7 A
config3 o o -
IV (.txt)
startup-config #3
~ SoE
jA. CTORGE config3-all o o -
(-zip)
CONFIG 7 7 A configd o o -
/b (.txt)
startup-config #4
S B4
jﬂf\f PEE config4-all o o -
(.zip)
CONFIG 7 7 A
configsd o o -
startup-config /b (txt)
#SD . S
@‘.f\“C PEE configsd-all o o -
(.zip)

Flo, RET7 7 A V&M%, BB AT LA2BEHSELWEEIE, UTOVE— A ZHEELET,

TEBMLCWb a7 0 ZREHANG L0 £77,
s WMETFANDYE— MRA(HEIFEEH D)

i

X CONFIG |X&77 AV PESNE A FHH L(GET) |EXARPUT) |HIEES
CONFIG 7 7 A
reconfig - o o
BUEBE LT |V ()
% startup-config ~ .
ST ORIE reconfig-all - o o
(.zip)

WIET 7 AN EEZIAARPUT)T H L x|

éb\o

%4 CONFIG, BX W, {RT7 7 A LVOFRERNIE LW & 2R L TL 72

Mol T 7 ANVERETDHEEL KM TEERA,
T 22~y FOBRX, EDKRA RO OS(TFTP 7 74 7 2 MICEKFLET, RORITHER L TEITLTLILES

Wy,

« SWR2IIPDIPT KL=
o BREE— NI T U = R TITVE T,

o UE— FRADHAIZ"/PASSWORD" & W ) FEX TEHMENR AT — REHRTETILENH Y 7,

BRHE S AT — RNOIIRR EDIRBETIE, BRET 7 A VO AH L/EX AR ETLZ LI TEEHA, Aib > TH

Me AU — R BESTL0ENHY £,

e UFE—F/RRIZ"

i‘@_o

config"# i E L C PUT(E X AR T D356, BIEEHF O

=i

AX A

REZBMELIIZELARNVEDIZONWTIE, BEEH L TCWAREDETE L0 £,

Fo. REMIIRAFI RO, RIFLIZWG ST write 2~ 0 FETRAEL T ES 0,

(ZXFLT, BmEIT EEEEZL




20| 2~ R 77 LR | avy ROFEWS
o BFE LS A7/ A U — K(password 8 X° enable password 8 ® =~ > RZ)iX, TFTP “C running-config {Z PUT L
THREICKBM SN EEA,

Fim, B bEN-/ AT — Rae&tea—P —O%Eusername 2~ > M)k, —HF—DBEH KRN TONL T
Ao

23 AV
SWR2311P DEEMNET T DL, vl A v EEER RNLET,

BRE L= —ZHLRAT—REANTILIZ TR A THENRTEET,

TR ETIL, MBI~ -0 EINTEY, 22—V —%:admin, /XA Y — N:aadmin TR/ A §5Z &N
TEET,

=y gl i

Username:admin
Password:

e nlALHEOa Y —)LHEE

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>
M2 —F =T 7oA LIche, HRIOANAY — FERBEHARRSNESTOT, NATY—FE2EELT
TEEW,

o XA — K28 [

Username:admin
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving ...

Succeeded to write configuration

B, NAU— FZ 3 EEgE TRIEZ 725G, 10 74 URRIRSE T, 1 o, ELW AT —RFEA
JLTLIZEN,

o B A BRI

Username: user
Password:

[}

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

« nr ARSI = =0, BONRAT — NEHIER D LRI EFR SN ET,
o HIREFRIFGEZICIELWASAT =2 ANTLHLI L TR A TEH L5100 £,

24 2~ FAJIE— RIZDOWT

241 a2~ FAJIE— FOEAK

SWR2311P DR ELFLRER R AT AREE . Wi a~y FAHE—RIZER LD, a~vy REFETTEH4
ERHVET, I ROATTE— RNILUTOL I RBERBIZOINTEY, A4 DEF— RRTANTEHa~v PR
B0 FET, a—V—F, 77 v E2ERTHILET, BE, EOT—RIWIDONERT LI ENTEET,




a<w R T77 LU A | avy ROV |21

O > EIE

(JCRAD— A J)EH)

I exit, logout

JEHFHEEXECE— B
(A—HYE—R)

Dﬁ#;ﬁ%l

enable / administrator 1

configure terminal 1

interface 7&& 1

el

end

FHEEXECE—I

20—/ UL
A Jd40L—=23>F K

T disable

I ————
exit, logout

T exit, end

I exit

A4 —23>F—RK

SWRZ2311P=

SWRZ311P#

SWR2311P(config)#

SWR2311P(config-if)

a<wy NATTE— NOBERBICEET 2 KA o~ Nt U ERVES, Jue—Larr 47— a
— RSl a7 4 S — g F— ROBEBa~< Y NliZoWnWTiE, MEsay 74 71— a B — R 25

LT ZEN,
o exit Av R
+ logout =<2 K

* enable =~ K /administrator =~ > R

« disable =~ K
+ configure terminal =~ >
c end =¥ R

2422 7 4 FL—Y g E— R

@Rz 7 07— arE—RKEiEL, LAN/SSFP R— F° VLAN A 4 —7 = — A, QoS 72 &, #EDHH KT
DERBREEITY) T-DDE— ROBRKHTT, a7 4 7L —arE—RICABIZIE, Fa—_Lar7 g
Jl—a = RCEE— NIBENTHD0a~vr REFEITLET,
SWR231IP DBz 7 4 VL —3 3 U EB— RIZIZKROLORH Y F3, @iz 74 71— 3 F— FOHIC
FEEBLENL TS EDLH ET, Hlz1E. RV —~vFE—R >R —<v 7+« 753 XAF— RTT,

BRlay 740 7 v—a vE—F

Ba<r K

A =0780 N

A H—T 2 —AF— R

interface =~ K

SWR2311P(config-if)#

FAvE—F linecon =2 v R SWR2311P(config-line)#
line vty =< > KN
VLAN £— F vlan database =~ > SWR2311P(config-vlan)#

VLAN 7 7 & A~w v 7 E— R

vlan access-map =~ >

SWR2311P(config-vlan-access-map)#

MST £— F

spanning-tree mst configuration =~
K

SWR2311P(config-mst)#




2| a~v R T77 LR | avy ROFEWS

B2 74 7 v—vaE—F |BBav K A=

I ITARySE— R class-map =~ > SWR2311P(config-cmap)#

RN v—vy7E—R policy-map =~ > K SWR2311P(config-pmap)#

RV —~vv7 7 T7AE—F class =< K SWR2311P(config-pmap-c)#
TRRY Y —F—F aggregate-police =~ > K SWR2311P(config-agg-policer)#
L2MS E— K 12ms configuration =~ > N SWR2311P(config-12ms)#
LLDP =—> x> hE— R lldp-agent =~ > R SWR2311P(lldp-agent)#

A=) T T L— E—F mail template =~ > SWR2311P(config-mail }#

A a— VT L— hE— R schedule template =~ > N SWR2311P(config-schedule)#
I;ADIUS AYTA Ty radius-server local-profile =~ > N SWR2311P(config-radius)#

243 a~< o R OV T7 40w T R
aw Ry 0TV T 4 w7 AF, RA MEFERLTWET, PIHMRETCIIFRA M E LT, T4 T
5 [SWR23IIP] ZFRLTWET, AF/RIE, hostname 2~ RTHRA MNERETAHAZI L TEHETX F4,
SWR2311P ZBEHEH L CWAHERE, AL v F B2 DLA4RTIEHRTEL TEBL Z LT, BHALLTL o0 £
KR
RANGDOEE

SWR2311P (config)# hostname Switch-012
Switch-012 (config) #

244 B HAITE— RDa~ REST
SWR2311P TiZ, ®— FZ LICHHMEEZRRa~ > FRRR 70, FITARERE—FETER L Ca~y FEFET
LT %A, TNEZRET I a~2 FE LT, doa~y REEELET,

doa~> FHRFEHRTAL, T R_RTOay 747 b—3 3 rF— RO EXEC B— RO a~vy REETTHI &
NTEXFET, Zhicky, I _Thar 74— a3 rF— R OEME EXEC E— NIcBEITAHZ &L BIE
a7 47— ar B3 BE L0, REDRENREL 20 £,

7272, do TITMITEMBEIFFT TE W esd, ZDRIH S T~ FE TNV AV ETLITERR TAT T D020
HYET,
o TNAULTANTHHE
SWR2311P (config) #do show running-config
« BRIETANT 2546
SWR2311P(config) #do sh ru

2.5 a2V Y — )VEHRAREO X —3R— REfE

2.5.1 2 Y —)VAF DEAREME
SWR2311P Ti&, a2~ FJ7A > LT, LFOBRENRATRETT,
o H—YILOKHE

R FHRME B -
- 1 CEAICBE LT
— | CFEICBB L ET

| HEEAICBE) L E 9 (h — VLB B D HEE D fic

Esc # F#&IZ F DL FOWRICHBE L ET)

| HREEICBEI L (0 — Y VLB ICH D HEED JLiA

Esc #f F#%I1Z B CFICBE L ET)

Ctrl + A ITOFIRICEN L £5

Ctrl +E ITORRBIZBE LET




aw R 77 LR | 3wy ROMWTT |23
o ADSFOHIER

%R M PERA - B

Backspace

H—=INVDEIH D LT EHIBRLET
Ctrl + H

H— Y NWAEDO LT ZHIR L £,
Ctrl+D a2 RITRZEOIREETAREEZ L7256 1E, exit =
~ U RERUEMEE 2D F9,

N N =] P s NN N
Esc # F7%12 D F— I NALE LR, PIOZEAOERTE TEHIFRL E

_é—-

Ctrl + K H—Y NAENSITOREE TEYIBRLET

Ctrl+U AIFOLTFEETHIRLES

.« FDM
¥ —R— FHEAIE T - B

B — I NANBEDILTF & FDEFTOL T2 ANz F

Ctrl +T LK
H—=INVPITORRBIZH D & &, ERIOLFE L Z DR
DXF o AN 2 F T,
JEHHE EXEC & — K & 54 EXEC £— K TiZ. AAHh
Do~y REMEL TROITICEY £,

Cirl + C Rl 74 7 L—3 a3 vrE— Rl Aoz~

v RTTARREEE L T HE EXEC E— NIZEB LET,
BUEFITHR O a~ 2 OB Z il L £9, (ex: ping =
< R)

=7 4 7 L— g e — R B R HE EXEC £ —
Ctrl +Z NIZER L £,
end 2~ RERUEIWEE 20 97,

252 a<y R~ )7

AR RIA U ETPRANTLHI LT, FHETE L3~ FERIEIANAT A I —Z2METEET,
SWR2311P#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWR2311P#show vlan

253 Ao~ ROz, ¥—V— FEMH—BEDOFER

oy Y= bETa<y FAJEPIZ, "Tab"S—%2 4L, o~ FainsshnEd, £/2. $—U—FANEIC
"Tab" ¥ —Z T L WICATAIEER T — VU — RO —E 2T LET, AEIEZ, "Cul+1I"$—Z2# L TH R
RENMEL 720 9,

o oy RO

SWR2311P#con"<Tab>¥ — & 4"
!
SWR2311P#configure
« F—U— REM—EORTR
SWR2311P (config) #vlan "<Tab>¥—Z& 4"

access-map database filter
SWR2311P (config) #vlan




24| a~v> R Ty LR | avwy ROFEWS

254 < ROEEAT

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~vy RERFARIA—2—L LT
W TCE %A, F0a~y RRFEITERET,

a2 ROEMEAJ)Hil(show running-config)

SWR2311P# sh run

255 2~ REAXA Y —

av Re AN —kfea T 5L, WECANLEZa~vy REMHEAABETHET LY, BEICANLES
< RO—HALER L CHETTHZLENTEET, avr Fex M) —j3, FE— FEHROBEL L TE TSN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— NHE

T

Ctrl +P

o< RgRE Sh0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show| ThrEDBa~v K

261 FET 47747

TT 4774 TIE, show 2= RPN THHEHRE 7 4 M F—ZBL, RERFERICNEZKD Z & TR HIZ

RO <ERLET,
SWR2311P TiZ, show 2~ FDETF 4 77 A7 L LT, D3 FEEEZREL E 4,
EFA4T7AT A
include
BE LTI Gt e 45
grep
exclude BE LTI EEERTEH TS

BB, FETAT7ATIIH-TORMERWTRE T, BEIFET D LITTEEE A,

< (B

interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree C Role # & T2 2 £~ 5,

< (B
SWR2311P# show spanning-t

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

nl

ree

show running-config C VLAN #1 % & el 2 FrnT 5,
SWR2311P#show running-config

grep vlanl

include

Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 747 —Tay

3.1 R EMEDEH
SWR231IPIZ. U Ty 7 4 V2L CREMEZEFL £,

av7 4 7O B! IR — P —HfE
Z =7 ar7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX =T v a7 4 7~
config) Y5, DIRAT

TRAF L72iREM, FlashROM £ 5
ODALT 47 & SDI—FRED]
DDaAY T 4 VT EEBT 5, Flash
AB— KT v T a7 47 (startup- |ROM LD T %7 — & [ startup-
config) config select =~ > K CTRET 5,
SDAA—RED1 207 4 713"
swr2311p/startup-config" 7 -+ /L ¥ T

ZH/HE/ =2 —

Y5,
T 74/ b a7 47 (default- 77 F /v O ESE, FlashROM E |,
config) T B, PRAFAT

SWR2311P O A7 AfEIHE, LLTFOfih &0 3,
1. startup-config select =~ NREMEZSZH L, AT LAF— T v T a7 4 72 RET D,
startup-config select =~ > R Tsd NREIANLTNWT, AF— T v 7 a7 0 ZPRRESNTNS SD 71— KA
FASNTWRNSTEHE, AX— T v T ar 7 ¢ 7 # B3R END,
2. WELICAZ =T v T ar7 4 VB FHET 256, %47 —F % RAM LiIZT7 =27 ar7 4 7L LTER
‘a_‘éO
startup-config select =~ > RXEMIZ L= > TRE LT AX — K7 v 727 ¢ 7} Flash ROM _EIZHFAE L
WA, T AN N3 T 0 7% RAM RICERT 5,
SWR2PEMFIZa~ > FRETRELELETLH L, BHELIENFITSICTr=Tar 7o ZITkEnE
T, Tr=rrary 7 4 JEER LR, write £72iX copy 2~ REFEITTHILET, AX— T v Tarrgy
IMHEFHINET, RE - BRLIENELZRAFE LW THERNT 5 &, RE - EENAENKRDNVET, THEELSE
éb\o

32 F 7+ )V MR EE
SWR2311P OF 7 # /b FREEIZOWT, L FOFIZRLET,

THHHAREEOFREIL, AEICGREHIN 2L~ 2 NOMYHENEH SN bbb Tid7el . LFOT 7 4 /L b E
fEIZ 72> TWET,

o VAT ARIKDT 7 x)L FERE

BESHE BREHHE F 7 NREME
CONFIG B IS5 CONFIG fﬁi;FW@xg_FvaﬂV
Iy I—NVEA LT TR 600 sec
Uit A TE VTY %% 8
FRITEL 24
IV HRE PR o — A — 2 —H—4admin, /XA T —
’ R:admin
FTVTTAT LR Kt XA DT — R admin
INAT — ROKEZAL =k L7




26| A~ R Ty LA |avrTI L —ray

BESE FEHEHE F7 %)V MR EME
BA NSy UTC (+0)
[Es7lk=gE NTP H—/3— L
NTP 5578 # RS |
RMON EE %N
sFlow Fh1E 7
firmware-update url http://
47— K URL www.rtpro.yamaha.co.jp/firmware/
o revision-up/swr2311p.bin
T WY = T ER P P
DRIV By N F | FERT L 720
HADLT TR 300 sec
BE B2
LLDP - —
H @k E Hxh
#HiE H%h
L2MS -
| =Yz b
debug L~ v 7 H ) OFF
information L'~ a7 H/; ON
SYSLOG -
error Lyl a 7 H A ON
SYSLOG ¥ —/3— L
TELNET H— N—kfE EEh3 5
TELNET $—/_—7 7 & & VLAN #1 O L 3F7]
SSH #—/N—IKBE EEIL 7220
7 7B A TFTP Y — /X —RfE EE LW
HTTP #—/—IKHE EHET 5
HTTP #—1"—7 7 X VLAN #1 O L 7]
Y% =7 HTTP Y —/S—iRKE EEhL 722
£R5F VLAN VLAN A H—7 = — A VLAN #1
MAC 7 R L 2 BEh%E H%h
S REME 30N
MAC 7 RLAHEfE =— ) 300 sec
B
. ZR= Y — BHZD
L2 A T ; =
MBEAL—T R 7
~/LF 7))L VLAN L
~/NF TV VLAN O YMPL 7 L— [
. i)
L5
DNS 7 747 vk EH1E H5h
A H—T = — A PoE #5%E FH%h
QoS il
N7 7 4 v 7 il ; -
7 1 —H#il4# (IEEE 802.3x) TE2h
Web GUI SRERRTE R

LAN/SFP /R— N HALDT 7 4L R

e

it
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REDE REHEE T 7 v MREME
AR T — NRXE auto
7 v A/A  L— k BEPHB] A%
MRU 1,522 Byte
FEAGRE AN— ~ O L
EEE LS
Port Mode Access
P& VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 )L X — )
‘ ANR=Z TV Y — B
L2 Af v F 7 - —
ME— TR B
QoS F T A RE—F CoS
NS5 7 4 2 I 7 v —7fil{# (IEEE 802.3x) =20
A b — i 20
1 K 15)
PoE #378
o AR e {125
‘\ REIEE— R IR B LU
LLDP =—Y = |k
FEARE B TLV A%
77 4/ b VLAN (VLAN #1) (2% 9 2 3% €
RIELHH REHH 7 )V MREE
Layer3 HAE IPv4 7 R L A DHCP 7 74 7 b
o 239.192.128.250 (Y-UNOS
< ILF Xy AR T L—LDfRE ) (
EUL(E 22
Querier ElliZy)
Fast-Leave EliZy)
Check TTL VEEs)
A
IGMP Snooping Check RA )
Check ToS 2
IP~/LFF ¥ A b
Report-Suppression B
Report-Foward D
Mrouter-Port Data- "
S uer! Ei35]
uppression
EUl( 2
Querier 2
MLD Snooping
Fast-Leave 2
Report-Suppression B




28| A~ RU 77 LA [ fRST - HEHIBERE

B4
{57 - BT

4.1 XA J— R

4.1.1 B/ AT — KOIRE

EEN
enable password password

5 =5 —]

password DO ERE R AT — R
PAFEFIBLO" L& &> &2 LT ERR AT SCFUL L 32 SCFHN)
WA DL ST TRI TN T 220

(AR E

enable password admin

[AJIE— F]

rua—)arz 4 L—varE' R

B

FikE EXEC & — FBATT 270D DAY — RERIET D,

W SAD — R Th 5 admin ICEE T 5 Z LITTE2RUY,

[/— 1]

password-encryption =21~ > | L7228 > T AL S NTZ/RA T — RDOEE, 2227 4 7 1 Cld"enable password 8
password"DIEAR TRR SN D,

A== Zav I NI Pbar T4 FRET D EE, ZORKNTANT LI LT TSR, £z, 81T FRIXT
ThoHTeH, NAT—=RIZ8DHERRET H I LIXTERUY,

[ EH]
B/ R AT — K& LT adminl234 2% T3 5,
SWR2311P (config) #enable password adminl234

4.1.2 RA T — ROBFEAL
[EX]

password-encryption switch

no password-encryption

[2XT A —&—]
switch D NRT— REESLT 200G
REME B
enable e LT %
disable b L2
[FIHIER 2]
password-encryption disable
[AF1E— F]

Jsa—)ars 74—y g F— R
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[FEHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCAS L7Z/AU—F%, 3
7 4 THTIEN S SN TRIET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ > K username
TAN LI RAY—=RE, ar 7 4 ZHTIREXO F ERFT D,

[/—}]

WA — ROWSAbZ BN O AMIER L72GE 13, BRICREFHADO/IA T — NI b b S iz ig=lic
EHEINDD, ARPLEMHIIER LI2SGEE, BRc Skt Tnd a7 4 ZHORZAT — REFEUTITR S
fib\o

[BREH]

WA — RO Sb2 BT D,

SWR2311P (config) #password-encryption enable
NAY — OB S 2 BT D,

SWR2311P (config) #no password-encryption

42 22—V —Tho v NEHE

421 22— —DHE
[EFX]

username username [privilege privilege] password password

no username username

[F—TU— K]
privilege D a— W —DOHEREEET S
password D =P =D AT — RERET D
[/XT A—&—]
username D a—Y—4
P (32 SUFLAN)
privilege D RRHEE AT B DR
X EME LA
FEHE EXEC E— RBATRFIIC N A T — RD A
o FIDRKD 70
Administrator #£fRC Web GUI 127 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RD A
off MRDEND
Guest #EfR T Web GUIIZT 7B ATX %
password D a—H—onr A RAT— R
PATHTEIO L | > L2 AT ERLS PAT S LT E 32 TFURN)
WD LT AT T TRIT L OIT 720
(18I E]
L
[AJTE— F]

Ja—\)nary7 4L —y g T — R



0| =2~ RU 77 LA | fRST - EHIERE
[@iA]
a—F—EFRERET D,
TP ERII RT3 E TRETE D, 7L, privilege off D= —H— 3K 32 % T, privilege on D 1—
P X T I FREE R D,
UUTOHGETZ—F—2 & L TR TEZRY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

F T "R AT— R Th D admin 1T/32A T — RE L THEATERU,
[/—F]

password-encryption =~ > R E SN TW oG, AU — R 5t &= 7 ¢ 7 1 Tld"username
username password 8 password" DFE TR R Z 5,

=P Favr RIA o nbar 74 VRETHEE, ZOBXNTANT LI LIXTERY, £72, 8 T THRXF
ThdHID, NAT—RIZ8DAERETHZ LIXTE N,

ELENRFIZ, privilege on D —H—723 1 DHEHE STV ARWEEA L, P11 Bl = — ¥ —(admin/admin) Z 1813 %,
EEIRFIZ, NAT— RRREIN T RN —F—X, 22— =4 LR CLFHNE AT — RIZAEEET D,

[ EH]

Z—H— user1234 ZFHET D,

SWR2311P (config) #username userl234 password user pass

ez 5 Lz — % — user1234 Z3RET 2.
SWR2311P (config) #username userl234 privilege on password user pass

422 22—V —HERDOEE

[EF=]
username username privilege privilege
[F—T—F]
privilege =Y —DHEREIRET S
[NT A—=HF—]
username D a—Y—4
A (32 SLFLAY)
privilege D KR AT B D G
R EE A
FiHE EXEC E— RBATIFICNAT — RO A
o HHRD bR
Administrator #FE T Web GUL (Z7 7 Z AT
ERA)
Kt EXEC & — FBATIHZ N AT — RO A
off NWRHBND
Guest H[R T Web GUIIZT 7 EATX %
(WX E]
7L
[AFIE— K]
sa—\ a7 4 b—3a E—F
[RLBA]

BERGEH D2 — Y —OMHEREEET D,
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[/—}]
FABFRD 22— P —|TITRETE 20,
[B% 2 5]
BGFis 2D — W — user1234 ([ZHiHEE 535,

SWR2311P (config) #username userl234 privilege on

423 a /A va—YP—EROER

E&N
show users
[AJ1E— K]
HEEME EXEC B — R, MEEXEC E— R,/ u—\)Lary7 4/ L—3i g o F— R
[FA)
0y A RO —YF—ERERRT D,
IFOmEENFERIND,
HE B
074 FEEERRT D,
. con0 I U7 Ly —)LiR— |k
Line )
vty N /X VTY &R— k
http N (& Web GUI
Own H & O AR — b DITIZ * R T D,
User a7 Ao —Y—HERTT D,
Status 07 A REEERRT D, 22— =B ROEE
Login Z &/~ 9 2,
Login time 07 A U ERRT D,
IP address BHia—Y—0DIP 7 FLAEZERT D,
Bl

a—W—pu A4 MNERERTT D,
SWR2311P>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 * operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 = = =

vty 5 = = =

vty 6 = = =

vty 7 - - -

http 0 userl234 Login 01:12:25 192.168.100.4
http 1 (noname) Login 00:18:04 192.168.100.102
http 2 = = =

http 3 - - -

424 NF—DHRE
B

banner motd word

no banner motd
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[78T7 A= —]
word DB AT L UNEARLT(256 SCFLIN)

[FIHIRR 2]

no banner motd

[AS1E— K]

sa—\)var7 4 S L—varE— R

B

ayvY—nnal A4 URICEREINDINNFT—EERET D,
[ EH

N —FKr% [Hello World! | IZFRET 5,

Username:
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)

Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>enable
SWR2311P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWR2311P(config) #banner motd Hello World!
SWR2311P (config) ffexit
SWR2311P#exit

Username:
Password:

Hello World!

SWR2311P>enable
SWR2311P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWR2311P (config) #no banner motd
SWR2311P (config) ffexit
SWR2311P#exit

Username:
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)

Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>

43 a7 4 T OEHR

431 v =T a7 4 TORE

E&
copy running-config startup-config [config num]
P85 X —5—|
config_num LAy I rEs
R P
<0-4> A= NT v a7 4 7 #0-#4
sd SDH—FNARZ = T v Tarr47
[AJIE—F]

¥ibE EXEC £— R
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[@iA]
BEERTOBRE(T =7 ar 7 4 NEREBFOREAZ— T v 7Tar7 4 7) & LTHRFET D,
config_num B LT GE 13, BUEOEBIRICHEN LA X — T v 7 ar7 4 ZITRAFT 5,
[/—}]
T ar T 4 FORFET write 2~ R save 2~ RTHITH ZENTEX D,
SD 71— KRB~ SR TWRVIREETIE, SD #— FIN® Config ZXRIZL TARa~vy REEfTTHE T —L
2%,
[BEH]
Fr=vrars 4 FERGET D,
SWR2311P#copy running-config startup-config

Succeeded to write configuration
SWR2311P#

432 5= ar 7 4 FOEFE
EEY

write [config num]

save [config_num]

[/XF A—F—]
config_num L AT 4 TR
BEE FLEA
<0-4> AH—= KT T a7 47 #0-#4
sd SDH—RKRWNAX— T v Tar747
[AJTE— ]
¥i#E EXEC £— K, fijlar 74/ L—v g rE—FK
[FRHA]

BEEATOBRET =7 a7 4 NEREBFOFREA Y — T v T a7 4 ) LTHRTET 5,
config_num AW Lo GA X, BUEORBIRHCHER L7cA X — T v 7T ar7 4 ZITRGFET 5,

[/ —h]

T =7 ar 7 4 7 ORI copy running-config startup-config =~ R THITH Z LN TX 5,

SD 1 — R~ S TWRVREETIX, SD #— RN® Config # X RIC L TARa~v L REETTHET— L
%,

[ EH]

TrmvTarvg 4 JERET D,

SWR2311P#write
Succeeded to write configuration.
SWR2311P#

43370 =0 7T 4 T DRR
[EX]

show running-config [section]

show config
[/XT A—&—]
section L BoRTAEI I
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access-list

T AY A MNEE

http-server HTTP #—/— R
interface A B —T = — ABE
ip IP [

ipv6 IPv6 BHH

key FRIE X — e

12ms L2MS [

lidp LLDP (&

mail A — L3 BA

radius-server

RADIUS H—/3— 58

schedule A a— )V EE
sflow sFlow P&iE

snmp SNMP B8
spanning-tree STP B

ssh-server

SSH H—/~\— i

telnet-sever

TELNET H—/3— (5

[AT1E—F]

ek EXEC B— R, iRl 747 L—2 3 F—R

[FiRA]

BUEEARORE(T vy=v 7 a7 4 NeRFT D,
section TEEBMEIF X T R COEREELR~T D,

Bl
ST arT g FEERT D,

SWR2311P#show running-config
I

interface portl.1l
switchport

|

line con O
line vty 0 7
|

end

SWR2311P#

434 AZ— T a7 4 T DRR

[EX]
show startup-config [config num]
show config [config num]

[PNT A —=F—]

config_num Do arv I 4 IEE
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R EME A

<0-4> AB—RNT v T a7 47 #0-#4

sd SD #— RNAZ— KT v Tar7 47
[AS1E—F]
F¢HE EXEC E— R
B

BENFIZE T ORERZ— NT v ar7 0 Nekrt 5,
config num ZEM LT-GAIL. LN E2RRT 5,

+ show startup-config : BIEE L TWD a2 74 IV B/ BFOAZ— T v a7 4 TR RTDH

- show config : BUEEM N DT =0T ar 7 4 V&2 RKRT 5
[/ —}]

SD 1 — R~ hSILTWRVREETIX, SD #— RN® Config # Xt RIC L TARa~v L REETTHE=T—L

%5,
[ EH]
WRERREEDO AT — T v Far 7 4 VT eEz T 5D,

SWR2311P#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
!

interface portl.1l

switchport

switchport mode access

no shutdown
|

|

interface vlanl

no switchport

ip address 192.168.100.240/24
no shutdown

|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable
|

line con 0

line vty 0 7

|

end

SWR2311P#

435 AF— T v a7 4 JDHEE

[EX]
erase startup-config [config num]
[T A—=HF—]
config num ay7 4 E S
R By
<0-4> AH—NT T a7 47 #0-#4
sd SD H— FHNAZ =T v Tarr4 7
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[AJS1E—F]
F#HE EXEC E— R
[
EERFCEHATARER Y — N T v a7 4 ) eEFNIHET A 1EREHET 5,
config_num ZHWE LI25E 1%, BIEORBIFRHCHEH LA Z— N7 v T ar7 4 VEHET 5,

[/— "}

SD I— RAR~ T b SN TWRUVREETIX, SD #— FA® Config 1 RICL TARa~v Ly REFETTH LT —&
2%,

[ EH]

AR— R NT >y TFar7 4 T ExEETSH,

SWR2311P#erase startup-config
Succeeded to erase configuration.
SWR2311P#

43.6 AZ—"NT v Tar7470ar—

&3]
copy startup-config src_config_num dst_config_num
[T A—F—]
src_config num . B —EDaLT 4 THKE
R LA
<0-4> AL — K NT v T a7 4 7 #0-#4
sd SD i— RANRZ— T v T arr 4/
dst_config_num D av—oar T 4 JEE
RE B
<0-4> ABZ—NT v a7 4 T #0-#4
sd SD #— FHNRZ— R NT v Tar7 47
[AJIE— K]
¥ He EXEC £— K
[
EEFRFORE(AX— R NT v T a7 4 e ZIHET 215 E 2 —7 5,
[/—}]
SD 71— K2B3< 0 F IR TWRVIRETIE, SD 1— RIN® Config X RICL TR~ REFEITTH LT —L
2%,
(BB

AR =T o TFaAr T4 THEZAFZ = NT v a7 4 7 #l ~av—45,

SWR2311P#copy startup-config 0 1
Succeeded to copy configuration
SWR2311P#

43T AB—RNT v TFar7 4 TORATOHRTE

E&

startup-config description config _num line
no startup-config description config num

ST A—F—]

config num o <0-4>
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ENCES
line DCEA TS LU AR (63 SUFELLN)
RIBAL— T v T a7 ¢ ZZxbd Bt

[AJ1E— K]
et EXEC B— N
B

MBPAL— T v a7 4 7k LTI ERET 5,

no TR CIAT L7 5A 1. i CEHIFRT 5,

#HA ST show startup-config =~ > RO FE/THE RO FLIHICE RSN D,
[ E ]

AB—= T v T a7 4 7 #ICHACERET D,

SWR2311P#startup-config description 1 TEST CONFIG 1

438 AZ— T v a7 4 T DEFEIR
EEN

startup-config select config num

no startup-config select

[T A—F—]
config_num Lo av 7 4 &R
R EE A
<0-4> AB—NT v T a7 47 #0-#4
sd SD 1— RNAZ— T v Tar7 47
(IR E]
startup-config select sd
[AFIE—F]
F#kE EXEC £— R
[FiA]

BRI T AREAL — T v a7 0 N)EER L CHEZE#HT S,
no T CTEIT LA IE. PIHIREIZR S,

[/ — 1]
ELENRE, config num & L Csd DEEINTWNWT, AX— R T v 7 a7 4 VPRGFEITND SD I— RRFHAX
WM ST G, AF— T w7 ar 7 4 7 # @RS D,

(B EHI]
AE— K NT v a7 4 7 # 28R L CHERT S,

SWR2311P#startup-config select 1
reboot system? (y/n): y

4.4 EBFHROEH

4.4.1 EEMEROFR
B

show boot num

show boot all
show boot list
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all D EEEROBREAZ KK TS HETRFAT D
list D EEFROBELZRRKTSHETHIS R RTD
[73F A —4&—]
num 1 <0-4>
BELIESOREZERTT D
[AS1E— R
FEFFHE EXEC £ — I, %§# EXEC £—
B
EENFHREZRT D,
[/— 1]
cold start =~ > R clear bootlist 2~ > RZF(T3 5L, ZOEEIXZ VT Sd,
[ E ]
BEOEENE®E RTT D,

SWR2311P>show boot 0

Running EXEC: SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Previous EXEC: SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Restart by reload command

EBERED B A2 R T 5,
SWR2311P>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBEHRDO I VT

[EX]
clear boot list
[AFTE— ]
F#HE EXEC £— R
[RLBA]
EENME OB 2 HIRT 5,
[BEH]
BEfEHREZ 7 VT35,
SWR2311P#clear boot list

4.43SD 1— K7 — hDOERE

[ER
boot prioritize sd switch
no boot prioritize sd

[/3F A —&—]
switch : SD A— K7 — NEHIMZT D0EN
X EME B!
enable SD 1— K7 — &/ TD
disable SD #— K7 — h &Iz d 5
(1A E]

boot prioritize sd enable
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[AFTE— K]
FHE EXEC £— R
[
T7—LTU =T DSDH— R7— MERDHEL - B2l x5,
avy RIEATHR, VAT AOHFEEHNITHOILD,
VAT ATHEORRE TH D72, EE)H (startup-config #0 ~ strtup-config #4)E (ZFR E X TE 720,
VIR EILSD h— R 7 — b BHEHTH 5,
no =~ RETRHIPHR EIZK D,

[/—}]
SD 7 — K7 — MMEREDH %) - #%hi%. show boot prioritize sd =~ > K THERE 7] HE,
[ E B

Ty —hU =T DSD — 7 — MERBEZAIT D,

SWR2311P#boot prioritize sd enable
reboot system? (y/n): y

4.44SD 1 — K7 — h BEEABEORE

[EX]
boot auto-apply switch

[/%5 A —5—]

switch : SD A — RF7— M HEEAEEEZ BT 20 EN
REE WA
enable SD 71— R7'— | A8 IsE 2 2029 %
disable SD 71— N7 — | A B FIiee & 20292

[WIHIRRE]

boot auto-apply enable

[AJ1E— K]

¥#HE EXEC E— K

[RFA]

SD 71— R7— b H#hii FIHERE 2 A 20 £ 7213 I T 5,
AFEEEDIRAEIX, show environment =~ > R CHER TX 5,
[BREH

SD 71— RF7— b H#hii Ik RE 2 22T 5,
SWR2311P#boot auto-apply disable

4.45SD b — K7 — FREBBOER

[EF]
show boot prioritize sd

[AJ1E— K]
FFekE EXEC & — R, %74 EXEC E— N
[FHA]
SD 71— R7 — MERREFHRE R T D,
[BEH
SD 71— R7 — MERREFHREFTT D,
SWR2311P#show boot prioritize sd

SD boot configuration:
firmware : enable
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4.5 ERBEHRIZT

4.5.1 R FERORT

EEN
show inventory
[AS1E— K]
FEFFHE EXEC £ — R, F#t EXEC £— K
[
AR L OVSFP ¥ = — L OB E R 5 FRT 5,
IFTOHEENFERIND,

HH 5]

NAME AN

DESCR ks

Vendor Ry B —24,

PID a2 1D

VID N— a3 v ID, EHHOBAEITO

SN ANz ==

[EE B
L E £ T 5,

SWR2311P>show inventory
NAME: L2 PoE switch
DESCR: SWR2311P-10G
Vendor: Yamaha

PID: SWR2311P-10G

VID: 0000

SN: S00000000

SWR2311P>
452 BEMEHROET
&y
show environment
[AJTE— K]
FEHFHE EXEC &— R, R EXEC £— K
[RAA]
AT AOBEMEHERRT D,
IFOmEENRFERIND,
. ETNA

T—hkNR=T g
« Ty—ALUxzTIEVa Y
N A -
AREIPRIE:
e VUTINEE
T34 A 1D
e« MAC7 RL X
PoE 2y b —F—"—T g
« CPU fli 3%
o AEVUMHRE
SD 71— R~ MKEE
. 77 U OKENREE
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o 77 ORI

o ARIKIEFEDIRTE

o ARIRIREE

o Ty —AhUxT 77 A

o RE—KNTwFar T4 0TI
« SD #— N7 — b HEh#E HIHRE D% E
e VIUTNAR—L—L

o EBNRFZ

o BITERFZ

o EEND D ORRIERFHE

BE)
B RERTT D,
SWR2311P>show environment
[Device]
Model : SWR2311P-10G
BootROM version : 1.00
Firmware version : Rev.2.02.33 (Mon Sep 1 00:00:00 2025)
Board version : 00
Destination : 00 (=)
Serial : S00000000
Device ID : 0000000-0000000-0000000-00000
MAC-Address : ac44.£200.0000
PoE version : 2.1.0.1
[Status]
CPU : 5% (5sec) 4% (1min) 4% (5min)
Memory : 33% used
SD card : Unmounted
Fan status : Normal
speed : FAN1:4444rpm FAN2:4444rpm
Temperature status : Normal
value : 27 degree C
[Configuration]
Startup firmware : execO
Startup Configuration file : configO
selected file : config(SD)
Boot auto-apply : Enable
Serial Baudrate : 9600
[Time]
Boot time : 2025/09/01 11:13:00 +09:00
Current time : 2025/09/02 16:18:00 +09:00
Elapsed time from boot : ldays 05:05:00
453 7 4 A7 {ERARI
E=Y
show disk-usage
[AJIE— ]
e EXEC E— R, F§#E EXEC £—
[EA]

VAT LATHEHAL WD T 4 A7 ORI AR RT 5,
« System: ¥ AT MEMAT Y 7T (EREFHET)

»  Temporary : —Ff= U 7

[ EH]

T4 A7 OERRRLERRT D,

SWR2311P#show disk-usage
Category Total Used Free Used (%)
System 160.6M 1.1M 154.8M 1%
Temporary 80.0M 2.4M 77 .6M 3%
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4.54 TR O T v R DFER

[EFX]

show process
[ASTE— F]
FikE EXEC E— R
[BLFA]
FAITh o Tt 2B —FEFERT 5,
[BREH]
FIThDOFuv R EFRT 5,

SWR2311P#show process

4.5.5 A F U RN DOFR

[EX]

show memory
[ASTE— K]
et EXEC B— R
[FREA]
a2 EO AT IVFHEERTIT D,
ITOHEBZ2F 7T 5,

IHE A

PID =5 D)
NAME Fat A4
%MEM W AEY O R
SIZE WEE A = U O HEEIEM)
PEAK WA ) OFHE(Z IV E TORKIHE)
DATA AR A £ V) —pEE Y 1 X
STK AR TP AR
[ E R

Tut 2O AT VEMNEZTRT D,

SWR2311P#show memory

4.5.6 i R— MMEROFER

[#FX]

show tech-support
[AFTE— K]
Kt EXEC £— R
[RLEA]

B AR — MEWME R T D, HIfr A — FEBRIZIE,

LIFDa~ > ROFATRHRNG E15,

o< R

ES

a
a
|

show running-config

show startup-config

show environment

OlO0[O
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a<wv R

iy

show system-diagnostics

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show logging

show process

show users

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show power-inline

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhcep interface

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

M
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOEi

show radius-server local certificate status
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a<wv R

iy

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

show sflow sampling

show yno

#
olo|o|olololo]|F

[ EH]
PR — MMz 215,

SWR2311P#show tech-support
#

# Information for Yamaha Technical Support

#

*** show running-config ***
|

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database
vlan 2 name VLANO00O2

vlan 3 name VLANO0OO3
|

interface portl.1l
switchport
switchport mode access

*** show startup-config ***
*** show environment ***
*** show disk-usage ***

*** show inventory ***

#

# End of Information for Yamaha Technical Support

#

SWR2311P#

4.5.7 HH RN— MEROIRFE

[EFR]
copy tech-support sd
[AS1E—F]
¥¥iE EXEC E— R
[
Hefli R — ME#% SD 7 — NICRET 5.
SD 51— FIZIZLL T D7 7 A 4 TIRAFE N D,
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/swr2311lp/tech-support/YYYYMMDDHHMMSS techsupport.txt
% YYYYMMDDHHMMSS ... @t~ RETHROMEH A SR

[/—}]

FANZSD I — REFHAL TEBLERNH D,

(B EH]

Feffi AR — M #HR A SD 71— RICRFET 5,

SWR2311P#copy tech-support sd

4.6 AT AHC2ZH

4.6.1 ¥ A7 b HEZWikERDOETR
[EX]
show system-diagnostics
[AFTE—F]
FERFHE EXEC £ — I, %5 EXEC £— I
(@]

TRTOYAT AHCBBRR (F— b7 v 7RISR, 7~ FRUHRR, ~AT=4 Y 2 7B
EHAT B,

[ EH]
VAT AACRWRRAEFRT D,

SWR2311P#show system-diagnostics
Test results:
P = Pass, F = Fail, U = Untested
N = Normal, W = Warning

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand
Last on-demand diagnostics information:

Date : 2025/01/01 09:00:00 +09:00
BootROM : Ver.1.00
PHY Test:

Port 1 2 3 4 5 6 7 8 9 10 11 12

- Health monitoring

SFP Test:
Port 13 14 15 16

4.6.2 T~ RZWoET
B

system-diagnostics on-demand execute [no-confirm]
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[F—U—F]

no-confirm AT F2BOETHR (yorn) Z1TOTRAIGEITT S
[AF1E— F]

F¢HE EXEC £— K

[FFA]

FoTv v Rgkia F AT 5,

ST NTO LAN/SFP R— b &2y v MU 45, SRk TRICIIMS 2Rz Zorn L, BBV AT
LEHEET D,

NI A=H—HIELRWERIT., AT~ RRMaEITT50 82 0 0REZRD N5,

DA FATT LB Y 2, ETLAVEAIE 1" 2 AT ILERS D,

[/— k]
F T v KWk R OFEN L FE B 12 show system-diagnostics =~ > K CHER TX 5,
[ E B

T Ty KB RS,

SWR2311P#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y
on-demand diagnostics completed (pass). reboot immediately...

4.6.3 &7~ v Wi R OBk
[EX]
clear system-diagnostics on-demand
[AS1E—F]
F#kE EXEC £— R
[RLBA]
F T~ v Rk REHIRT 5,
[EXE B
Fr T FRERE R AR 5.

SWR2311P#clear system-diagnostics on-demand

4.7 ’r—7 )L}

471 r—T VB D ELT
B

cable-diagnostics tdr execute interface ifiname

test cable-diagnostics tdr interface ifname

[73F A —5—]
ifname : LANAR—F DA F—Tx—24
XRDA B —T =2 —R
[AJ3E— K]
¥t EXEC E— I
B
=7 VWi EFETT S, HilRlOZK#EFIX show cable-diagnostics tdr 2~ > R CHERTE 5,
[/— 1]
TR R RTORER O RFF S AL, BES —T7 VM A FT LGSR ES EEEX IS,
[BEH

portl.1 (28 STV D LAN 7 —7 L D2 & (7T 5,
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SWR2311P#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y

[)

% To check result, enter "show cable-diagnostics tdr"

472 r—7 )W R0 7 )T
B

clear cable-diagnostics tdr

clear test cable-diagnostics tdr

[AS1E—F]

FiHE EXEC £— R

B

AiflA] @ cable-diagnostics tdr execute interface =~ > ROEITHEREZ 7 UV 735,
[ E 5]

AiEl D r —T VWO EITREREZ 7 ) T35,

SWR2311P#clear cable-diagnostics tdr
SWR2311P#

413 r—T NVEBWHRERDOFR
E

show cable-diagnostics tdr
show test cable-diagnostics tdr

[AJ1E— F]

JEHHE EXEC &— R, H# EXEC £— R

[FHA]

Hi[F D cable-diagnostics tdr execute interface =~ > ROFEITHER 2 FRT 5,
[BEH

iAo r — T VB DO BT R A TR T 5,

SWR2311P#show cable—dlagnostlcs tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 REZl| & B

4.8.1 B O FERE

[
clock set time month day year

[T A—=HF—]

time : hh:mm:ss
534

month : <1-12> F£ 721 Jan, Feb, Mar, ..., Dec
A F72iX A4

day o <1-31>
H

year T AE(TEE 4 M)
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[ASTE— R

et EXEC B— R

B

VAT LR ERTET D,
Batl]

Wizl 2 2015451 A 1 H 0FF 04y 0 RICERET D,
SWR2311P#clock set 00:00:00 Jan 1 2015

482 A LY — 2 DERE

[ER]
clock timezone zone
clock timezone offset
no clock timezone

[23T A —%&—]
zone LA — 4
B EME B!
UTC o 2 T FLIRE
JST A AR ERE

offset : UTC 75 OB EZ R E
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R EME B

-12:00 GMT-12:00
-11:00 GMT-11:00
-10:00 GMT-10:00
-9:00 GMT-9:00
-8:00 GMT-8:00
-7:00 GMT-7:00
-6:00 GMT-6:00
-5:00 GMT-5:00
-4:30 GMT-4:30
-4:00 GMT-4:00
-3:30 GMT-3:30
-3:00 GMT-3:00
-2:00 GMT-2:00
-1:00 GMT-1:00
+0:00 GMT+0:00
+1:00 GMT+1:00
+2:00 GMT+2:00
+3:00 GMT+3:00
+3:30 GMT+3:30
+4:00 GMT+4:00
+4:30 GMT+4:30
+5:00 GMT+5:00
+5:30 GMT+5:30
+5:45 GMT+5:45
+6:00 GMT+6:00
+6:30 GMT+6:30
+7:00 GMT+7:00
+8:00 GMT+8:00
+9:00 GMT+9:00
+9:30 GMT+9:30
+10:00 GMT+10:00
+11:00 GMT+11:00
+12:00 GMT+12:00
+13:00 GMT+13:00

(R E]

clock timezone UTC

[AFTE—F]

rua—s\varz 4 b—va e —R

[FAA]

B4 D= ERRET B,
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no JEXCHEITT 5 &, UTC 2725,
[BXEH]
BA LY =% ISTICHRET D,
SWR2311P(config) #clock timezone JST

B A DY — % UTCH9 BRI ET D,
SWR2311P (config) #clock timezone +9:00

483 h~—Z A LOREGVIRL)

EN
clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[/3T A—HF—]
name DA A LADBREITSNTNWD L ZICRRT HEA LY — 2 DAHI
A P T(T L)
week 1 <l-4> F£ 7213 first, last
H O H s ZEET 5
wday . Sun, Mon, Tue, ..., Sat
e H
month : <1-12> F£ 721 Jan, Feb, Mar, ..., Dec
H E72iX H4
time :  hh:mm
534
offset o <1-1440>
Y~ =2 A LOMISBNY D, 5 THRET D, 7 7 4/v ME 60,
(AR E]
72 L
[AJIE— K]
Jua—nmNnvarz 4 b—va e —NF
B

P~ —F A LERET D,

ERE L2 LR THRBB LR TT D L0 I ~—2 A L &2RET D,

RAIDEGy TH~—2 A LAOBMEZ, 2 FDOHS TR TR ZIEET 5,

no JEATHEITT D & REDVHIERS LD,

[/— k]

Y= A DMIEERETER,

[ EH)

V=S A LPEFEI HOBE _HRO2EHIMAED . 11 AOH—HREDO 2 FHIHKD D X5 ICRET D,
SWR2311P(config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.8.4 Y~ —F A LOBRE(BEE)

[F=

clock summer-time name date month day year time month day year time [offset]

no clock summer-time
[/XF A—F—]
name YA ADHITINTNWD L ZZERT DL A LY — DATH]
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A HHLT(T SCTLL)
month : <1-12> £ 7213 Jan, Feb, Mar, ..., Dec
H ¥£7213 A4
day ¢ <1-31>
H
year D AR(TEIEE 4 4)
time : hh:mm
1537
offset o <1-1440>

Y~ =S A LORICIBMNT DIFH, 3 THRET 5, 7 74 /L MET 60,

(#1132

L

[AJTE— K]

Ja—n)aryJ 47—y g — R

B

fw—2 A LNERET D,

BELEAM TG LIOKR T TALICh~—4 1 L5 ET S,

OO T~ —4 A LOBMES 2, 2FDOW TR T HMNZRET 5,

no FEXCTHEITT B &, HENHIBREIN S,

[/—F]

P — A NMIEEFZETERN,

[B%EH)

P—S A L2021 FE3H 4 HBDO2IFZHEY . 2021 4F 11 H7HD2FIZKDA LI ICHRET D,
SWR2311P (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIERZ| DFRR
[EX]
show clock [detail]
[¥—U— K]
detail ORI b 2R D
[AJ1E— K]
FEHHE EXEC B — I, 45 EXEC £— R
B
BUEDKZ, FA A EZRTT D,
detail Z5E L725E1%, FRMERETEDORFZ &~ —H% A LYERRT D,
P b A AR Y I L (recurring) DA, K (E T XBUERETH DY~ — 5 4 LI OEBO A % 27T 5.
[BREH]
BUE ORI & 7T 5.

SWR2311P>show clock
Thu Jan 1 00:00:00 JST 2015

HIEDORZ OFEMER TR T D, (M~—F A LOREPDHDHH)

SWR2311P>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time
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Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDORFA OFEME ML £ T D, (V~—F A LORENZRVGE

SWR2311P>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP — _R—DHRE

[EA
ntpdate server ipv4 ipv4_addr

ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[F—U—F]

ipv4 : NTPH— "—% IPv4 7 KL A THRET D
ipv6 : NTPH—"—%IPv6 7 RLATHHET S
name : NTP #— =% KA N THRET S
[/3F A—%—]

ipvd4_addr : NTP h— =D IPv4d 7 R L A

ipv6_addr : NTP — R—D IPv6 7 KL A

IPv6 U > 7 m—R LT FLAZEET D5HE1F, BHA V7 =7 = —ALBETL2LERH
% (fe80:X%vlanN D)

Jfqdn i NTP — "—DFR A 4
FFE L L THRF(RCF/NLT), BT, (B VAR, (A 7 )BMER TR

[FIEIE% E]

L

[AJIE— K]

Ja—N"\)naryz4JL— g F— R

B

NTP —"—D7 RUAETIXAR A N =BT 5,

ARa<r RIZRKT2OEFTHRETE 5,

no BN CTEATT B &, HENHIBRIN S,

NTP #—/3—% 2 D% E L7 KAE CTREZIFIM 24T > 72455 . show ntpdate =~ > K TH/R I 415 NTP server 1, NTP
server 2 DJEF THRIWAEDLEEIT I,

NTP server 2 ~DV A%, NTPserver 1 & DRMICKI LIZHBAEDOHITHILS,
[ E R

NTP H—/3—|2 192.168.1.1 R ET 5,

SWR2311P (config) #ntpdate server ipv4 192.168.1.1
NTP H—/3—|Z fe80::2a0:deff:fe11:2233%vlanl % iR ET D,

SWR2311P (config) #ntpdate server ipv6 feB80::2a0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com % & ET 5,

SWR2311P (config) #ntpdate server name ntp.example.com
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4.8.7NTP — _— 2 X 5EZIFHIA >3 v FEHD)

[ER

ntpdate oneshot
[AJIE— F]
F¢HE EXEC £— R
[BA]

BERES TV D NTP H— = b LIS R O BUS 2 42 5,
Ao~ REATHHC 1 EZIT1T 9,

[RXEH]

NTP H— =5 REZIE &2 S35,

SWR2311P#ntpdate oneshot

4.8.8 NTP ¥— 3— 2 & 2 BZl| EI R (B I F B3R E)
EN

ntpdate interval interval-time

no ntpdate interval

[/3T A =4 —]
interval-time 1 <0-24>
BEZ S DY OB, 0 BFfA] 2 457E LIS aid, A 217h 720
(AR E
ntpdate interval 1
[AJIE— K]
Ja—nm"Narz 4 b—va e —R
[@i ]

GRS AT D NTP B — 3=/ 5 JE IR IS R 2016 & B 9 2 HRR 2 1 e AL TRRET D,
no JEATHEITT D & AIWIREICRK D,

Ko~ RIATHE, BEICHREZI OB 247, AR, B8 LA CHBT 217 9,

[BXEH)

2 DOV E DO £ 2 BHB X270,

SWR2311P (config) #ntpdate interval 2
R D E AT 21T RN L 21275,

SWR2311P (config) #ntpdate interval 0

4.8.9 NTP Y —"—I2 X % B AR EEHOFR
[
show ntpdate
[AS1%E— K]
JEFFHE EXEC £ — R, 4§ EXEC £— K
[BLH]
NTP $—/3—I2 £ 5 IR B % e N 2 27T 5,
[XEH]
B IR E N i 27T B, xRS | B OB A

SWR2311P#show ntpdate
NTP Server 1 : ntp.nict.jp
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NTP Server 2 : none
adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WPz R E A £ d 5, % AR LOBE

SWR2311P#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 MERRE

491 74— K@Y —NVE— I FI)~DBIT

E&
line con port
T R =5
port 0 0
UT NI =R — &S
(AR RE]

line con 0

[AFTE— K]

Ja—mSLarz 4 =g rE—R

[FLHA]

2N G = ITNOREEATI DD T A 2 F— FICBATT %,
[/—}I]

SAE—FRMbZu— S\ Lar 740 b—3 g F— RIZEAICIT exit 2~ FEMHEH L, HHE EXEC E— FIZ
HAHWLend 2~ REMEHAT S,

[BREH]
ALY NH=ITNVERETDILODTA = FICBTT 5,

SWR2311P(config)#line con O
SWR2311P (config-line) #

492 VTY R— FOREB LT A »E— B(VTY R— M)~DBAT

[EA
line vty portl [port2]
no line vty portl [port2]

[PNT A —=F—]
portl ¢ <0-7>
VTY R— &
port2 ;o <0-7>
FPHFR ERF D ks VTY AR — &
(IR E]
no line vty 0 7
[AJIE—F]
Jua—\)arz 4 lb—y g rEw—R
[FAA]

HELEZVIY R—FE2ENCLEZOL, VIY R— FOREFITHIT-ODT A F— NITBITT 5,



aw s RU 77 LU A RS - EREGE | 55
no B THEAT LI GIE, F8E L7 VIY R— P2 YT 2,
port2 ZIRTE LT2 A8 1%, JPHIE E & 72 0 (port] 725 port2 £ TOTXTOVITY A— hEIRELZZ L2 b, port2
X portl U\J:O)%‘éﬁ L7 ud7e 57a0,

[/ —H]
TELNET 7 7 A 7 > s O KRERHEG L, o7 VIY A— N OEIkEFET 5,

FTA =R u—Lar 7 47— T— RICEDIZIT exit 2~ FEEHA L., ¥4 EXEC £— NIZ
RAICIZend 2~ REFEHT 5,

[BREH]
VIY R—F #0 ZHENLT=Db, T4 F— RICBITT 5,

SWR2311P (config) #line vty O
SWR2311P (config-1line) #

493 %K S A B2 A LT U NERBORE
[EF=R]

exec-timeout min [sec]

no exec-timeout

[/3T7 A—=F—]
min : <0-35791>
ZA LT U NEEE(G))
sec 1 <0-2147483>
ZA LT U NEEHEI(FD)
[#H#ARR E
exec-timeout 10
[AJIE— F]
FAE—F
[@iA]

A= H—=IFNBIRVTIY T, F—ANRLWGAICE#MNICe 7T 7~ 75X TORMERTET 5,
sec ZEME LIZHAIE, O NREIND, min, sec & HIZOIZHRTELTESHAIEL. BEICa 777 K L2V,
no FER TEIT LA IT0HER CIZIE A,

RKa<wy FERE®R, koA P LERENSHEM SN,
[3’"/?_@]]

A= NADHA LT T N E 5 TICERET D,
SWR2311P (config)#line con 0

SWR2311P (config-line) #exec-timeout 5 0
SWR2311P (config-line) #

494 AL TVAEEK1I R—VHEY OFRFITROLEE
E=y

terminal length /ine

terminal no length

[T A—=HF—]
line : <0-512>

IR 1 =T H 720 DERTAITH
[AS1E— ]

JEEFHE EXEC ©— K. ## EXEC £— K
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[RLBA]
FEHLTWDER 1 =V ORTITEREEET D,
line \Z0 #fE L= E. N—U B CTHRRZ KRR L,
terminal no length =~ > R&FT L2 HEIL. BRITEN T U 7 var Yy — L O5E1E 24, VIY O5EITHER
D YA RTYARERD,
[/—}]
Kasr FiE, F7k. AEICEER KBRS D,
service terminal-length =~ > FOBREL Y, Ko~y ROFETHEROLFBEL L CEM I b,
[ E ]
FBEHLTW IR 1 =BT OFRTFITHE 100 TICEET D,

SWR2311P>terminal length 100
SWR2311P>

495 MR 1 R—ThT2 0 OFRRITEORE

[EX]
service terminal-length /ine
no service terminal-length

[/3T A =5 —]
line 1 <0-512>
AR 1 ~—TH T 0 ORTITH
(IR E]
no service terminal-length
[AJTE— K]
Jua—nNnarz 4 b—va ' —R
(@]

AR 1 R—=U BT ORTRITHERET 5,

line % 0 \ZRRE LT-Hh, _— VBN CHERZ —RHEIE L7,

no R TEIT LA, EHR{THEN VY 7var Y —LOBAIE 24, VIY OBAITEGO Y v Ry) A4 X
LD,

[/— 1]

Ka<wy REEH, RO 7 A VRENDRENEH S5,

terminal length ==~ > RV EIT S N72854 . terminal length =~ > ROFEATRER O HFMB B L CEH I b,

[ E B

IR 1 =BT OFRFITHZ 100 TICHET D,

SWR2311P (config) #service terminal-length 100
SWR2311P (config) #

4.10 {157

4.10.1 1£5F VLAN O E

[EFX

management interface interface
no management interface

[/3T A —HF—]
interface : VLAN A & —T = — R4
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(AR E]

management interface vlanl

[AJ1E— ]

Ja—)ar 74—y g F— R

B

RAF RIS 5 VLAN Z30ET %,

ARa<vw FERETHIET, LLMS =—Y = N CTEIET S L &, L2MS v % — U ¥ — 02 Hi%4 VLAN IZH] D 4
THNFEIPT RLRAZERE - BB TX 5,

no B CTHEIT L7255 E.  LIX VLAN ZHIBR L72GE, ARa~vr RLUIHERTEICRE D,
(B EH]
5F VLAN % VLAN #2 IZRET 5,

SWR2311P (config) #management interface vlan2

4.11 SYSLOG

4.11.1 v 7 D@ (SYSLOG Y — —)DRE
EEV
logging host /o5t
no logging host /ost
[/3T7 A—5F—]
host : AB.CD
SYSLOG #—/S—®D IPv4 7 R L A
X: XXX
SYSLOG #—/3—®D IPv6 7 R L A
IPv6 U > 7 v—0 0T RUAZEET 25013, EHA V=7 == A bRET HMER D
% (fe80::X%vlanN DIEZ)
(AR E
no logging host
AHE— K]
sa—s\)var 74—y g rE— KR
[FEBA]

a7 DM TH D SYSLOG — =D P T KL AEZRET D,
R M) —$iF2 TH 5D,

no FECHEAT LGS IIWHIREICREY . @A Th7eu,
[BREH]

SYSLOG H—/S—®D IPv4 7 R L A% 192.168.100.1 IZRET 5.

H

SWR2311P(config)#logging host 192.168.100.1
SYSLOG H—/3—®D IPv6 7 KL A% fe80::2a0:deff:fel11:2233 IZFRET D,

SWR2311P (config) #logging host fe80::2a0:deff:fell:2233%vlanl

4112 2 D@7 +—~ v FPORE

E=Y
logging format sype

no logging format
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[78T7 A= —]

type 0707 x—~ - M|

1L

BN

Bl

legacy

N B (HA DAL T RA N
BORVWIE 7 4 —~< v b

(IR E]

no logging format

AE— ]
sra—s\)ar7 4l b—varE— R

[FFA]

SYSLOG H—R_—~jBHTDHA v =T DT 3 —~ v NEETET D,
W~y B = (XA LAF T IRA M) BED D,

no JEATHEIT L7 4;

[BREH
SYSLOG A vt —I D7 p—~w o~y X —7 LICH

A1X SYSLOG A »vtE—

SWR2311P (config) #logging format legacy

AaN3 D77 )T L fEDORE

:J'h

H

ET D,

E&
logging facility facility

no logging facility
[T A —F—]
facility 0707y )T Al
R EE Bk

0..23 facility fif
user 1
local0..local7 16..23

(AR E

logging facility local0

[AS1E—F]

rua—\)arz 4 S —va rE—R

B

SYSLOG #— "=~ + 5 A v =07 7V U T 4 HEEET D,

[/— "}

77 U T A EOERSIT X, % SYSLOG Yr— "—THH 21T 9

[BXRE )

SYSLOG * vt—Y D77 VT 4% 10 IZRET D,

SWR2311P (config) #logging facility 10

4.11.4 v 7 OHF L~ (debug) DX E

[ER
logging trap debug
no logging trap debug
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[ E]
no logging trap debug
[AJ1E— K]
Ja—)ar7 47—y g F— R
[RiAA]
debug L~L D1 7% SYSLOG IZH /195, no I THEIT LA ITH I L,
debug LIV EHNCT D EREOR IR 1SN DT0D, BERGEDHZANIT D,

logging host =~ > FC SYSYLOG ¥—/\—|ZH@HT 255, A A MUIZIZ+077 « 27 Rz ik L T 2 &
MWEFE L, T 740 MEEITH I L2,

[BEH]
debug L'~L D1 7% SYSLOG IZH /195,

SWR2311P (config) #logging trap debug

4.11.5 v 7 ®H 77 L~ L (informational) D% &
[F=

logging trap informational

no logging trap informational
(AR E |

logging trap informational

[AJTE— F]

Jua—N\)arz4 b —varE— R

[FHA]

informational L ~/L® v 7 % SYSLOG (2 /19 %,

no JTERTHAT L2513 H ) L7euy,

[/ — 1]

logging stdout info =~ R T Y — /LI EED Z ENA[EETH D,
[ EH]

informational L ~/L® v 7 % SYSLOG (ZH 195,

SWR2311P(config) #logging trap informational

4.11.6 2= 7 O HI L~ L (error) DR iE
[ER]

logging trap error
no logging trap error

[FIEIER E]

logging trap error

[AJTE— F]
Ja—naryr 4 Jb—v g rF— R
[FRHA]

error L'~yL D11 7 % SYSLOG IZH 1135,
no JETEIT LA ITH 1 L2,
[BEH]

error L)L 7 % SYSLOG (ZH /175,

SWR2311P (config) #logging trap error
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anTuerZoary ) —VHIRE

[EFX]

logging stdout info
no logging stdout info

[FIEIER E]

no logging stdout info

[ASE— R

Jua—narz 4 J—yarEt—NR

[FRHA]

informational L'~ SYSLOG % =V —/LIZH /14 5%,
no JERTEIT LA T I L2,

[ EH]

informational L'~ ® SYSLOG % =2 Y — /14 5,

SWR2311P (config)#logging stdout info

411.8 A X MEN O FHAODERE

E&
logging event #ype

no logging fype
[/3T A —F—]
type D R HERIET DA~ MER
REE B
lan-map LAN v v 7

(IR E]

no logging event lan-map

[AJIE—F]
Jsa—n"narz4 s b—varsE —NF

B

FRE LAy MEROr 7 HhE T 5,
no JEATHEAT LIcHBldn ZH N 2177 b v,
[BXEB]

LAN v v 7 onu 7263 %,

SWR2311P (config) #logging event lan-map

49T ORI TS

[ER
save logging
[AF1E—F]
JEHME EXEC &— K, #5# EXEC £— K
B
RAM RIZER &7z v 27 % 4T Flash ROM (ZIRTFT 5.

o 7 OERITRAM ETiTbh., EHEICHEI T FlashROM Iy 7 7 v XL TWAR, Aa<wr Rioky ., Fi
TR I T v TTBHILENRTED,
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logging backup sd enable =~ > R ESNTEY, 72 SD I — RBHFA I TV 54, Flash ROM IZIRIFT D
EFRFZ, SD W — FRICHELFD 7 7 A W4 TRIF S 15,

/swr2311p/log/YYYYMMDD syslog.txt

=

YYYYMMDD ... savelogging =~ > NEATHFD4EH H
[BEH
0y DNy T T EITD,

SWR2311P#save logging

41110 2 7D SD — Ry I T v FORGE
BN
logging backup sd enable

logging backup sd disable
no logging backup sd

[F—T—F]

enable D BT DSDA— RNy I T T E/GINT D
disable D BIDOSD A=Ky I T v T BT D
(AR E

logging backup sd disable

[AS1E—F]

sua—mnarz4 7 b—varE—F

B

a7 ®SD H— KRy 7T v T OaE - b ERET D,

A3 L7354 savelogging =~ > RAFEIT L2 L ZIZSD I — RiZr 7 2R {FT 5,
no I CTIAT LI B IR EICR 5,

SD 1 — FNIZIZLL T D 7 7 A V4 TIRIE SN D,

/swr2311p/log/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RE{THFD4EH H
[BREH]
B7DSDA— Ry 77 v T HENT D,
SWR2311P (config) #logging backup sd enable

4.11.11 v 7 OYIE
[

clear logging
[AJ1E— F]
Fike EXEC £— N
[@i ]
m 7 aHIERT %,
Bl
n 7z HIBRT %,

SWR2311P#clear logging
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4.11.12 v 7 O
[EF=R]

show logging [reverse]
[F—T—F]
reverse L v EWIBICERT D
[AJIE— F]
FEREME EXEC £ — I, F7#E EXEC £— N
[FiAA]

AHEZROBERR A TS Lo n V2 RAT 5, BEIIHEERZOE WS DG r VZIEICE R T 27, reverse 2345
ESNTHEE BV RT T %,

1 7 OEREFHFESIL 10,000 4 TH D, BARBEBZ 2HEICIE, BERAOEWHONBHEEIN TN, &K
B Eowv 7 a5 T 555121, logging host ==~ > }‘“C1173i’ SYSLOG H—/3—[Z#aE LT, A MUTTERIFET
HILENRD D,

W42 7 DL~ logging trap 2~ R THREFRETH 5,

[/—}]

o 7 OEREIT RAM ETiTbil, EHIMIZEEI T FlashROM IZ ANy 7 7 v X L TW5, BIREZYD ENRNy 7T v
INTWARVWa ZTIIRFESNRVDT, o 72 REFELTEWEGAIITFEI TRy 7 7 v T HAX0ERD D,

reload =2~ KRR T7 77— A0 2T DONR—=Ua 7 vl R Il X 5HFEREZIToZHE8F,. o 7 2RFFL TS
[B%E B
0 s ERRT D,

SWR2311P#show logging

4.12 SNMP

W

4121 SNMP @HA v —DEEBLEFA FOBZE
[EX]

snmp-server host iost_address type version version community

snmp-server host iost_address type version version seclevel user
no snmp-server host host_address
no snmp-server host rost_address type version version community

no snmp-server host rost_address type version version seclevel user

[7XF A —4&—]
host_address OBEIA =V OREH IPv4 £721XIPV6 7 R LA
IPv6 U7 m—)T FURAZIRET L5613, EHA v 2 =7 = —2AbRETDHILER D
% (fe80::X%vlanN DOFE)
type DA vE—Y
REME B
frans WA ve—V% b7y TR E R
P L)TET 5
HEIA v E—T % inform Y 7 = 2 MEA(S
informs BB V)Y TIE(ET D, version H32c'E 7=
3D L EIEETED

version . SNMP X—2 g v
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REME LA
1 SNMPv1 % {#
2¢c SNMPv2c % i H
3 SNMPv3 % {#i
community oA a=T 4 —432 3LFLW)

version W1'E 72132 D L IFETE 5
M2, " FE 2 CTHERLTWEE &, @O ", " IEFERICE e n

seclevel DA =V ORIEIBWTRO NS EXF 2 YT 4 — L L
version 133D L EDHIFETE D
REME B!
noauth FRE7R L+ B 572 L (noAuthNoPriv)
auth FRED V)« 5K 72 L (authNoPriv)
priv RiEd Y - K5k Y (authPriv)
user DoAY —4(32 L)

version 3D E X DHIFETE D
M2, " FE 2 CTHERLTWEE &, @EO ", " IEFEICE e n

[FIAER %]

L

[AJTE— K]

Ja—)arz 4 b—y g rET—NR

B!

SNMP I A v — L DFELREHRET D,

AT M) —8iE8 TH D,

no JERTHAT L7 G 13, faERELAR A NORELZHIFRT 5,

[/ — 1]

IPv6 V27 a—hNT RLATHRELTWDEA, F—7 RLAICK LERDIEHA VX —T = —AZFEE LTF
TExEBMTHE, TRLALEEHA LV H—T =—A @n‘ﬂ%k/\bﬁ#/ﬁﬁézhtkifﬁ L. WA DE O EN
FTRTHIRENDDOTEETDHZ &, BlxIE, "fe80:10%vlanl" ZFHE LIZZENEHS 25512, #Hilzl
"fe80::10%vlan2" OFXEZEBIMNT 5 & | "feSO::IO%Vlanl" DERIE i*ff\'(lﬁ'”i%éﬂ\ BN 7= "fe80::10%vlan2" D&
EDOHRDBIED Z L2725,

[ EH]

SNMPvl ZfEH L, FT7 v 7 OEEEE 192.168.100.11 IZFXET H, b7 v 7D a I 2 =7 ¢ —4 % snmptrapname
WZHET D,

SWR2311P (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c ZfF L. lEI A v E— DOE(ESEE 192.168.100.12 2R IET D, WEIZ A 7 % informs, WHIED 2 I 2
=7 4 —4 % snmpinformsname |Z$5ET 5,

SWR2311P (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPV3 Z i L, @A A vt — OEE % 192.168.10.13 [IZRET 5, WY A 7 % traps, =5 T 5RO
UT 4 — L% privIZ, =—F—4 % adminl \ZHET 5.

SWR2311P (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl
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4.12.2 VAT AREIRFICBE A v — U EET B F TOGEER ORE

[EFX]

snmp-server startup-trap-delay sec
no snmp-server startup-trap-delay

[/3T A—=F—]
sec : <10-600>

FEHERE TR (FD)
(AR E
snmp-server startup-trap-delay 10
[AJIE—F]
Jua—nm"narz4 s b—va e —NF
(@]

VAT LEBIFHZ, SNMPIEH A v & — (b7 v 7)) ZFET 5 E TOFMRREZRET 2,

AT LEENR, AR ROE D F TICAERM S SNMP JEHI A v —UE, AR RERE 2R E S D,
no JEATHEAT LG E1E, REZHIFRT D,

[/ — ]

RS OFHIBI S, M TIX U Tor i3Sz 4 I 7,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[ EH]
VAT LEEERIC, SNMP @A A v — U EEET D E TORMEIER A 30 IR ET D,

SWR2311P (config) #snmp-server startup-trap-delay 30

4123 BETHEHRA v =T H A TORE

E&

snmp-server enable trap trap_type [trap_type]
no snmp-server enable trap

[/XT A —F—]
trap_type NIy T ORI
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BRIEME i
coldstart IR OFF/ON, 7 7 — AU =7 FHiE
warmstart reload 2 REATHY
linkdown NS E A
linkup Voo T v 7k
authentication ORISR
temperature T A T R bR
fan FAN 55 28{k,FAN {5 1L IF
12ms L2MS =— ¥ = > b ORR A I
errdisable ErrorDisable #f [/ fif R IRE
rmon RMON A > kST
termmonitor Uit A AL Jen Iy
bridge i/\f’:‘/ﬁ“‘/UH/I/H A N =
pAd

powerethernet PoE JRAEBZEAL., /" B o HH Py

loopdetect Jb— 7Kg ARV R

all TRTCO Ty TR, 2747 LT,
LRI ARTO N7 vy TREENREIND,

(AR E]

no snmp-server enable trap

[AFIE— K]
sa—\)vary7 47 b—g =R

[FAA]

FET DTy T oMM A T EEET D,

no IR THEITLICHAIE. bT v T2 EMICT 5,
[ AEBI]

coldstart 7 v 7 EHENZT 5,
SWR2311P(config) #snmp-server enable trap coldstart
Ty T EBEENT D,

SWR2311P (config) #no snmp-server enable trap

4124 AT LA E T D
[EX]

snmp-server contact contact

E

e

no snmp-server contact
[/3T A—=F—]
contact VAT ATaUHE T N E LTEET D455 UFLIN)

(AR E]

no snmp-server contact

[AJTE— F]
rya—Naryz 4L —varE—R
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[FEHA]
MIB 2%k sysContact Z R ET 5,
sysContact IX—fXAVIC, FHEEOLRIPEKLLZTLAL TEBEHTH D,
no JEATIHAT L7213, REZHIRT 5,
[ EH]
VAT AhaArH U N swx_admin@sample.com ([ZFXET B,

SWR2311P (confiqg) #snmp-server contact swx admin@sample.com

4125 VAT Al —a VDORE

EEN
snmp-server location /ocation
no snmp-server location

[/NT A—F—]
location VAT Aug—Ta b LTTORET B4 FRQ55 SLTFELAN)

(R E]

no snmp-server location
[AFTE—F]
srua—arsr 4 S L—vg E—R
[
MIB 245 sysLocation % &% E 7 5,
sysLocation IZ—fXAYIC, HEORELTEZTAL TBL LR TH D,
no JECTHEAT LG BT, REZHIRT 2,
[BREH]
VAT hmr—3 g % MainOffice-1F IR ET 5,

SWR2311P (config) #snmp-server location MainOffice-1F

E

He

4126 SNMP 2 I =2 =7 4 —D

[EX]
snmp-server community community ro_rw
no snmp-server community community

[/NF A —5&—]
community : R a2=T7 4 —4(32 XFLN)
WdEAS, " E /T THENA TV L & MmO ", " IESCTEICE £
ro_rw DT U AR
RIEME SiEH
1o A L
™w XA HE
(IR E]
7L
[AS1E—F]
sua—s\)var7 4 L—3a sE— R
[BLFA]

SNMP 22 =2 =7 4 —%RET 5.
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B CTELaIa2a=7 4 —DiRKREIT 16 TH D,
no B THEIT LI G, HHEaAI 2 =T 4 —ZHIBRT 5,
[BEH]
AN LEHDO 2 I 2 =7 ¢ —4 public 5K ET D,

SWR2311P (config) #snmp-server community public ro
public = X = =7 ¢ —&HIRT D,

SWR2311P (config) #no snmp-server community public

4.1277SNMP E =2 —D/!E
[EX]

snmp-server view view oid type

no snmp-server view view

[78T7 A =5 —]
view B a—4(32 XTFLN)
oid : MIBA 7Y =7 ~ID
type N
BEME LA
include BELIAT7 V=7 bID 2EERICTD
exclude BELIAT7 Y7 b ID 2EBERSORE
NI 5
[FIEAER RE|
L
[AFTE— F]
Ja—x\)varyz 4L — g E— R
B

SNMPMIB ¥ = —%HET 5,
MIB B o—&ld, 77 B REEZH AT HEICIEET A MIBA T V=7 FOEATH D,
ek CTE D MIB B = — D KT 16 ThHD,

0id 737 A —H—L type 3T A —F —D#IT FEEDA TV =7 FNIDLBEO MIB ¥ 7Y U —Z2 &R L45 /L
W EEEWRT D, 0id NT A —H—& type NTA—H—DflE 1 OO N —E LT, £4DMIB E=2—I(Z
ML TEEOZY N —%2ETHIENTE, TORKEKITIS THD,

B O N —ZRE LI, TNENRE LA 7 V=7 FID OFTAEGERIZH D L DX, L0 FALOM
JEETHRELILAT V7 M IDICKHIET D type 3T A—F —NEHRIND,

no A Ta~vy R&EFATLEGEAIE, MIB Ea—%2HIRT 5, =0 U —BLOHIBRIZTE 22,

[ EH]

internet / — K(1.3.6.DLA F&FE T most = —%RET D,

SWR2311P (config) #snmp-server view most 1.3.6.1 include
mib-2 / — F(1.3.6.1.2.1)EL F & %7 standard B = —Z 5K ET D,

SWR2311P (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7 )V —7F DHRIE
B

snmp-server group group seclevel read read_view [write write_view)
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snmp-server group group seclevel write write_view [read read view)
no snmp-server group group

[F—TU—F]
read DRI N—=TIFRT D — P3G L FTREZR MIB B 2 — & FRET S
write DRI NIRRT o= =S EZ AL AR/ MIB B a2 —A4ERET D
[T A—F—]
group L T—T 432 SUTFEI)
seclevel DRIV —TIEHRT A==l RO NI EF 2 VT 4 — L L
R EE B
noauth FREEZR L - IF5{k 72 L (noAuthNoPriv)
auth FAES V- 5 k72 L (authNoPriv)
priv FEEH Y - EE{EdH U (authPriv)
read_view DRI NIRRT D 2 — Y —2FiAH L A[EE7e MIB B = — D4 (32 LFLAN)
write_view DRI NV—TICE R T D 2 — =N EE AL FEE/R MIB B o — O£ 132 SCFLA)
[FIEIRE]
L
[AFIE— K]
sua—\)var7 4 b—g -
[FHA]

=Y =T N—TEHET D,

ZDavy RTCHRESNDMIB Ea—IlEFENRVMIBA T Y=Y kDT 7R IEEIEEN5,

MIB t = —[X snmp-server view =~ > R K> CEHZIN D,

R M) =8I 16 TH D,

no B Ta~y FEFETLIEGEIEL, EINV—TORELZHIRT 5,

[BREH]

a—H—7L—7" admins Z{EAL L. admins 7L —7IZFTRT 5 2 —H —|Imost B2 —~DTNVT I AL G 2
%

SWR2311P (config) #snmp-server group admins priv read most write most

Z—— T N—" users & 1ERL L. users 7V —7F D ET 52—V —|X standard & 2 —~DFmAH LT 7 ¥ AL 5
2B,

SWR2311P (config) #snmp-server group users auth read standard

4.12.9 SNMP = —HF—DRE
[EX]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]]

no snmp-server user user

[¥F—7U—F]

auth DORRET VA Y XL ERET D
priv OB ET LY R AERET D
[/3T7 A= —]

user D a— P 432 LTFL)
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WgEAS, " EIT T THEATW & X miswo ", " IESCFEICE £

group LT —T 4432 SCTFEA)
MEAS, " E /AL CHERTWZ & & Mo ", IESCTFHICE Eh e
auth T a= A
REME B
md5 HMAC-MD5-96
sha HMAC-SHA-96
auth_pass DGR RA T — R CFLL B 32 SUFEL)
WdEAS, " E /T THENA TV L & MmO "™, " IESCTEICE £ 0
priv O REE T LY XL
REME A
des DES-CBC
aes AES128-CFB
priv_pass D SR T — R TR B, 32 STFLI)

MRS, " E 2T THENATWZ L & MmO ", " IESCTERICE 80

[WIHRRE]

L

[AFIE—F]
Jya—m\)narz 47—y a rE— R
[

a—Y—EHET D,

AKa< ROZ)V—T7413 snmp-server group 2~ N CERLIZAREZIHEL, ZV—7RECTHELI.EX 2
T4 =L ULZR UT, BENAEORGEL RS THEMT 27103 AL LARRAY— RERET D,

ek, BAEEITO TR BILOAREITH Z LIXTE R0,
AT MY —¥i316 TH D,
PRI B L OB, 7TV XRABLIOVIRA T — R, st L7222 SNMP v % — 3V ¥ — il —H —FRE & —

SETBILENRDH D,
no JERATa~r RE&FITLESLEIE, E2—P—DOREZHIRT 2,
B!

a—H%—& L Cadminl Z1ELT D, PRI V—7ORELFIR I NV—TTEDLNIZEX 2V T 4 —L-ULIZE
¥ TC, AL - B BAL T 5 7 1 kL (SHA, AES) & /X2 U — R(passwd1234) Z 451 5,

SWR2311P(config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

a2 —H—L U Tuserl ZEkT %, TBINV—7ORELFIBI/NV—TTEDLNTEX 2V T 4 —LLIZAED
/T, A - WL THENT % 7 1 b 3 (SHA) & /R 2 U — R(passwd5678) 248 €T %,

SWR2311P (config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP YV —R—~T IR TEBR7 54T FOIP 7 KL IR
[

snmp-server access action info [community community]

no snmp-server access [action info [community community]]
[%—D— K]

community Do Aala=T 4 —xEETD
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[/XT7 A—5—]
action D TR ASLBICH T AEMERTEET D
REME B
permit N o R R )
info DML T B EETC IPVA/IIPVE T R L AR AR ET S
REE Bk
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 BMbit)ft & D 1Pv4 7 K
A.B.C.DM L 2(AB.C.D)&5ET 5
X:X:X:X IPv6 7 R L A(X:X:X:X) 2R ET D
e TRy b A7 BEMbinftE D IPve 7 K
XXX XM L A (XXX X) AT 5
any T RTDIPVA/IPV6 7 R AZIRET 5
community oA a=T 4 —4(32 LTLUW)
T AKMEEAT A 22T 41—
A 2=T 4 —DREEERLESE. 778 ALMEET_RTOaa=F 1 —cx LTl
Hans
M2, "EIXTHENA TV & & miEo", "IESCFRICE ke,
[FIHIRR E]
L
[AJ1E—F]
Jua—)aryz 41— F— R
[FA]

SNMP $— "= ~DT 7B AT TDHT T4 7 Mk % IPv4/IPv6 7 R L A THIRT %,
AKavwy NIRRKRZAETRENSARERTH Y, LICRESNTLOPEE L TEAIND,
Kavy RERE LGS, B8 LIEREEM S R0WT 78 23T X THEGT 5,
T2l Kavy REREL THWRWESIE, $XTO7 78 RX&2FFT 5,

no JEATIAT L7 A1, € LIEREZHIRT 5,

no JEA. T community &g L7286, $57E L7 info DT X TOREZHIFRT 5.

no AT RTONRT A—=F—ZHIE LI2%E. TXTOREZHIFRT D,

[/ —}]

AKa<wr RTOT 7 ADHIRIZ, SNMPvl, SNMPv2c D7 7 ¥ AD R &b,
SNMPV3 D7 7 & Z 235 S,

[ EH]

SNMP H—/R—=~D7T 7 & A% 192.168.100.0/24 D& T A 2 "inDOHFFAIT B,

SWR2311P (config) #snmp-server access permit 192.168.100.0/24

I a2=7 4 —%'public' C7 7 ARHEEZRAR A h % 192.168.100.0/24 DT, 2 I 2 =7 ¢ —%'private’ C7 7 & A H]
HE72 AR A K% 192.168.100.12 D AIZHIBRT %,

SWR2311P (config) #snmp-server access permit 192.168.100.0/24 community public
SWR2311P (config) #snmp-server access permit 192.168.100.12 community private
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41211 SNMP =2 X = =5 4 —DFERDOETR

[EF=
show snmp community
[ASIE—F]
FHHFHE EXEC £ — R, H5H#E EXEC £— K
[FLAA]

SNMP 1 X = =7 — DR ERTT D,

Al a=T 4%, TIVEAE—REERTD,
[BXRE B

SNMP = X = =7  — DIz £ T %,
SWR2311P#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP ¥ =2 — DR ENEDFT
[EX]
show snmp view
[ASTE— R
FEHFHE EXEC £— K, 4%#HE EXEC £— F
B
SNMP b = — DR ENETETRRT D,
Ba—%, A7 V=7 NID, 44 TEERTH,
[ EH]
SNMP t = — DO ENEE T RT D,

SWR2311P#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7V — 7 DHENBDFH R

E2v
show snmp group
[AJ1E— K]
FEHEHE EXEC £ — N, ke EXEC £— R
[Fi8A]

SNMP 7' V—T7 DR ENKEFRT D,

TN—T%, X2V 74—~ b, GiAAAHAE 2—, EXALAC 2 —2EKRT B,
[B%E R

SNMP 7 —TF DOFHENE & ERT D,

SWR2311P#show snmp group
SNMP Group information
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Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.12.14 SNMP 2 —H¥F —DRENBT DR

[EF2
show snmp user
[ASTE— ]
FEHEME EXEC & — N, ke EXEC £— R

B
SNMP = —W—DHENE & L RT D,
=P ID, a—Y—4&, iRt 500 —74%4, RirhR, ek iRXE2FRT 5,

[ EH]
SNMP 2 —HW—DRENETEFTRT D,

SWR2311P#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaecb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON
4.13.1 RMON BREDFRE
[ER]
rmon switch
no rmon
[SF A—F—]
switch : RMON #&REDE
R EM A
enable RMON #gEZ G2 T 5
disable RMON BERE 2 #2012 5
[FIEIRRE]
rmon enable
[AJIE— F]
Ja—\)nary7 4L — g rET— R
[RiAA]

VAT AE{RDO RMON #EEDEHEZ R ET D,
no JE K CTHEAT L= A ITHIMRR EIC R 5.
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[/—}]

Aa<r R TCUAT LALRO RMON BEREN IR & LT=54A. LA FO RMON 7 1V —7 OEWENEL L 72 5,

o A—VXRy MEHERI V—T

. BREIN—T

s TI—LITN—

s ARV ENTN—T

Ao Rif, 774 ~X— bk MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) & W Ci%ET 5 Z & M AlHE,

[3% 2 5]

RMON H8EZ AT 5,

SWR2311P (config) #rmon enable
RMON #§REZ HEZHIZ T 5,
SWR2311P (config) #rmon disable
4.13.2 RMON 1 —# X v MREHEBR 7 NV — T ORE
[ER]

rmon statistics index [owner owner]

no rmon statistics index

[T A —F—]
index 1 <1-65535>
A —H % MEFHEHR T V—T DA T 7 A(etherStatsIndex)
owner s A=Yy MEEHE#R 2 V— T O A — ) —4 (etherStatsOwner)
127 U7 LI
(B L7254 : RMON_SNMP)
(W E]
mL
[AS1E— K]
A =Tz —AFE—NK
B

RGA B —T7 2 — AT, RMON O A —H 3w NEFHER I NV — T OREEZH/NNCT 5,

ARawy RERE LSHA, HeHESROIENTTHIL, RMON MIB O etherStatsTable 2NUfF CT& 5 X 512725,
Fl—A H—T7 2—RZXT D, Ka~<wr FOREED ERIXZS THD,

no IR TFEAT LI EIE, BE L WUE LI-HEHER A HIFRT 2.

[/ =

RMON HRETA — 1w MEGHEBRZ L — 7 OREL AT 272DI2IE, Ra~vy FITMA T, Y AT LAREKT
& RMON BEREZ AN T 2 MENH 5,

Ka<wy Re BEE LEGE, 2hE CIE LREHERZHIBR L7- 9 2 T, BENELZEET S,

VAT LARRD RMON BEREA NI L7356, HaHEMOWENR IS D, TD#%, ¥ A7 LA4{KD RMON #
RBEANC LA, ZHVE CIE LaREHERZAIBR L7 5 2 C., BENELZFIAET 5,

[ EH]

portl.] TRMON DA —H %y MREFHER 7 NV —T DOREZHNIT 5,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #rmon statistics 1

4.13.3 RMON JBRE 7 N — T DFRE
EE

rmon history index [buckets buckets] [interval interval] [owner owner]
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no rmon history index

[T A—=F—]
index 1 <l -65535>

JEIE 7 v—"T"DA T w2 A(historyControllndex)
buckets 1 <l -65535>

J@IRE 7 — 7 D Jg FE LR R4 (historyControlBucketsRequested)
(B L7=554 1 50)
interval 1 <1-3600>
J&RE 7 N— 7 D JE LR MR (FD) (history ControlInterval)
(B L7=555 : 1800)

owner © BT N—T" DA —F—% (historyControlOwner)
127 3T LI
(B L7354 : RMON_SNMP)
[FIHER ]
7L
[AJ1E— K]
A F =T 2—AF— N
B
xXtGiA v B —7 = — AT, RMON DBV )V—T DR E & HIMNZT %,
Ao~y RERELEZSA. RMON MIB @ historyControlTable 28HUfS C& 5 L 91272 %, Ao~ RRE#R, RTE

L7-RME T, JBIEIEHROINELTTHIL, RMON MIB @ etherHistoryTable 23if3 CT& % X 512725,
Fl—A =7 2—XT D, Ka~vy FOREHRD LIRIZ 8 TH S,

no I THAT LI E IR, BE L WUE LI BIEIE R A HIFRT 2.

[/—h]

RMON H#RE CRBRE 7 NV — 7 OREEZ AT 72D, KRa~ 2 FITA T, A7 ALK TH RMON ez f
N DTN D 5,

AKavy Fe EEEZLESAG, SNECIUELERBEERAZHIR L O 2T, HENELHRGT D,

VAT LAED RMON BERE A HELNIZ L7256, RIEHHMOINE R P sh D, TDO%, ¥ A7 L4{K?D RMON ##
REA AN LIS E . ZHvE CIE LTCBREERAHIBR L2 9 2 C, MENELZHIET 2,

[BREH]

portl.1 CRMON DJERET N—T DR EE AT 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #rmon history 1

£

e

4.13.4 RMON A Xy M T —7D
[EX]

rmon event index type community [description description] [owner owner]

no rmon event index
[/XT A—F—]
index 1 <1-65535>
ARV NI N—T DA T v 7 A(eventIndex)

type o A MR (eventType)
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BRIEME i

log =7 A=Y & S )

trap SNMP k7 v 7% &(E

log-trap 2 Z\ZFEk L. SNMP T v T & E(E
community : 33 2 =7 1 —%(eventCommunity)

127 3T LI

type I3 "trap" F 721X "log-trap" D L FFEETZ 5
description : A X2 kO (eventDescription)

127 3L

(G L7235 : RMON_SNMP)
owner AR NI NV—T DA —F —4% (eventOwner)

127 3CF-LA
(B L7=354 : RMON_SNMP)

(AR RE]
L

[AS1E— K]

Ja—n_"pyar 74— g T — R

B

RMON O A R T NV—TDREEAIT D,

Ka<wy REFE L7Z8%E. RMON MIB O eventTable NG CTE 2 L 9127 d, Ka~vy ROA Xy T L—TD
FXEIL. rmon alarm =~ R CEHAT 5,

no B TIAT L7255 A 13, REMEEZHIRT 5,

[/—}]

RMON BERECTA X2 R I NA—T OREEFNCT H-0ICiE, Aa~r RIZMAZ T, Y A7 LA2KTH RMON BEE
EHINCT HUERD D,

RMON @ SNMP | 7 v 7% %(ET 5846, SNMP O b7 v TEEORENMTONLTWDLEND D,

[BREH]

SNMP k7 v 7 DOFEEEIT>THhHEH, RMON DA X2 NI N—TDOREEFINT D, A2 MERIL "log-trap",
FT7 T Daa=7 4413 lpublic] &5,

SWR2311P (config) #snmp-server host 192.168.100.3 traps version 2c public
SWR2311P (config) #snmp-server enable trap rmon
SWR2311P (config) #rmon event 1 log-trap public

4.13.5 RMON 7 7 — A )L—TFDRIE
BN

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index [owner
owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner)

no rmon alarm index
[T A—5—]
index 1 <1-65535>
T T =T IN—T DA T v 7 A(alarmIndex)
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variable o BRI MIB 472 = 7 | (alarm Variable)
interval o <1-2147483647>

W7V TR (DY) (alarmInterval)

type o Y7V v JfER(alarmSampleType)
REME B!
AERHEIC XD, B 7 e L&A
absolute T 5
delta FRHELS K D ik, st o 7 VAl & il
YT MMEOEE LEVE L T 2

(B L7236 : absolute)
rising threshold . <1-2147483647>

EBR L &\ ME(alarmRisingThreshold)
rising_event index : <1-65535>

A X~ T v 7 A(alarmRisingEventIndex)
falling threshold . <1-2147483647>

TFR L %\ Ml (alarmFallingThreshold)
falling event inde : <1-65535>

x
A X hA T v 7 A(alarmFallingEventIndex)
startup o <1-3>
7 T — LD EMOPETHEMT H L Z\ ME((alarmStartupAlarm)
REME S
1 R U & VME D 28 9 5 (risingAlarm)
2 TR L & WME D 2 119 % (fallingAlarm)
3 ERRUEVME, TRRL EVMEOM G 26+
% (risingOrFallingAlarm)
(B L2356 0 3)
owner L T T — AT N—T DA —F—% (alarmOwner)
127 3L
(B L7354 : RMON_SNMP)
[WIHIRRE]
7L
[AJ1E— K]
rsa—)ar 7 40— g F— R
B

RMON D7 7 — LT N—TDREEANT 5,

variable \Z1%, RMON O 7 7 — A7 V—TOERMRMIB A7 V=7 NEFRET D, variable 1.
etherStatsEntry(.1.3.6.1.2.1.16.1.1.1)O MIB A7 ¥ =27 hDH b, A7 U ZHMEFFOMIB 47 ¥ =7 b OAFEEAHE,
LR D 3 SOIEATHRIED 7l hE,

+ etherStatsEntry.X.Y

* (etherStatsEntry @ OID 4).Y

+ .1.3.6.1.2.1.16.1.1.1.X.Y

i 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5. ) Z X ET 255, LLFOWTHOEAT L EFH

[y
<)
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A A
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 44).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising_threshold 721X, falling threshold D X H 6O B Z i ET DR A ATRE, ZO%HE, RENAMINT
WHRT A=ZIZIE, LUFOERRESN D,
s rising threshold D FfE ]
 falling threshold : rising threshold & 7] U{E
s falling event index : rising event index & i) UfH
o startup : 1(ER L 2 WEO LT 5)
s falling threshold M #ff [f]

s rising threshold : falling threshold & 7] U{E
* rising event index : falling event index & 7] UfH
o startup : 2( PR L ZWMEO LT %)
Kaw v RaEHE L72%4E, RMON MIB O alarmTable 2V Hif3 T& 5 X 91272 5,
no JTETHFAT L2 GA 13, REMAZHIFRT 2,
[/—}]
RMON HRETT 7 — L7 V=T DREEXFINCT H720I121E, Ka~y FITMz T, ¥ A7 A2fKTH RMON HiE
EENT DUERD D,
variable \Z¥8ET D MIB A7V =2 M, A —FFy MEEHERZ AV —TDOMIB A7V =2 b ThDH, MROA
T I AR =Xy MEEHEBRZ VLV — T WER SN T RWEE, Kavxy NI —Ek 5.

A —H % v MREHER Z /L — 71X, rmon statistics =~ > NIZTIERATHE, RKa~r R THEAL TS A — %y b
HEHER 7 N —TBHIBR SN ZGE. Aa<r RLEIBRENS,

AR IDA T 7 ZE rmonevent 2V N CRE LA VT v 7 A&fET D, Aa~v FCHEHALTHD
AR N NA=TREIBRESNIZGE. Aavr RLHIBRESN D,

rising_threshold O U X\ MHEIL, falling threshold D L 2 \MELL_ EOE T/RITNIXAR 5720,

AKavo Re EEEZLESEG, ZhETOV TV 7T —2Z2HIBR LIS 2T, BEY 7Y 72T 5,
VAT LAKO RMON #ieZ B9 L= 6, o7 ) v 7 nvthilfiansg, 2ok, v A7 A2k RMON e
EHRHMNCLIESA, IRNETOV TV 7T —2%HIBR LTI 2T, BEY LTV 7 E2RET 5,

[ E ]

UTDOEET, RMON OF T — L7 —TFDREZHNT 5,

o BEEURSGHR MIB 47 2= 7 M. etherStatsPkts. 1,

o U7V TRIRIZ, 180 Fb,

o YTV TRERNE, delta,

o EBRUEVWMEIX 3000, EFRLEWMEZEZ ER-72E & DA X2 M,

o TRRUZVMEIZ 2000, FRLEWEZ FEIS/ZEEOA X MEL,

SWR2311P (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1

4.13.6 RMON #EREDIRRER
E&

show rmon
[AJTE— K]
JEHME EXEC £ — K., %74 EXEC ©=— F
BN
RMON HEHE DR ECIRRE R KT B,
ITOHEBENEREIND,
o VAT ALRD RMON BEEEDRE
« RMON HERED 7 —7 T L OFRIE
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« A—Hxy MEEHEHRINL—T
. BEIN—T
o TTI—LITN—T
s ARV KNI N—T

[BE B

SWR2311P>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.7 RMON A — %% v MREHER 7 LV — 7 DIREFER

ESN!
show rmon statistics
[AS1E— ]
FHFiHE EXEC £ — N, %54 EXEC £— N
B
RMON A —H % v MEiHEHR 7 L —7 ORECKREE R RT D,
UFOEANERIND,

s AVUT VIR

o XMBALUH—T z—RA
s input /X7 > b

s output /X7 v K

[ EH)

SWR2311P>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0
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4.13.8 RMON B 7 L — 7 DIREBR T

[ER
show rmon history
[AJIE— F]
FERFHE EXEC £ — R, F#HE EXEC E— K
[BA]
RMON &7 N— T DR ERKREZFR T D,
PUF OB A SRR SN D,
c AT VIR
s WBAVH—T z—R
JEIENS W D PRFFEL
J I A T B
A —F—4
[EAEBI]

SWR2311P>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON_ SNMP

4.13.9 RMON A X k 7 )L—FDIRBER T

[ER]
show rmon event
[AJ1E— K]
JEHHE EXEC &— R, ## EXEC ©— K
[BiFA]
RMON A 2 k7 —7 OFGERLRIEE BT %,
LFOEANRKRSND,
AT I A

« AR hOFY]
o A RRER
Ty TEEHDAI 2 =T 4
A~ b FATHY
A—F—4

[ EH]

SWR2311P>show rmon event
event Index =1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_SNMP

4.13.10 RMON 7 7 — A7 )L— 7 OIREER R
EEy

show rmon alarm
[AJT1E— K]
FEHEHE EXEC £ — N, HkE EXEC £— R
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[FiAA]
RMON 7 7 — A7 NV —T7 DR ERIREE KR T 5,
UTOHEANERSND,

« AVUT VIR

s T T —LDIREE

o BB MIB A7 Y b
o HUTU TG

« BT TR

o HEfE

o EFRRL Z VA

« ERLEWEDA R K
o FIRL VUM

o FERLEVWEDA R b
o BAMGT 7 — A

« F—TF—4%

B!
SWR2311P>show rmon alarm

alarm Index = 1
alarm status = VALID

alarm Interval = 15
alarm Type is Absolute
alarm Value = 0

alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event =1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —¥% R v MEEHEBIN—TDOh o %—D 7 )T

[EFR]
rmon clear counters
[AS1E— K]
A H—T 2 —AF— R
[RLEA]
MRA L —T =2—AD, RMON A —H Ry MNEiHEM I N—TDh 2 —2 27 VT T 5,
[BEH
portl.1 @ RMON O A —H x>y MRFHER I N—T DI 2 —% 7 V74 %,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #rmon clear counters

4.14 sFlow

4.14.1 sFlow BRE DR E

By

sflow switch
no sflow

[/3F A —&—]
switch . sFlow H&REDENE
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BRIEME i
enable sFlow #RE 2 AN T D
disable sFlow #§RE & 2N 3 2
[WIEIRRE]
sflow disable
[AJ1E— F]
Jrua—m\varz 4 b—va e —R
(A

sFlow H§BEDEMEAZ R E T D,

no TERTEAT LTS ITWIIER EIZR 5,
Batil]

sFlow #§8E&2 BT 5,

SWR2311P (config) #sflow enable

4.14.2 sFlow =—< = > N DR E
BN

sflow agent address

no sflow agent

[T A—F—]
address : AB.CD

IPvd 7 RL R

X: XXX

IPv6 7 K LA
(R
L
[AJ1E—F]
Ja—n_parz 47— g rE— R
[FAA]

Ei==3

sFlow =T— = FDOIP T RLAEZHRET 5,

Ko< RTCHRELEZIP T RL A& sFlow T —# 77 LD sFlow ~y ¥ —IZfif &h 2,
no R CEIT LIS IR EICRE S,

[/ —F]

AR T KEREIMNE NS, IPve 7 R L RITFEETX 720,

(B2 EH]

sFlow T— x> FOIP 7 L A% 1192.168.100.240] (TR ET 5,

SWR2311P (config) #sflow agent 192.168.100.240

£

Ra

4.14.3 sFlow 2L 7 X —®D
[EX]

sflow collector address [port]

no sflow collector
[/XF A—F—]
address . AB.CD
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IPv4 7 R L %
X XXX
IPv6 7 R L %
port : <1-65535>
sFlow =1 L 7 % —®%i4E UDP K— h &5
WIEME L, 6343

(IR E]

L

[AJTE— K]

Ja—\)ary7 41— — R

[FREA]

sFlow 2 L7 X4 —0D 1P 7 KL A L% UDP " — hE S EHRTET D,
no FER CHEIT LB TR EIZRE 5,

[/ —F]

A K THEREINE NI E . IPve 7 KL AT ETE 720y,
[RXEHI]

sFlow 2L 27 % —® P 7 RL 2% [192.168.100.240] IZET 5,

SWR2311P(config) #sflow collector 192.168.100.240

4.14.4 sFlow 7 — % 75 ADF RV A ZADFRE

[EX]

sflow collector max-datagram-size size
no sflow collector max-datagram-size

[/NT A—F—]
size 1 <512-1452>(3A1 1)

(AR E

sflow collector max-datagram-size 1400

[AJIE— F]

Jua—nm"narz4 s b—varsE —NF

B

sFlow =— = k226 sFlow 2 L7 X —CEESND T —F 77 LDOFRKIA XEFHET 5,
no B CTHEIT LB AR EICR 5,

[

sFlow 7 —% 7' 5O KV A X% 1000 /XA MMIEET 5,

SWR2311P (config) #sflow collector max-datagram-size 1000

4145 "y voua—Y YU TOF LY T L— FORE

[ER
sflow sampling-rate rate
no sflow sampling-rate

[R5 A—%—]
rate : <256 - 1000000000>
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[FIHIER E]

L

[AJ1E— K]

Ao H =T 22— AF— K

[RiAA]

KGR — M T \Aﬁ/h7m~%/7)/&%ﬁ5W® YTV T L— NEERET D,
ARKa~v s RRRESIVTORWGAIX, N7y h7a—H 7Y o 3Tz,

LAN/SFP 7R— MZ7Z1T 7 ET%

no FER . CHEIT LB TR EICRE 5,

[RXEH]

WKy h7a—Hr 7)o oYy 7FY 7 Lb— % 10000 IZHRET 5,

SWR2311P (config-if) #sflow sampling-rate 10000

4146 X7y v 7u—Y N T DA =YXy FT7 L —LADHFER~NY X —H A4 AORE
BN

sflow max-header-size size

no sflow max-header-size
[/NT A—F—]
size D<14-256>(3 1)

[FIHIER 2]

sflow max-header-size 128

[AFTE— F]

A H—T 2 —AE— R

B

RGER—NMZT, Xy h7a—H TV TETIED, TV 7354 =Ry N7 L—L2D~y X —
A RO KRB EFHRET D,

no JER . CHEAT LB S ITWIIR EIZRE 5,

LAN/SFP iR — NI 72T 3% € T HE,

[ EH]

Ny hTua—H% Y T ORRSy X =Y A X 100 IZRET D,

SWR2311P(config-if) #sflow max-header-size 100

4147 LB —Y T Y T OR—Y I RIROERE
[ER]

sflow polling-interval interval

no sflow polling-interval

[T A—=HF—]

interval 1 <1 -86400>(F))
(WX E]

mL

[AJ1E—F]

A H =Tz —AE—K

[REFA]

SBR—PMIT, BT EZ—F TV T HITHIED, "=V v THRERET S,



84| =~ FU T 7 LA RS - EHIBERE
Kavwy RRRESNTOWRWESIE, AU 2= 070 U 73 Thhien,
LAN/SFP 7R — MZ 72T 5% E Al e,
no R CELT LA ITVHIHREIZR S,
Bl
NGB =TT OR=Y TR E 100 B IR ET D,

SWR2311P(config-if)#sflow polling-interval 100

4.14.8 sFlow DIRFEDFER

[ER]
show sflow
[AFTE— F]
FEHFHE EXEC E— I, #3HE EXEC £— N
[FA]
sFlow DIREEA KR T D,
[BREH]
sFlow DIRFEERFIRT 5,

SWR2311P#show sflow
sFlow Global Conflguratlon

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : O

4.14.9 sFlow DOV > 7V v FIEHDER

[ER]
show sflow sampling [ifname]
[T A—F—]
ifname : LAN/SFP R— hDA v X —T = — A%,
FRTHA L H—T 2 —A
[AJ1E— K]
FERFME EXEC £ — K, 5t EXEC E— K
[FAA]

ifname THRE LTz A v X —7 = —AD sFlow DY > 7V » FIEREFRT D,

ifname ZBME LT2GE X, BTCOA 2 F—7 = —ADERERRT D,

[/—}]

AH  THERENAID L &, ALV TIERNWA U NR—A, v F TR~ RFFATTE 20
2By THERENAZND & & A A AU AN—TRFRIZFEI S 7220,

[FREH]

sFlow O > 7Y o JiE#R &2 FKoRT 5,

SWR2311P#show sflow sampling
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sFlow sampling information:

Interface portl.1l:
Packet-Flow-Sampling:
Sampling count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Sampling:
Sampling count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Sampling:
Sampling count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Sampling:
(NOT SET)

4.15 TELNET % —/3—

4.15.1 TELNET YV— "—DEEBB LU= KR —  NEFOERE
Ey

telnet-server enable [port]

telnet-server disable
no telnet-server

[F—U— K]
enable : TELNET %—_—%HHZT 2
disable : TELNET % ——% M523 %
[/3F A—&—]
port : <1-65535>
TELNET % ——D U A= 7K — &5 (AW L725E @ 23)
[(WIHIRRE]
telnet-server disable
[AJIE—F]
Ja—N")nary74JL—g F— R
(@]

TELNET Y—_—%2FhcT 5, £72, VA=V 7 TCP R— "EBEZBETHZENTE D,
no JTER CHAT L2813 hic 3 %,

B!

U A= 7 iR— & 5% 1234512 L C TELNET H— "—Z 84 5,
SWR2311P (config) #telnet-server enable 12345

4.15.2 TELNET ¥ — — DR EIREDOFER
[EX]
show telnet-server
[ASTE— K]
et EXEC B— N
B
TELNET 4 — R_—DRERMN 2 FRT D, LTFTOHANRFRIND,
»  TELNET ¥ —/N—#8E DA %h/ M%)
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e YRV I R—INOES
o TELNET %—_—~DT7 7 A% T5H VLAN A LV X —7 = — A
¢ TELNET %—R—~D7 7 v RA&ZHIBT 57 4 /L2 —
(B EH]
TELNET H— _— DB ERMNE FRT 5,

SWR2311P#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface(vlan):1, 2, 3
Access:

deny  192.168.100.5
permit 192.168.100.0/24

4153 TELNET —RX—~T7 7 EZRATXBHR A NOERTE

E&

telnet-server interface inferface
no telnet-server interface interface

[/XT A —F—]
interface : VLAN A V' #— T = — R4,

(IR E]

L

[ASTE— R

Ja—\ a4l L— g rEF— KR

[FAA]

TELNET Y—/N—~D7 7 RA%&FFAT5H VLAN A VX —T = — AERET D,
no R TEITLIEEAIT, BE LA v A —T =2 — 2 &R 2,

RKa<wy FidgKR8MHETHETE, RELLIAICEHT 5,

Ko<y REFRELTOHRWESIEL, R VLAN OART 7B ATE 5,

[/ —F]

telnet-server enable 235X E SN TWAR WA, Ko< NIZHEEEL 220,
Bail|

VLAN #1, VLAN #2 [Z8:5t L TV DR A R x5 O TELNET Y —/"—~D 7T 7 ¥ A &34 5,

SWR2311P (config) #telnet-server interface vlanl
SWR2311P (config) #telnet-server interface vlan2

4154 TELNET V" —_X—~T 7R TEXBH7 74T D IP 7 FL RH|R

[EX]

telnet-server access action info
no telnet-server access [action info)

[PNT A —F—]
action T BASRMCH T 2 EMEREET D
REM B
deny P S U Sl SR )
permit S L T R

info DS ML T D EIETC IPVA/IPYVE T R L AR ERET D,
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REME LA
AB.CD IPv4 7 KL A(AB.CD)&ZET S
TRy b A7 RMbiffE D IPvd 7 R
A.B.C.DM L A(AB.CD)&ZIRET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
XX BT Ry b A7 EMbit)ft & D IPve 7 K
XXEXXM VAX XX X)EHRET D
any T RTOIPV4/IPV6 7 KL AZIEET S
[FIHIRR E]
7L
[AFTE— ]
Jya—m\)arz 47—y arE— R
[

TELNET H—/"—~D7 7 B A ZFRT5H7 747 MK % IPv4/IPv6 7 R L A THIRT 5,
AKa<wy NIRRKSHETREN AR THY, RIIRESNTZHONELR L THEA SN D,
Kavy FERELESGS. B8 LIEREEMTZ S R0WT 78 233X TG T 5,

2L, Kavy REREL THWRWESIE, T XTO7 78 RX&2FFT 5,

no LA TIAT L7 A . € LIEREZHIRT 5,

no FECRT A =X — AW LTI-56. TXTOHRELHIRT S,

[/ —}]

telnet-server enable 3% E SNV TWAR WSS, Ko< RITHEE LRV,

[ EH]

192.168.1.1 & 192.168.10.0/24 O 7" A > k5 @D TELNET H—/"—=~DT 7 ¥ AD I &[T 5,

SWR2311P (config) #telnet-server access permit 192.168.1.1
SWR2311P (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 X > k2350 TELNET Y —_R—~DT 7 ¥ ZA DL EHEET 5,

SWR2311P(config) #telnet-server access deny 192.168.10.0/24
SWR2311P (config) #telnet-server access permit any

4.16 TELNET 7 74 7 . b

4.16.1 TELNET 7 A 7 > b OidH)

[EFX
telnet Kost [port]
[73T7 A= —]
host D UE—FARA ML, 720X, IPv 7 R A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

IPv6 Uo7 a—VT RURERET 2561, EHA v ¥ —T7 = —ALRETHLER S
% (fe80:X%vlanN D)

port 1 <1-65535>

Y 2R— hET (B LIZES @ 23)
(IR E]
L

[AJTE— K]
HetE EXEC B— N
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B
FEE L7-AR A b~ TELNET TH#kiT 5,
[ EH]

IPv4d 7 R L % 192.168.100.1 DA A ~MZ, A— &S 12345 T TELNET #5515,
SWR2311P#telnet 192.168.100.1 12345

IPv6 7 K L A fe80::2a0:deff:fel1:2233 D7 A MMZ, "— h& 5 12345 C TELNET #5795,
SWR2311P#telnet feB80::2al0:deff:fell:2233%vlanl 12345

4.16.2 TELNET 7 54 7 s DFL

[EX]
telnet-client switch
no telnet-client

[/35 A—5—]
switch : TELNET 27 74 7 > MEBFINZT D80
REME WA
enable AT D
disable HENZT D
[WIEIRRE]
telnet-client disable
[AJ1E— F]
ra—\)varyZ 47—y aryE—FR
[FHA

TELNET 7 A4 7> h& LTtelnet 2~ REFEHTX 5L 91T 5,
no B TEIT LTI HAIX TELNET 27 54 7 > i+ 5,

(B EHI]

TELNET 7 94 7 v AT 5,

SWR2311P(config) #telnet-client enable

4.17 TFTP Y —/N—

4.17.1 TFTP Y —N"—DEBB L OZ R — FEEDOER

By
tftp-server enable [port]
tftp-server disable
no tftp-server

[F—TU— K]
enable : TFTP —_—%2FNT 5
disable : TFTP —_—% T 5
[/3T A —F—]
port : <1-65535>
TFTP Hh—"—DJ A= 7R — b &S (B L-5E : 69)
[FIHIRRE]
tftp-server disable
[AJ1E— F]

Ja—\)ary7 4L — g E— R
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[@iA]
TFTP H— _— % AT 5, £/, VA= I H— NEEAIEETH - L TE D,
no A CTHEAT L725E 13 TFTP 4 — " — & Hhic 3 %,
[E B
U A=27R— h&ES% 1234512 L C TFTP — "—% 1284 5,
SWR2311P(config) #tftp-server enable 12345

4.17.2 TFTP y——DHREIREBDOER

&3]

show tftp-server
[AFTE— F]
F#kE EXEC £— R
B

TFTP Y ——ORERNEZ R TT D, L TFTOHEANERIND,

« TFTP % — —&Re DA %0/ %)

e A= TR—FOEFE

o TFTP %—"—~DT 7 ¥ A%ZFF"[T 5 VLAN f ' Z—7 =— X
[ EH]

TFTP % — — Ok &R E R T 5,

SWR2311P#show tftp-server
Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3

4173 TFTP Y —R—~T 7 XA TEAHF A NORE
(=]

tftp-server interface interface

no tftp-server interface interface
[/NT A—HF—]
interface : VLAN A V¥ —7 = — A4

[FIEARR E]

L

[AJTE— K]

Ja—)arz 4 l—y g rE'w—R

[FRHA]

TFTP %= —~DT7 VA% T5H VLAN f VX —T7 = —A&ZHRET D,
no R TEITLIEEAIT, BE LA v A —T =2 — A& HIRT 5,
ARa<wr N K8HHETRETE, RELLIEICEHT 2,

Ko<y REFRELTOHRWEEIL, /5T VLAN OART 7B ATE 5,
[B%E R

VLAN #1., VLAN#2 [ZHHt L CWAR A NSO TETP —R—~D T 7 & A ZFH /T 5,

SWR2311P(config) #tftp-server interface vlanl
SWR2311P (config) #tftp-server interface vlan2
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418 HTTP H—/3—

4.18.1 HTTP % — N_—DEEIRB L SR — F B BFDOER

EEN
http-server enable [port]

http-server disable
no http-server

[F—T— K]
enable : HTTP ——% [T 2
disable : HTTP Y —"—Z2EHTT D
[/XT A —=HF—]
port : <1-65535>
HTTP #—"—D VU A= 7 R— hES (B LT7-5HEA : 80)
[WIERRE]
http-server disable
[AFIE—F]
Ja—N\)ary7 4L — g3 F— R
[

HTTP h—N—%HNWNT 5, £/m, VA=V T TCP R— "NEFEHRET DI N TE D,
no TE K CTHEAT L= A 1T BRI T 5,

[BREH]

VA=V 7 R— & 5% 8080 |2 L C HTTP ¥ — —% L84 5,

SWR2311P (config) #http-server enable 8080

4182 X =7 HTTP 4 —"—DRIEB L OZf I R— N EEOEE

[EFX]
http-server secure enable [port]
http-server secure disable
no http-server secure

[F—VU—F]
enable ¥R 2T HTITP — =2 T 5
disable © BE¥ =7 HTTP Y —"—Z T2
[/3T A —HF—]
port ;. <1-65535>
X 27 HITP —/"—D Y A= 7R — h&ES (Bl LT2854E : 443)
[WIHIRRE]
http-server secure disable
[ASTE—F]
rua—)arz 4 L—va 'R
[BEFA]

¥ X 27 HITP —"—%2FENT 5, F72, VA=V T TCP R— FNEBAIEETHI LN TE S,

no JER . TEIT L= 1R ERhZ T 5,

X227 HTTP ' — 2 HZ LIEBE. e bZY 7 b =TI L > TiThn a2, b7 74 v 7 BIZSET
CPU iR E L 725,



avw RN T77 LR H%? . @ﬁﬁ*%%ﬁ‘éﬁl
EEHARERET B0, Xy aR—RKRLLAN < v 772 FHEITEF SN D Web X— V2= —V—TT 7
T RATLHFITRET DONLFE L,
[ EH]
VA= 7 R— hE&F% 8080 (2L T =7 HTTP y— —%EHET 5,
SWR2311P (config) #http-server secure enable 8080

4.18.3 HTTP Y — _"—DF{ EREDOFH T

[FX

show http-server
[AFIE—F]
FiHE EXEC E— R
[@iHH]

HTTP ¥ — \— O ERNEFRT D, L TFTOHEANERIND,
o HTTP ¥— N—HEEED A 2/ L)

o HTTP H—N"—D VU RA=2 T HR— FDOEFF

« HTTP H——~DT7 7t A% A[ T2 VLAN f L X —T = — A
o HTTP —R_—~D7 7 v 2%ZHIRTHT7 4 L7 —

s B =7 HTTP % — N—#RE DA 2h/fE%h

s A UHEA LT T MR

[EXEH]
HTTP % — — DR ERMNE FRT D,

SWR2311P#show http-server
HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4184 HTTP —NR_R—~T 7 EZATEXBFR R NOHRE
[EX]

http-server interface interface

no http-server interface interface
[/3T A —=HF—]
interface : VLAN A & —T = — R4

[ E]

L

[ASTE— K]

Ja—)ary7 41— g T — R

[FRHA]

HTTP $—"—~DT 7 Z AT H VLAN AV F—T = —AZRET D,
R TETLEEASIE. BELIEA v 2 —T =2 — A %IRRT 5,

RKa<wy FidgK8MHETHETE, ZRELLIEIZHEHET 5,

Ka< RERELTWHWRWEASIL, BRSF VLAN OLT 7B ATE 5,

[BX EH]

VLAN #1, VLAN#2 1286 L TWADHRA NSO HTTP Y — "= ~D 7T 7 B R &[T 5,

SWR2311P (config) #http-server interface vlanl
SWR2311P (config) #http-server interface wvlan?
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4185 HTTP ¥ —NN—~T I B RATEBRITFTAT L FDIP T R AH|R

[EFX]

http-server access action info

no http-server access [action info]

85 A—4—]

action

info

(AR RE]
L
[ASTE—F]

T I ALK T 2EMEERRET D

R EE B
deny FEEES"T 5
permit BN L B )
Mtk &+ B K(E T IPVA/IPVE 7 R L ATEHRERET 5.
REME B
AB.CD IPv4 7 KL A(AB.CD)&ZET S
P TRy b~ A7 FEMDbiff & D IPvd 7 K
AB.C.DM L A(AB.CD)YZHET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 fRET 5
XX BT Ry b A7 EMbit)fl & D IPve 7 K
XXEXXM VAX XX X)EHRET D
any FRTD IPVA/IPV6 7 KL AZIRET D

Ja—\)ary7 41— g E— R

[FiAA]

HTTP Y — "= ~DT I ¥ AZFF0T D7 T4 T Mg K% IPv4/IPv6 7 K L A THIBEd 5,
Ko<y RidigK8MHFE TCHRENARETHY, LIREIN-bOREBHLLCEAINS,

Ka<wr FEBRE

L7=%6.

Bk LT AT S W T 7 AT RTHES T 5,

72720, Ravwr RERELTWRWEAIE, T XTOT7 78 A%2FT5,
no JTERTHEAT L2861, HBE LIZREEHIBRT 5,
no FERTHRT A —F =2 LI5S, TXTORELHIRT S,

[/—FI

http-server enable % L < |3 http-server secure enable 7°

[EXEH]

BRESN TV RWEA, Ao~ RIIRE L7,

192.168.1.1 & 192.168.10.024 D& 7 A R x5O HTTP = "—~D7 7 B AD KR %EFFA[T 5,

SWR2311P (config) #http-server access permit 192.168.1.1
SWR2311P (config) #http-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A > RIx6H0 HTTP —_R—~DT7 7 ADH LT 5,

SWR2311P (config) #http-server access deny 192.168.10.0/24
SWR2311P (config) #http-server access permit any

4.18.6 Web GUI D= ZE3%

[EX)

http-server language lang

no http-server language
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[78T7 A= —]
lang SRZIRET D
REME B
japanese BN
english YoFE
(AR E]
http-server language japanese
[ASIE—F]
Ja—\)ary7 4L — g rFT— R
B

Web GUI D EREZ R ET 5,

no FECHEAIT L72LE 1R, WIHIEREIZRE S,
(B EH]

Web GUI D E5&% 95RIZT 5,

SWR2311P (config) #http-server language english

4.18.7 HTTP ¥ —_—Dua /A A AL LT 7 MFBORE
[

http-server login-timeout min [sec]

no http-server login-timeout

ST A= —]
min : <0-35791>

ZA LT 7 MRFE(GY)
sec 1 <0-2147483>

ZA LT MEFEED)
(AR E
http-server login-timeout 5
[AS1E—F]
Ja—n"narz4 7 b—varE—F
B

HTTP % — "= ~D7 7 E AR WGEICHBMICe 77 U 25 TORMEZHRET 5,
sec ZEME LA, 0 MERESND,

no JIER CHAT LI IR EICK 5.

[/ — ]

B E AT RE 7R B/ MBIV 1 43

(B2 ]

HTTP % — "—0D & A L7 7 MR Z 2 73 30 ISR ET D,

SWR2311P (config) #http-server login-timeout 2 30

4.19 HTTP Proxy

4.19.1 HTTP Proxy £$RE DAL

EEN
http-proxy switch
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no http-proxy

[RTA—=H—]
switch . HTTP Proxy H&REZ H T T 5 D>
BRIEME i
enable BN D
disable B N
(AR E
http-proxy disable
[AS1E—F]
sua—s\)var7 4 Lb—3a E— R
B

HTTP #—/X—® HTTP Proxy #ERE % AN 5,
no X CIAT L 7B IS T 5,

[ EH]

HTTP —/X—® HTTP Proxy #HE A BN 5,
SWR2311P (config) #http-proxy enable

4.19.2 HTTP Proxy BRED % 4 27 v M ORE

[EF2

http-proxy timeout time
no http-proxy timeout [time]

[/XF A—F—]
time : <1-180>

A LT UMD ETORR (B)

[FIEIRRE]

http-proxy timeout 60

[AJ1E— F]

Ja—\)ary74JL—y g rFT— R

[RiAA]

L2MS =— = > b D Web GUI Z G54 2 L & DX A LT U MR ZEET 5.
no IR CTHEAT L2 5413 60 B2 5,

[BEH

HTTP Proxy #6ED % A4 L7 U MR % 2 53 ICRRET 5,

SWR2311P (config) #http-proxy timeout 120

4.19.3 HTTP Proxy 8888 X EIRFEDE R

[FX]

show http-proxy
[AJ3E— K]
FikE EXEC E— K
[

HTTP Proxy #REDRX ERM A KR T D, L TOHANERRIND,
« HTTP Proxy H&RE DA 2/
o XA LT U MEEH
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[ EH]
HTTP Proxy #RE D% R A RRT 5,

SWR2311P#show http-proxy
Service:Enable
Timeout:60

4.20 SSH ¥—,3—

4.20.1 SSH V— N—DiEREB L OZfHR— FESFOER
EEN|

ssh-server enable [porf]

ssh-server disable
no ssh-server

[F—U—F]
enable © SSH ¥ —"—ZHNTT 5
disable : SSH ¥ —"—% T 5
[/3F A—%—]
port ;. <1-65535>
SSH h— =D Y ZA=2 7 R—  &E (B L75HA  22)
[FIEIRRE]
ssh-server disable
[AJ1E— K]
ra—npvar 74— g rE— R
[FEA]

SSH Y — _—%2 G35, £/, VA= TCP R— bEFEIBETDHZ LN TE D,
SSH $—/"—% G2 T 2EE 1L, FRNIH A MEOIER (ssh-server host key generate) & 17> CE LE N H B,
no JEX CHEAT L7254 13 SSH — "— 2 s 5,

[/—}]

SSHZ A7 v bhbu A 75881, FINCa—9—4 L 32T — FOBbk(username) % L THE L BLERH
60

[BREH]

A= ZR— M5 % 12345 12 LT SSH Y ——z 8§ 5,

SWR2311P#ssh-server host key generate
SWR2311P#configure terminal
SWR2311P (config) #ssh-server enable 12345

4.20.2 SSH ¥ — N— DR EIREBDOFER

[EX]
show ssh-server
[ASTE—F]
FHE EXEC £— R
B
SSH =/ — ORI 2 R T D,
LFOBEBENRREND,

«  SSH % — " —HrE DA 2/ %)

o VA=V T HR—MDOFE

« SSH #—/R—iK A NEDO A

¢ SSHH—"—~DT 7B A%ZFHFATHVLAN £  F—T =— A
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e SSHHY—NR—~DT7 7 ERAZHIBETHT L F—
[BXEH]
SSH H— "— D ERINAE R RT D,

SWR2311P#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

1)
2
i

4.20.3 SSH —N—~T7 J A TX LA LD}

AxX
&3]
ssh-server interface ifname

no ssh-server interface ifname
[/3T7 A —F—]
ifname : VLANA ' Z—T =—A4

[F133% 2]

2L

[ASIE— K]

Ja—nN\)ary7 4 L—varET—FR

[RBH]

SSH $h—/"—~DT 72 A% TH VLAN A X —T = —AERET D,
no R TEIT LG, BBELEA VX —7 =2 — 2% HIRT 5,
ARa<w PR K8HETHRETE, RELLIRICEAT %,

AKaw s RERELTHRWEEIEL, fR5F VLAN OART 7 A TE S,

(B EH]

VLAN #1, VLAN #2 |28t L TV DR A R B O SSH — /"= ~D 7T 7 B A EFF R 5,

SWR2311P(config) #ssh-server interface vlanl
SWR2311P(config) #ssh-server interface vlan2

4204 SSH YV —NR—~TFT IV ERTCEBRIFGAT v FORE

[EX

ssh-server access action info
no ssh-server access [action info]

[/XT A —F—]

action T BASRMCH T 2 EMEREET D
REME B!
deny P S LA ER O )
permit S U N M B

info DS ML T D EIETC IPVA/IPVE T R L AR ERET S,
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REME LA
AB.CD IPv4 7 KL A(AB.CD)&ZET S
HT Ry b A7 EMbit)fF & D IPvd 7 K
A.B.C.DM L A(AB.CD)&ZIRET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
XX BT Ry b A7 EMbit)ft & D IPve 7 K
XXEXXM VAX XX X)EHRET D
any T RTOIPV4/IPV6 7 KL AZIEET S
[FIHIRR E]
7L
[AFTE— ]
Jya—m\)arz 47—y arE— R
[

SSH THiid %7 74 7 > MR % IPv4/IPv6 7 L A THIRT %,

AKavwy NIRRKSHETREN R THY, RIIRESNTZHLONEE L THA SN D,
Kavy FERELESGS. B8 LIEREEMTE S R0WT 78 23T X TG T 5,

2L, Ka<wy FERELTWRWERE, T XTOT7 7 A2/ 7 5,

no LA TIAT L7 A . € LIEREZHIRT 5,

no FEICTRT A —F — AW LTI-56. T_XTOHRELHIRT S,

[/ — 1]

ssh-server enable ==~ > R3EXE STV WA, Ao~ RIFHEE LW,

[ E B

192.168.1.1 &£ 192.168.10.0/24 D& 7 A > "InB @D SSH —"—~DT 7B ADHEFFRT 5,

SWR2311P (config) #ssh-server access permit 192.168.1.1
SWR2311P (config) #ssh-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A v "B D SSH 1 —_"—~DT 7 B ADHEIEET 5,

SWR2311P (config) #ssh-server access deny 192.168.10.0/24
SWR2311P (config) #ssh-server access permit any

4.20.5 SSH — "—7R 2 MEDOVERR
[ER)

ssh-server host key generate [bit bif]

[/3F A —&—]
bit : 1024, 2048
RSA#OE v M E

(IR E]

L

[AJTE— K]

et EXEC B— RN

B

SSH #—/ N—@D 7R A s RSA## L R A b DSA #BE2FHET D,

RSA $#1X bit /3T A —ZIZ L > THENMRTIHHROE Y MIEIETE TE 5, DSA#X1024 vy FDO#EEAKT D,
[/ —}]

SSH H— N—Hte 2 FI AT 28513, FiflcAa~ 2 REEITLTHRR MEEA AR T HALERH 5,



98| 2~ R 77 LA | {RSF - EHRRE
BEIZAR A MEBERE SN TWAIRE TR~y REFET LGS, 22— —ICk L TRA MEEZFH T 20E0%
s+ %,
RA NEOAERIZIT, B RRE DR DD 56086 5,
Aoy KL, SSH ¥ — =R OLEICORFIITTE D,
[ EH]
2048 B RO RSA #it & | DSA AT 5,

SWR2311P#ssh-server host key generate bit 2048

4.20.6 SSH ——HK X MNBEOZ VT

[ER]
clear ssh-server host key
[AJTE— K]
F¢kE EXEC £— R
[FAA]
SSH #—/3—®D 7R A k RSA L R A |~ DSA #AHIBRT 5,
[/— ]
Ao~y Fid, SSH = "—=RE)DLEITDOHFEITTE D,
[EEBI]

RA K RSA L 7R A | DSA $#EEHIFRT 5,
SWR2311P#clear ssh-server host key

4.20.7 SSH Vr— "—/AFEEEDOFR

[EX

show ssh-server host key [fingerprint]
[F—T— K]
fingerprint DR ERTT D

[ASTE— K]
et EXEC B— N

(@]
SSH #— =D AR Z FRT 5,
fingerprint ¥ — U — F&457E L5 a 13, AREORR LI, 7T AXF—7— F2FRT 5,

[/ —}]
PR D Ny 2T 02 Y XA, MD5 & SHA256 Offi )5 & £ 95,

[ AEBI]
KRR ERTRT D,

SWR2311P#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhFdmtoIJri+ujdAIfgr4dhL/0w7J1vc50eXg
sXJoCglP1sLRGHOOzxVYbOouPCUV/JPFCatgOIiiB8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1TIo0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM7ofadd
9ySb6mj06Y/0k81L5gFhCHMGOGtqITKZsqb5VnPz8FYC8tls6/tpyrUa5aG2af/yTEaS5USBDYAucSS
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPjEO0Jyel+4c5qWSFE
PXUgrLf5HAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDy5uwD4DWBbRxsPKaX1lsicJGCO0aridnTthIGa8
ARypDjhpLla37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC4ialOn81tMxW/EPw4SqFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwWVAZKI18JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWEIMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/1210//5GZTzkFKyEJUtWauHWEWOglF5Yy7F64PesqoH
6h50DNK7Lh1T7s40XRnUJphI1INrW278Dnvyry31iR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/g3 YCIMUWHGEK/cst+PCtgnt0XV5B107 9uRUMCACS2pDXS5EWrwbPXXXXXXXXXX==
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NBRBEDO R AZ R T D,

SWR2311P#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+---[DSA 1024]----+

| o ¥ o |

|=*=+. o

|E+X+ fe)

| o + = +

.. ..0 X

|

|

|

5 |
|loo=.B.*.0 |
| o + S o |
|

|

| e}

| E

+————— [MD5] —————— +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSrijMhOfWoW0OBw7aAOXXXX
+--——[DSA 1024]----+
| . +E. |
| oo |
| o X S |
| =T |
| o B * . |
| + o . |
| A |
| X+.Q +o= |
|@*0.= o. |
+-———[SHA256] ————- +
ssh-rsa

2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:03:24:17:XX:XX
+-—-[RSA 2048]-——-———+
| |
looo® |
| *+. |
| |
| + |
| |
| E |
| B.. |
| . 00 |
e ecoeoe [MD5] -————— +
2048 SHA256: XXXXMkUuEbkJggPD68UoR+gobWPhgu7qqXzE8iUXXXX
+-—-[RSA 2048]-——-———+
| * ==t |
| *o+= |
| *=o0. S |
| 9 . |
| + B *o |
| == . |
| o |
| |
| o = = |
+----[SHA256] -—--- +

4.20.8SSH 7 S5 AT v N DAEGFHERORE
EEN

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
no ssh-server client alive

[/XT A —=HF—]
interval 1 <1-2147483647>

7747~ OELFHERERE (B A% L7258 £ 100)
count 1 <1-2147483647>

TTAT v NOEFHERRKR I TV ML (B L8556 @ 3)



100 =~ RU 77 Lo A R  EIERE
(AR E]
ssh-server client alive disable
[ASIE—F]
Ja—N)naryz 4L — g T — R
B
7 74T N DEFHEGREAT O SN ERET D,

747 MZinterval TERE LT7-MRIE CTISEEZERT A2 A vb—U%1k5, count CTHEE L7=BI2 72 e L C
WWERTZ T2, TV TAT L NEDERREYY, By arE K TT 5,

no A TIAT L7 A I3 EIC R D,

r]

421SSH 27 ZA 7 b

4211 SSH 7 A4 7 s DiEH)

(5%
ssh [user@] host [port]
[NT A —=F—]
user D VE—FRRA MR A LB 22— -4
host : UE— AR RN, E£70E, IPvd 7 R A(AB.CD), 7213, IPv6 7 F L A(X:X:X:X)

IPv6 Vo7 a—nT RLVAEZRETHHAIE, HHA LV F— T =—ALBEETHILERD
% (fe80::X%vlanN DJE)

port 1 <1-65535>
A 2R— hET (HIELIZES - 22)

[FHIE% €]

L

[AFTE— K]

¥iHE EXEC £ — K

B

FEE Lo A b~ SSH THfi 7 5,

user B LI=5H., v /A4 oo a—Y—£Z%2EHA L CSSH b —R—~DT7 7 v 2% T 5,
X 2 —P—Tra 7 A I user ZEWE LT2BE T root" 2+ 5,

[/ —H]
TR —TWFEFTFAL (~) LT 5, mz7~fi$iﬁﬁ’ﬂﬁéMk&%t TR I NS,
ITHN D T A —7 X FE% 2 [T CAJI LIEZBAICIE, 2275 —7FERS—_"OA 1 E LT ENS,

TR =T FTHET TR Y A RN Aﬁéht . RHIRICEERE A PAL B,
T A — 7I%LﬁTT7IX%9/m#Aﬁéht%D\ix&ﬁfﬂﬁ@*%ﬁﬁ%éﬂéo

[ EH]
IPv4 7 KL% 192.168.100.1 ®7AHK A MZ, —H—4 uname, ~— hFE 5 12345 T SSH #5695,

SWR2311P#ssh uname@192.168.100.1 12345
IPv6 7 R L A fe80::2a0:deff:fe11:2233 DR A M2, —H—4 uname., R— FEE 12345 T SSH #5575,

SWR2311P#ssh uname@fe80::2al0:deff:fell:2233%vlanl 12345

4212SSH 7 54 7 b OB

[ER]
ssh-client switch
no ssh-client
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[78T7 A= —]

switch : SSHZ 747 v MEAIIT 035D
R EME B
enable HINZT 5
disable £ Rl )

[FIHIERE]

ssh-client disable

[AJTE— K]

sua—s\)var7 4 Lb—3a E— R

[BLFA]

SSHZ 947 e L Tsshavwr REFEHATEXLL51CT5,
no B CTHEIT LB AIESSH 7 54 7 > M+ %,

[EX EH]

SSHZ 947 v NaBMIT 5,

SWR2311P (config) #ssh-client enable

4213 SSH =R MEHRDOZ VT
[

clear ssh host /ost

[2XT A—&—]

host D UE—FARA ML, 720, IPvd 7 KL A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

[AFTE— R

¥ibE EXEC £— R

[FREA]

SSHZ 47 k& LTH L= SSH — R— DB ZHIRT 5.
[B%E B

SSH R A ME#HRZEZ VT35,

SWR2311P#clear ssh host 192.168.100.1

422 A — )L@A

4.22.1 SMTP A —/LH— _"—DHE
BN

mail server smtp id host /ost [port port] [encrypt method] [auth username password)|
no mail server smtp id

[¥F—T— ]

port A=Y= R—DR— N EEEEET D
encrypt D B b REEET D

auth © SMTPRBAETHE S 7 7 v MEMERET
[/NF A —4&—]

id c<1-10>

A — L —"—1D
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host DAY= R=T R X EiE, RA M

IPv4 7 R L Z(A.B.C.D), IPv6 7 F L Z(X:X:X:X)

IPv6 V7 a—T RUAZIRET D561%, A V2 —T7 = — A bIRET HLENR D
% (fe80::X%vlanN DOFE)

A2 (64 SFLAA, SR & )

port 1 <1-65535>
A=A — =D R — N FEH(EMEIL 25, method & LT over-ssl DMEE SN TV ZHAIX
465)
method N X APV
R EHE B
over-ssl {3 2553 % (over SSL)
starttls (5 #5517 5 (STARTTLS)
username : SMTP @BFETHMF 22— —%
(64 SLTFLIN, 2" | > L A= 22 BR A ILT - PARLS)
password : SMTPRGETEEH T 5/ AU — |

(64 STFLAN, 2" | > LA A=A 2[R CEA T - AR

[#IEIEE]
L
[AJIE— F]
ra—\)varz 4 b—va E— R
[FLAA]
A= )VIREIMERT 52— —fFRERET D,
[/— 1]
SMTP #BFEZAT 9 B, AUTH LOGIN =2~ K& > CRBREEAT D,
SSL/TLS /83— 3 »1% TLSv1, TLSvI.1, TLSv1.2 IZkHi LTV 5,

A=) —_—=DT FL AL LTIPv6 7 RV RAZFRET H%5H . SSL/TLS 1T K D5 LRI TE 220,
[ E 5]
A —ViEfE Y —/N—|Z, smtp-server-test.com %X ET D,
SWR2311P(config) #mail server smtp 1 host smtp-server-test.com
A= VIEEH—/3— L LT smtp-server-test2.com Zf57E L, Bi5{b & SMTP @Rt 2 F M+ 2R EZ1T 9.

SWR2311P(config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.22.2 SMTP A — )L ¥ —_—& DRE

E&

mail server smtp id name server_name
no mail server smtp id

[NT A—=F—]
id : <1-10>
A =P —3—1D
server_name N A A e
(64 SLFLAN, 2% bR < A TET - FATD)
[WIHIRRE]

L



Ay R 77 LA RSE - EHBEEE | 103

[AF1E—F]

ra—r)var 74— g rE— R

[BA)

A= NVEEIEHT L2 — "= FTERET D,
[ EH]

A= )VIEEH— R —DAHiT L LT test_ mail_server ZiXET D,
SWR2311P (config) #mail server smtp 1 name test mail server
4.223 A —)VIBHD b Y H—RE

BN
mail notify temp-id trigger lan-map [type [type ...]]

mail notify femp-id trigger terminal
mail notify temp-id trigger stack

no mail notify temp-id trigger lan-map
no mail notify temp-id trigger terminal
no mail notify femp-id trigger stack

[F—T—F]

lan-map : LAN vy FIZHET 54Xy M Edmmd 5

terminal D UmAREEAREREICREA T D A N FRmET S

stack COARX y JHERRICBEIT B A X R EREAT D

[/XT7 A—=5—]

temp-id ¢ <1-10>
A—NF 7 L—h ID
AN MEMECER T 57 7L — b EEET D

type : LAN~ > 7T 514X b OFEHH
RIEHE B
hardware ENYN Y
loop J—TFR
sfp-power SFP 20t L~ L B
queue-usage E(E ¥ = — R
poe PoE #&HE
snapshot AF v FTay h
12ms L2MS ¥ % — ¢ —DEH

[FIEIRRE]

L

[AJ1E— K]

Jsua—mvarz 4 b—va e —R

[BLFA]

FEE LIMRED A X MEHEZ A — VBT 52O OREZIT I,

lan-map Z4EE L C type ZIRET H &, HELZ LAN = v FZET 54 X0 METB@EMEN D,
type ZEME LTI=5A 13, LAN v v ZIZBET 5T _XRCTOA Ry b @EmEn s,

[/—}]

ALy JHERBIZEET D4 X MlANL, A F v ZHEBRICKHE LTV D FED 7,
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[BREH]
A=NT T L— b #LICLAN ¥ v TERERAOA N2 b ) =2 ET D,
SWR2311P(config) #mail notify 1 trigger lan-map

4224 A—NVEEOF T L — FREE—F

E&

mail template temp-id
no template

[T A —&—]
temp-id : <1-10>
A—)L 77 L—KID
[FIHIER 2]
2L
[ASE— R
Ja—\ a4 L—gF— K
[FiEA]
A— VEERIEHT AT L— hEBRIETHE— NIIBITT 5,
T — b E—RIIBITTHZETCIRLOEHEEARET DI ENTE D, 77 b— MIFEK 10 HHERK ATEE,
o A—)LIE[EDIIET KL A
s A—NVEEOFEILT FLA
o A—VEFEOMH4
o A= NVEEFHFLRFRORE X2 NEE O fEH)
[E%EHi]
A—=NT U T L= b # OREE— FICBITT 5,

SWR2311P (config)#mail template 1
SWR2311P(config-mail) #

4.22.5 A — )LEEDY— N—ID OHRE

EEy

send server server-id
no send server

[/3T7 A —5F—]

server-id . <1-10>
A—=)T 7L —hKID

[FIHIERE]

no send server

[AJ1E— K]

A—NT T L—hE— R

[

T A=V — =D ID ZHEET D,

[BXE B

A—=TF T —hM#l THEATEZA =P —R— 2P —_"—ID#l ZEET D,

SWR2311P (config)#mail template 1
SWR2311P(config-mail) #send server 1
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e
i

4.22.6 A —VIEEDEETLA—NT KL AD
[

send from address

no send from address
[R5 =5 —]
address OEEIEA—AT KRR
(256 SCFLIN, PEARET L -@)

(IR RE]

no send from

[AF1E— ]

A—=)T T L—hE—F

[FEEA]

EETLA—NT RLRAEZRET 5,

Bl

A—=NT 7 L— K #l OEFEITLA =T R L AT sample@test.com Z 45 ET 5,

SWR2311P(config) #mail template 1
SWR2311P(config-mail) #send from sample@test.com

E

He

4.22.7 A —)VIEEDWI A —NT KL AD
[

send to address

no send to
[T A—F—]
address DB A—LT FLR
(256 SCFLIN, PEARET L -@)

(AR E

no send to

[AJ1E— F]

A=NT T L— FE—R

[@i ]

G A—NT L AEZRET D, (K 41F)

[/—}]

RERETA N> h@Fosast s L THEM S, GEFE OB ERmAESE & LTIEN S,
[BXRE )

A=)V T T L— k #1 DI A—/LT KL A user@test.com ZFEET 5,

SWR2311P(config) #mail template 1
SWR2311P(config-mail) #send to user@test.com

4.22.8 A — )V EE D4 DERE
[

send subject subject

no send subject
[/3T7 A =5 —]
temp-id D AIVIRERFOMEA
(128 LN, 2> FR< AT - AT S)
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[FIHEIERE]

no send subject

[AF1E— ]

A=) T T L —hE—FK

B!

A —IVIRE DAL ZFRET D,

[/— 1]

KRREDHEITLL T O & 70D,

s A XY MiBX : Notification from SWR2311P
*  FEBIEELA ; Certification publishment

o REBHESEAD : Certification expiration

[ E ]

AT T L= b # O A= VIEEREOMFA T "TestMail" Zi%ET 5.

SWR2311P (config) #mail template 1
SWR2311P(config-mail) #send subject TestMail

4.22.9 A — LV EERFDREORE

EEN
send notify wait-time time
no send notify wait-time

[73T7 A =4 —]
time 1 <1-86400>
EEFFHERFH (D)
(IR E]
send notify wait-time 30
[AJIE—F]
A—=NT T L—FE—R
[@i ]
A N B EFIR O A=V N EEITERE S D £ TORERR 2R ET D,
[/ — ]
KRRETA N FBEIO A —/VEERER & LTER S LD,
(B E B

A=V T T L— h #] DA —)LEEFRF BRI 60 P2 RET D,

SWR2311P (config)#mail template 1
SWR2311P(config-mail) #send notify wait-time 60

4.22.10 FEAAZEXATRED X — VR E

E&

mail send certificate temp-id
no mail send certificate

ST A—5—]
temp-id o <1-10>

A—NT 7 L—KID
[WIHIRRE]

no mail send certificate
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[AS1E— K]
RADIUS 27 4 7 L—v g »E—F
[
RADIUS % — =D 27 FA4 T > MiEAEZEMT 2 & EIEHT 277 L— M D 2 f8ET 5,
RADIUS H—_"—D 27 Z A4 7 > MEWFEIX, RADIUS — S—HEEED user 2~ 2 RTHE LA —/LT KL A~k
9%,

[/ — ]

RADIUS %—/X—D 7 T A 7 > FEFRAEDEF O A — LA S

Certification is published.

Name : [£Ai]] % user 2~ > RO NAME # 7> 3 > O EE
Account : [ —H—4] % user =~ > K USERID f

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD

Bl
RADIUS #—="—=0D 7 T A7 » FEAEEZ A —/ViET 5 LS IHMT 57 7L — M IDIZ#1 ZHEET 5,
SWR2311P (config-radius) #mail send certificate 1

4.22.11 FEFAEBARED XA — VR E
BN

mail send certificate-notify temp-id

no mail send certificate-notify
[73F A =4 —]
temp-id ¢ <1-10>
A—=NT 7 L— ] ID
(IR RE]
no mail send certificate-notify
[AJ1E— F]
RADIUS =7 4V Lb—v g E— N

B
RADIUS %— N—D 7 5 4 7o FERES A — LT 5 LI HT T 7L — F2EET 5,

[/ — P}

RADIUS % —"—D 7 F 4 7 NEAZEO A AR FRTE N O A — VARSI

Your certificate will expire in [X] days.

Name : [£fi] % user 2~ > KO NAME 47> 3 v D% El
Account : [ —H—4] % user =~ > K USERID f#

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[ EH]
RADIUS % ——D 7 T4 7 » FEIELZ A — /Ll 5 L ZIHEHT 57 07— MR Z2HRET 5.
SWR2311P (config-radius) #mail send certificate-notify 2

4.22.12 ;EFAEO A IHREIIEIMZ A 2 T DR E

E=N
mail certificate expire-notify day [day] [day]
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no mail certificate expire-notify

[NT A —=HF—]

day : <1-90>
ARG Z 18509 2 7847 H 4K

[WIHIRRE]

mail certificate expire-notify 30

[AJ1E— ]

RADIUS 2> 7 4 7 L—v 3 »E—F

B

RADIUS $¥—=—=D 7 T A 7 > bFEEOAZIREIN 2 ST @i 5 Az e 45,

WA HEII 3 FETHRETE 5,

[/— "}

day ZIANNEFICBED LT, BIETR RSN D,

[BEH]

RADIUS ¥ —/_—=D 27 T A 7 > bt HEOAZHIRGIN O FaT@EM 2 50 HATE 10 BANCEET 2,
SWR2311P (config-radius) #mail certificate expire-notify 50 10

4.22.13 A — LEEHFROFR

[EFX

show mail information [temp-id]

[73F A —4—]
temp-id ¢ <1-10>
A—NT 71—k ID
[AJ1E— K]
K EXEC E— K
[RLBA]

BELET L —MID A —LEEFRERRT S,
T L—NID ZA LIEGAIR. £ TOA— N ERERRT D,
(% EH]

A—=NT T L= # DA NVIFEREERTT D,

SWR2311P#show mail information 1

Template ID 1

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.23 LLDP

4.23.1 LLDP #8EDH L.

EEN
lldp run
no lldp run
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[WIHIRRE]
L
[AJ1E— K]
Ja—)ar 74—y g F— R
B!
VAT LART LLDP #REAZ T D,
no IR CIAT LA 1X,. v AT ALK T LLDP #6E % Ihic 4 %,
[/— "}
AR— MK LT LLDP e Z ANC T DI F D a~w» RERET 2HENH D,
set lldp enable =~ > K fype (LLDP T— = > b E— R)FTHLEIZ)E U T txrx, txonly, rxonly Z 7% Ed 5,
e Ndprun (/' u— vy 7 47 Lb— g E—N)
¢ ldp-agent (f > Z —7 = —AEF—N)
+ setlldp enable fpe (LLDP =— = > FE— R)
[BREH]
LAN R— | #1 @ LLDP #REDEZIE 2 AT 5,
SWR2311P#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SWR2311P(config) #11dp run
SWR2311P (config) #interface portl.l

(
SWR2311P (config-if) #1ldp-agent
SWR2311P (1lldp-agent) #set 1lldp enable txrx

4232 AT ADREATDOHRE
[E=X]

Ildp system-description /ine

no lldp system-description
[/XT A —=HF—]
line LV AT AOBAST O TRN(255 SCFLAN)

(WX E]

no lldp system-description

[AJIE— K]

Ja—x)ary 74—y g — R

[RLBA]

LLDP #RECEH T2, v AT AOFPALAFRET D,

no IR CHAT LIS IR EICK 5.
PIMRREOMEIL, ML +7 7 —L v =T U EVar] Thd,
[BREBH]

VAT AOFBA % SWITCHI _POINT A 1295,

SWR2311P (config) #11ldp system-description SWITCH1 POINT A

4233 VAT ADLFROERE
[

lldp system-name name

no lldp system-name
[/XT A—F—]
name VAT AOLAFRO LTS5 TFLIA)
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[FIHIRR 2]
no 1ldp system-name
[AJ1E— K]
rsa—R)ary 7 40— g F— R
[FRHA]
LLDP BERE TIE -5, Y AT ADLHEHRET D,
no IR CEIT LIS ITVNHREITR D,
VMR E O THf4 ) TH D,
% EAE X LLDP System Name TLV [ZF% € S5,
[ E R
VAT LDLLFE SWITCHL (1275,

SWR2311P(config) #11dp system-name SWITCHL

4234 LLDP =— =V F DERR

[ER]
lldp-agent
no lldp-agent
(18R E]
L
[AJTE— K]
A H—T 2 —AE— R
[FREA]
LLDP =—Y = F&{ER% L. LLDP =— = hE— NIZTEKT B,
no IR TEIT L HA1E, LLDP = — = > M & HIRT %,
[/ —}]
LIDP = — = F2HIET 2L LLDP = —Y 2 P E— R TRELZa~ >y RHHEIBREN S,
[BXEH]

portl.] TLLDP =— = FZ{Eik L, LLDP =—¥ x> hE— NIZBITT 2,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #1lldp-agent
SWR2311P (lldp-agent) #

4.23.5 LLDP IZ X % B &R EMAEDR

[EX]

lldp auto-setting switch
no lldp auto-setting

[7XF A—&—]
switch : LLDPIZ X % BEIFXEMEEDRE
B EE LA
enable LLDP (2 & % HEhEX ERE = AT 5
disable LLDP |2 & % H#Ehak e & B2 5
[FIEIER E]

11dp auto-setting disable
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

FEDY~ RN EHET D LLDP 7 L—AIZ XD | A v FOREL ABNICE LT HHEL AT D
F7-. power-inline disable delay =~ > NIZ X DFFEE X A I 0 7 OEBFEREEZ AT D,

LLDP 7 L' — A TIXLL T OBEREDN R E S D,

7 v — il

* QoS

o IGMP AX—t'

« EEE

+ RADIUS #—/3—7FK A b

o UmAREEHR

no JERTHEIT LA I3 IIR EIC R 5,

WA B —T 2 — ADBRICRETE D,

[/—}]

ARERE A 572 IZ1%, setlldp enable =~ KT, LLDP 7 L' — A% Z{ECX HREICT HLENRD D,
[BREH]

LLDP T & % HERR EMREZ AT 5,

SWR2311P(config) #11dp auto-setting enable

4.23.6 LLDP X% — FORE

[
set lldp enable #ype
set lldp disable
no set lldp enable

[/NT A—HF—]
type OEREE—F
BRAEME il

rxonly ZAEHEHICHRET D
txonly EEHMICHRET S
txrx EEBLOZEICHRET D

[WIEIRRE ]

set lldp disable

[AS1E—F]

LLDP =—Y = hE—NK

[BFA]

MHBRA A —T =—ATDLLDP 7 L —LDEZEE— RERET D,
set lldp disable D3551%, LLDP 7 L — A% i5%f5 L7aWy,

no JETIAT L2 HA X, MIHIRREITR D,

[BE ]

LAN 7R — bk #1 @ LLDP =525 € — RE2ZEHERICRET D,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #1lldp-agent

SWR2311P (lldp-agent) #set 1lldp enable rxonly
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4237 FHET RLZDBREORE

[EFX]

set management-address-tlv fype
no set management-address-tlv

[73F A —F—]
type COEHYT FL RO
REME i
ip-address EHT RLAEZIPT RLAET S
mac-address BEHY RLAZMACT RLRX LT 5
(IR E]
set management-address-tlv ip-address
[AS1E— F]
LLDP =—Y = hE— K
B

LLDP THEH$ 25, R— FOEHT L ADHBEEZRET D,

no FECHEAT LGS I3WIHIREICR 5,

F%EfF X LLDP Management Address TLV (ZF%7E &AL 5,

[ E B

LAN AR— | #1 OF BT L AOFH%Z MAC 7 RLRAIZRET 5,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l

SWR2311P(config-if) #1lldp-agent

SWR2311P (lldp-agent) #set management-address mac-address

4.23.8 EAREH TLV DR E

[EFX]
tlv-select basic-mgmt
no tlv-select basic-mgmt

[FIHR ]

L

[AJE— F]

LLDP =—Y x> hE—F

[RLFA]

BET L AMCEAEE TLV 2807 5,

no A THEIT L7 AT, HME 7 L— 20 b AREH TLV <,
ZDa~y RTLLF® TLV 73 LLDP 7 L— AIZBIE L5,
<HAREH TLV>

(1) Port Description TLV : A" — k O FEA ST

(2) System Name TLV : > A7 L D4 Ff

(3) System Description TLV : 227 A D7 L

(4) Syatem Capabilities TLV : > A7 LA DHES]

(5) Management Address TLV : Rn— N OEELHT FL A (MAC 7 RV AETIXIP 7 RLR)
(B2 )

LAN 7K— b #1 T%(F9 % LLDP 7 L — AZHEAEEL TLV 2387 %,

SWR2311P(config) #11dp run
SWR2311P (config) #interface portl.1l
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SWR2311P (config-if) #1lldp-agent
SWR2311P (lldp-agent) #tlv-select basic-mgmt

4.23.9 IEEE-802.1 TLV O E
B

tlv-select ieee-8021-org-specific

no tlv-select ieee-8021-org-specific

[(WIHIRRE]

7L

[AJ1E— K]

LLDP =— = hE—
[FEA]

{5 7 L— A2 IEEE-802.1 TLV % iBId 5,

no X THFEIT L2/ 1L, 2415 7 L— 2405 IEEE-802.1 TLV % &<,
ZOa<y RTLULFO TLV 28 LLDP 7 L—AIZBIE N5,
<IEEE-802.1 TLV>

(1) Port VLAN ID : 7"— k VLAN ID

(2) Port and Protocol VLANID : & | =2/L VLAN ID

(3) Protocol Identity : R — h9 257w h=a,Ld U X

(4) Link Aggregation: Y > 7 7 7'V 7 — a UE#

(5) VLAN Name : 78— ~ VLAN O 44 Ff

[ EH]

LAN R— k #1 T%[E4 % LLDP 7 L — A |Z [EEE-802.1 TLV % B4 %,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l

SWR2311P(config-if) #1lldp-agent

SWR2311P(lldp-agent) #tlv-select ieee-8021-org-specific

4.23.10 IEEE-802.3 TLV O E
EE

tlv-select ieee-8023-org-specific

e

no tlv-select ieee-8023-org-specific

[WIBIRRE]

L

[AJ1E— K]

LLDP =— = hE—
[FEA]

%15 7 L— AT IEEE-802.3 TLV % B3 %,

no B THEIT LB AL, 257 L—2475 [EEE-802.3 TLV % k&<,
ZDa<y RTLLFO TLV 28 LLDP 7 L—AIZBIIE N5,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : 4— h % F v T—3 3 > OV R — MEHR
(2) Power Via MDI : PoE 15 # (PoE #%HE D &> 2 BEfE D 7x)

(3) Link Aggregation: V > 7 7 7'V i —3 = UAE#H

(4) Maximum Frame Size : fix K 7 L' — A% A X

[BRE ]

LAN 7R— k #1 T%{E4 % LLDP 7 L — A|Z [EEE-802.3 TLV % B4 %,

SWR2311P (config) #11ldp run
SWR2311P (config) #interface portl.l
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SWR2311P (config-if) #1lldp-agent
SWR2311P(lldp-agent) #tlv-select ieee-8023-org-specific

3|

4.23.11 LLDP-MED TLV D% E

[EX]
tlv-select med
no tlv-select med

[(WIHIRRE]

L

[AJ1E— K]

LLDP =— = hE—
[FHA]

%157 L — A2 LLDP-MED TLV %3iE3 %,

no X TFEAT LI HA 1%, 257 L— 2475 LLDP-MED TLV % &<,
ZOa<y KT RO TLV A LLDP 7 L— A2 BINE 5,

<LLDP-MED TLV>

(1) Media Capabilities : {57 % LLDP-MED TLV Of&%H

(2) Network Policy : Voice VLAN 1§ #i(Voice VLAN 2% E S LTV H AR — h D &)
(3) Extended Power-via-MDI : Ji555 PoE 1 #(PoE B&RE O & 2 HEFE D 7x)
[/—}]

Location Identification TLV ®fE}E "Location" 23i¢ E S 4L TN 5,

[BREH]

LAN R— b #1 TE9 5 LLDP 7 L' — A |Z LLDP-MED TLV % BI04 %,

SWR2311P (config) #11ldp run

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #1lldp-agent
SWR2311P(lldp-agent) #tlv-select med

E

e

4.23.12 LLDP 7 L — A DEERIRED

[EX]
set timer msg-tx-interval tx_interval
no set timer msg-tx-interval

[/3T7 A —F—]
tx_interval 1 <5-3600>

LLDP 7 L — L[5 REIBR(RD)

(R E]

set timer msg-tx-interval 30

[AS1E— ]

LLDP =— =¥ hE— K

[

LLDP 7 L — LD EERIREZRET 5.,

no JEATHEAT LI BITAIRE IR D,

[BXE B

LAN R — k #1 T#(E7 % LLDP 7 L — A DO X{EHFEE 60 FIIZERET 5,

SWR2311P
SWR2311P
SWR2311P
SWR2311P

config)#1ldp run

config) #interface portl.1l

config-if) #1ldp-agent

lldp-agent) #set timer msg-tx-interval 60

—~ e~~~
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¥
&t

4.23.13 HHEEEHIR O LLDP 7 L— AEERRD
Ey

set timer msg-fast-tx fast tx

no set timer msg-fast-tx
[XT A —=F—]
fast_tx ;o <1-3600>
HEFEHIM O LLDP 7 L — A E IR ()

[FIAER E]

set timer msg-fast-tx 1

[AFTE— K]

LLDP =—Y = hE— R

B!

EEEEHIR O LLDP 7 L— A% ERR 2R ET 5,

no IR TEIT LA TR EICE S,

R W] & 1A — b OGRS T L < Ao o ToE# OB T, mEEE MR EHDOLL T O 2~ FICHE
WLLDP 7 L— AR EEEN 5,

« set timerx msg-fast—tx fast ;R E I O REMREN 2R T T 5,

« set tx-fast-init value : B FEEWIMICEET D LLDP 7 L— A DEEZ R ET 5,

B&il]
LAN R— | #1 TEHEEHIRIO LLDP 7 L — AR ERIGE 2 IR ET 4,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #1ldp-agent

SWR2311P (lldp-agent) #set timer msg-fast-tx 2

4.23.14 LLDP 7 L — AR EEILEN L BIHLE CORBORE
E=N

set timer reinit-delay reinit_delay

no set timer reinit-delay
[/3T7 A —5F—]
reinit_delay 1 <1-10>
LLDP 7 L — ARE(E15 12> & BAHHE & T OREE(FD)

(IR E]

set timer reinit-delay 2

[AJTE— ]

LIDP=—2 = hE— K

B

LLDP 7 L — AEEEIEN L EAHLE CORZRTET 5,

no JEXCEIT LS IIVIHREICR D,

[BREH

LAN 7R— k #1 TLLDP 7 L — A EEELENSFHELE TORREZ 10 IR ET 5,

SWR2311P
SWR2311P
SWR2311P
SWR2311P

config) #11ldp run

config) #interface portl.l

config-if) #1ldp-agent

lldp-agent) #set timer reinit-delay 10
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4.23.15 BEBREMOEEREB(TTL) 2B T 512D DREORE

[EX]

set msg-tx-hold value
no set msg-tx-hold

[/3F A—&—]
value : <1-100>
PEERE O TRFFIER] (TTL) OE A FH T 2 72D DRI
(WX E]
set msg-tx-hold 4
[AFTE—F]
LLDP =—Y = hE— R
[BLBA]

Bt MO RFFREH (TTL) 2 BT 5 12D O R ZHET D,
no JE CHEAT LB A IR EITRE D,

DR EMEIL LLDP 7 L — A% {5 A (msg-tx-interva)IC B H X, 512+ 1 LTCTILE®B) & 25,
TTL fE1%. Time To Live TLV (Z5%E S5,

TTL = msg-tx-interval x msg-tx-hold + 1 (¥})
[ EH]
LAN 7R— k #1 THERME M OMEEM (TTL) 2B H T 57200 FE %2 2 ITRET 5.

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #1ldp-agent
SWR2311P(lldp-agent) #set msg-tx-hold 2

4.23.16 EEEEHB DO LLDP 7 L — AEEBEBORE

[EFX]

set tx-fast-init value
no set tx-fast-init

[/$5 X—&—]
value ¢ <1-8>
EEEE R O LLDP 7 L — A {5 H %K
(W1 E]
set tx-fast-init 4
[AJ1E— K]
LLDP =—Y = hE— R
[

ESEESIR O LLDP 7 L — A EE 23R ET 5,

no IR TEIT L2 AIIWEIREICE S,

[RXEHI]

LAN &— b #1 TEHEEEHM O LLDP 7 L — AR EFEEE 2 IR TET 5.

SWR2311P
SWR2311P
SWR2311P
SWR2311P

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent
lldp-agent) #set tx-fast-init 2
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[EFX]

set too-many-neighbors limit max value

no set too-many-neighbors limit

[73T A—=F—]

max_value

[N E]

<1-1000>

A |G C & 5 MR KB A

set too-many-neighbors limit 5

[AS1E—F]

LLDP=—Y = hE— K

(@]

R— P CHEHTE 2 ORKRERZRET D,

no JEETHAT L 725 B I3 EIC bR D,
=~ DR KRR EBAT 6. B LW 558 72 LLDP 7 L— AT 5,

[/ — P}

a<w L  RERETHE. MHER— FNCTRERYDOLLDP 7L —A52Z(E L X0, T — MERSEST — 7 L)

70T S5,
[EEBl]

LAN AR— |k #1 THR— ML CTEBLTE 2O K% 10 ITRET D,

SWR2311P
SWR2311P
SWR2311P
SWR2311P

4.23.18 LLDP #teD A v X — 7 = — A —FEHRE

config)#1ldp run

config) #interface portl.1
config-if)#lldp-agent
lldp-agent) #set too-many-neighbors limit 10

[F=
Ildp interface enable #ype
Ildp interface disable
[F—T—F]
enable LLDP #REZ AN T 5
disable LLDP F&RE & #0295
S5 A —&—]
type EZEFEE—NR
BRIEME B
rxonly ZAEHHICHRET S
txonly EEHHICHRET S
txrx EEBLIOZEICHRET D
[AJIE—F]

Jua—m\)arz74b—varsE— R

[FiAA]

LLDP #8e DA 30/ &) % 42T @ LAN/SFP A — ~ o —FE#%

BHNREDHEEIX. FEE L LLDP 7 L — ADEZEE— FEHRET S,

[/—H

Ra<wr RixrZua—rvar7 47—y g — ROREITAHE,
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BB, Raxr FEK{A 2 —T72—ADLLDP RELZ T H72HDH D TH Y | running-config [ZIFF R IR0,
[ EH]
42T D LAN/SFP 7" — k@ LLDP B§6EZ A0 L, LLDP 7 L — A% EZ(F Al RE/2 T — NIZERET D,
SWR2311P(config) #11dp interface enable txrx

42319 4 V¥ — 7 = — ADIRERR

(&=
show lldp interface ifname [neighbor]
[(F—T—F]
neighbor DOHEE L TV OB O E R T T D,
[/XF A —F—]
ifname : LAN/SFP R— FDA v Z—T = — A4
BRT DAV H—T 2 —A
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K
[

ifname TIRE Li=A ¥ —7 =—AD LLDP 1§ & £ r~T 5,
neighbor ZH8E L7 EI1TA v ¥ — 7 = — R TERL L TV AR DIEHR 2 KR T 5,

DITOEBANFRREND,
show lldp interface ifname DG

o AU E—T 2 —ARFDOFEHE R

Agent Mode

7'V » ¥ — F(Nearest bridge [ &)

Enable (tx/rx)

EEE— R/ZEE— R (Y : A[EE. N: RH)

Message fast transmit time

EHEE WO LLDP 7 L — A LERIFR (D)

Message transmission interval

LLDP 7 L — L3 MR ()

Reinitialisation delay

P ILER 2 O AL & TORFHI(F)

MED Enabled LLDP-MED TLV £{8 DA %/ %)
Device Type T NA A X A 7(NETWORK_CONNECTIVITY [&E )

Total frames transmitted

LLDP 7 L — A D%EEHK

Total entries aged

TTL BUL EZER 2L BHT — T AN BHIBR S8
D

Total frames received

LLDP 7 L — A DS(EH

Total frames received in error

LLDP 7 L — A DZET T —¥#

Total frames discarded

WIS 7- LLDP 7 L — A 0D¥K

Total discarded TLVs

%3 X 7= TLV O

Total unrecognised TLVs

Ak CcxE o7 TLV O

show lldp interface ifiname neighbor D55

o SRR ELE

Interface Name

ZRELIEAVH—T 2 —R4

System Name

AT LA TR

System Description

AT KDFA

Port Description

AN— s DFLHH
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System Capabilities

AT ADRES]

Interface Numbering

A B—T 2 —AFEBEOEA T

Interface Number

AU H—T 2 —AEF

OID Number

OID % &

Management Address

MAC 7 RLAEIZIP T KL XA

+  Mandatory TLV D1 %

CHASSIS ID TYPE CHASSISID TLV O % A 7 L i
PORT ID TYPE PORT ID TLV D % A 7 L
TTL (Time To Live) FEARTE RO PRFFRFH (D)

« 8021 ORIGIN SPECIFIC TLV D1 #

Port Vlan id A — F VLAN @ ID

PP Vlan id 71 k=L VLAN @ ID
VLAN ID R— K VLAN @ ID
VLAN Name A—  VLAN O£

Remote Protocols Advertised

YR—rF57a harol &k

Remote VID Usage Digestt

VID Usage Digestt fi

Remote Management Vlan

T VLAN O4 R

Link Aggregation Status

Vo7 70T = a DR ZER)

Link Aggregation Port ID

Vo277 ) F—2 g i R— D ID

« 8023 ORIGIN SPECIFIC TLV D& #

AutoNego Support

F— b xr A —3 g UHERED H /LR

AutoNego Capability F— b xrITvT— g UAEEREE K
Operational MAU Type WMERELT 2Ly I AFE—R

MDI power support PoE H¥HEH R — F OF M

PSE power pair PSE /XU —~7 —

Power class

PoE #a®& 7 7 A

Type/source/priority

PoE#EH A 7. V—A, BIELE

PD requested power value

PD #2503 k95 % /7 (0.1mW HAfi7)

PSE allocated power value

PSE #2503 A 7 T & 5871 (0.1mW HAL)

Link Aggregation Status

Vo o7 7 F— g v OBFNER)

Link Aggregation Port ID

Vo277 )= g iR— D ID

Max Frame Size

NN G

« LLDP-MED TLV ®Of## (LLDP-MED TLV %#%(8 LT BAICEREND)

MED Capabilities

LLDP-MED TLV OFf&EfED U A k

MED Capabilities Dev Type

LLDP-MED AT 4 7T /A A% AT

MED Application Type TV r—vary AT
MED Vlan id VLAN @ ID
MED Tag/Untag VLAN % 7' DA

MED L2 Priority

L2 DB E
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MED DSCP Val DSCP flE DG 2
MED Location Data Format MEHFRO 7 +—~ v b
Latitude Res FEEE D FRE(A 2072 BALE > M)
Latitude HEG4EY 1)
Longitude Res TEEE D REE(A 72 B E Y FK)
Longitude REGB4 B> R)
AT mEX AT
LA —H—
2EADTET
Altitude Res DR 2N 72 BALE > MK
Altitude EEGBO E Y M)
Datum Tl Hh L YR
0K [E ot S IR (WGS 84)
1:AE7 A U IR (NAD 83)
2467 A U A I HANAD 83) 0 - BETE S AR
LCI length FEEHRT — 2 DR E
What it DS PR E
0:DHCP H—/N— D57
17747 MiRbiinwWe&ZE2x bbb xy NI —/ 3
FDONLE
2:7 4T FONE
Country Code a—F
CA type CA (Civic Address) % A 7
MED Inventory Inventory 1&# U 2
P EE#IZEI LTI RFC 3825 % &

[BE B

LAN 7R— k #1 ® LLDP [§# % F =15,

SWR2311P#show 1lldp interface portl.1l
Agent Mode 3

Enable
Message
Message

Reinitialisation delay
MED Enabled
Device Type

(tx/rx)
fast transmit time
transmission interval

LLDP Agent traffic statistics

Total
Total
Total
Total
Total
Total
Total

frames transmitted
entries aged

frames received

frames received in error
frames discarded
discarded TLVs
unrecognised TLVs

SWR2311P#

'
: NETWORK CONNECTIVITY

Nearest bridge

:Y/Y

1
30
2

O OO OO oo

42320 2THA V¥ — T = —RZBIT KR OB HF R

[EF2

show lldp neighbors
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[AFTE— R
FERFHE EXEC & — R, $## EXEC £— F
[FRA]

ETOAH—T = —RAIB DR OFERE R RT 5,
(FEREUT show lldp interface ifiiame neighbor =~ > K% &)
[ EH]

Bt L TV O BESROIE a5,
SWR2311P#show 1lldp nelghbors

Interface Name : portl.l

System Name : SWR2311P-10G

System Description : SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Port Description : portl.3

System Capabilities : L2 Switching

Interface Numbering : 2

Interface Number : 5003

OID Number :

Management MAC Address : ac44.£230.0000

Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id L
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type : 30
Power via MDI Capability (raw data)
MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0x0
PSE allocated power wvalue : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority : 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude :
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length

OO O OOOo oo
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What : 0
Country Code : 0
CA type : 0
MED Inventory

SWR2311P#

42321 LILDP 7 L— LU Z—D 7 )T

[EFX

clear lldp counters
[ASE— R
¥t EXEC B— R
[FRHA]
ETODR—FDLLDP 7V —LH T X —% 7V TT 5,
Batl]
LLDP 7 L —A N A —% 7 )T 5,

SWR2311P>clear 1lldp counters

=
il

4.24 L2MS (Layer 2 management service) D%

4.24.1 L2MS & — R~O#AT

[ER

12ms configuration
[AJIE— F]
Jua—nparz 4 J—y g rET—R
B
L2MS DR EET 5 72D L2MS £ — RIZBATT 5,
[/— "}

L2MS E— R b/ m—_ a7 4 7 b—3 g 08— RIORED I exit 2~ REfEH L, 8# EXEC £— RIZ
RAIIZend 2~ REFERHT 5,

(B EH]

L2MS E— RIZBITT 5,

SWR2311P (config) #12ms configuration
SWR2311P (config-12ms) #

4.24.2 L2MS BEEDORE

[F=

12ms enable
12ms disable
no 12ms

[FF—VY—F]
enable : L2MS HErea T 5
disable : L2MS BéreE A L

(#3132

12ms enable

[AJ1E— K]

L2MS =— R

[FAA]

L2MS #Re 2 3 2 B a2 ET 5,
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no JER TEIT L= B30I EIT R D,
[BREH]

L2MS #RE 23 5,

SWR2311P (config) #12ms configuration
SWR2311P (config-12ms) #12ms enable

4.24.3 L2MS BEBED R EIDOFRE
B

12ms role role

no 12ms role

[/XF A—F—]
role : L2MS HERE D% E
M B!
manager Bl I L7- SWR ¥ U — XDOFRE - il
& 2179 L2MS v F— Vv — & LTHET 5
L2MS ¥ 13— ¥ —TRE I 7= SWR >V
agent — R L2MS v R —V vy — L LTEMET D
Y BN OERINS L OEMET S
[FIEIER E]
12ms role agent
[AJ1E— K]
L2MS E— K
[FRHA]

L2MS HREZ 3 2 BR OB 2R ET D,
no JEX THAT L7251 agent & L CTENVMET 5,
[/—}]

[Fl—% > F T —27 HNIZ L2MS ¥ % — —I|ZRXIE S 472 SWR U — ANEEFAE L7234 . L2MS BEEEDS IR (2 H)
ELER A,

Fl—Fy T =272, L2MS v % — Vv — L DN 1 B LD X I LT 7E &,
[B%EH1)
L2MS #éfE A~ — Y v — & LT 5,

SWR2311P (config) #12ms configuration
SWR2311P (config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager

4244 12MS =— = N OEHEB BB ORE
[EF=]

agent-watch interval time

no agent-watch interval

X5 A — 5 —]

time o <2-10>
BRI T R )

[FIHARR E]

agent-watch interval 3

[ASE— K]

L2MS E— K
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B
I2MS D=— = NERERTH 7 L — ADOEERMMREEHRET 5,
no W THAT L= B 1T EIZ R 5,
time Z RERMBIZHRT LIZGH. R 7 L —L2OREHEEITE L3, L2MS D= — = > M & L Tod L2MS
F—T — N T D FETCORFBNEL RS, time Z/NEREICRELESREITZONE Y RT7 L —LDk
EHEEIIMZ A0, L2MS D= —Y = 0 M &EEEHE LT D L2MS v~ 32—V ¥ — Nk 95 £ CORBNEL 25,

[/ — 1]
I2MS D= —V = FOBEHIZI2ZMS N~ R —T ¥ — L LTEEL TWAEEDHIT I,
B!

BRI IR 2 5 FUIZERET D,
SWR2311P (config) #12ms configuration
SWR2311P (config-12ms) #12ms enable

(
SWR2311P (config-12ms) #12ms role manager
SWR2311P(config-12ms) #agent-watch interval 5

R
il

4245 12MS =— =V N X T U Z MW A EE O
E]

agent-watch down-count count

no agent-watch down-count
[XT A —=HF—]
count 1 <2-10>
AV I]i: o RETEIE
(IR E]

agent-watch down-count 3

[AJ1E— K]

L2MS &— R

[

L2MS ==V = MO DINE 7 L— L ZZEETH T LT LT 2 £ TOWB 7 L— AR ERBEZRET D,
no FECHEAT LGS 3R EICR 5,

R 7 L — 2% count TRELEEEGHE LTS L2MS =— Y = M DIRE 7 L— 252 %5 L WgE, M
L2MS =— Y = > MIF v Liz LT 5,

[/—}]

L2MS T —V =V R &L CWAR— IR 7 Xy LigAE, Ya~vr RORELV RV A I 7T
L2MS ==V =¥ RNZ T LI LT 5 2 035 5,

I2MS D= — = FOEEHIZI2MS v 32—V v — & LTEWEL TWABEDOHRITH,

Bl

20 R AT SRR 8 FUCERET D,

SWR2311P (config) #12ms configuration

SWR2311P (config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager
SWR2311P (config-12ms) #agent-watch down-count 8

(]

4.24.6 SR DT SRR D
BN

terminal-watch enable

BRRE

terminal-watch disable
no terminal-watch

[F—TU— K]
enable DR OEHREREE AT D
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disable DR OEHEMEREZ AN Ly
[FIHIER E]
terminal-watch disable
[AS1E— K]
L2MS E— K
B!
SR OB PR T D, BT EEMBICR Yy N — 7 NIAFET DA EROBIFE21T 9,
no B CHEAT LI E 1, SR OB BRERE N L) & 70 5,
[/ —}]
AR DEHILL2ZMS v 32— % — & LTEIEL TW DA DORT I,
[BREHI
SR DEPRERE 2 B N T D,
SWR2311P(config) #12ms configuration
SWR2311P (config-12ms) #12ms enable

(
SWR2311P (config-12ms) #12ms role manager
SWR2311P(config-12ms) #terminal-watch enable

4.24.7 S AR 0D BUAS s ] 1] /8 D B E
[EX

terminal-watch interval time

no terminal-watch interval

[/XT A —F—]
time : <1800-86400>
U AT ()
[WIHIRRE]
terminal-watch interval 1800
[AIE—F]
L2MS E— F
[BLAA]
Xy bU—7 OURE S A BS T DRMMRZRET D, time |ICBE LICRFHIARET 5 L. Xy U — 27 ITHF-E
T DR OERE BIFT 2,
no JER THAT LB A IR EICH S,
[/— 1]
AR DE RN AN TIIRWGS, Ra~vy FOREICHELL T, WRFROIUFII TR,
[BEH]

Ui A AH i D HRUAG IR 22 3600 FIZRRET D,

SWR2311P(config) #12ms configuration
SWR2311P(config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager

SWR2311P (config-12ms) #terminal-watch enable
SWR2311P(config-12ms) #terminal-watch interval 3600

4.24.8 L2MS H|f1 7 L — A DEZ(EH
BN

12ms filter enable
12ms filter disable
no 12ms filter
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[¥F—T—F]
enable © L2MS Ol 7 L— A B BEZETE a0
disable © L2MS Ol 7 L — A EEZETE D

[FIH1ER 2]
12ms filter disable

[ASE— ]

AH =T 2 —RAF— K

[RFA]

L2MS Ol 7 L— L ZEZAZT 20BN ERET D,

no JEATIAT L7 A1, L2MS Ol 7 L — L &2 52 [ETE D L9272 5,

[/—}]

Aa<wr Rid, LFOA X —7 2 — AR ETE R,

« VLANA v Z—7 = —XA

o WMBEA ATz —AINEBENTWDIYEA o H—T = — A

EA A =T 2= AN BE SN TV A v H—T = — A%, WRIEDOARa~ > ROREIHE> TEET 5,
B, WHA L E—T 2= A%, A —T 2= RNET HHEEIT, WA U F— T = — 2O EITHIHIEIC
%,

Ka<wy ROFEICEADL T, LTFOWTNNOFEMELZGZ L T D5EEIEL, L2MS Ofillill 7 L — AR EZ(E Sz
W2 DD D,

o STP F 7213 — 7 HRHBEREIC L > TA % —7 = — A Blocking JREEIZ 72 > T D

+ switchport trunk native vlan none =~ > R E I LTV D

o FEIA VX —T 2 —RITE SN TVD

[ E 5]

portl.5 TL2MS DOl 7 L — A& EZ(F LWL 91295,

SWR2311P (config) #interface portl.5
SWR2311P(config-if) #12ms filter enable

4249 12MS =V =V FOFEO Y > b
[

12ms reset
[AFTE— R
¥t EXEC E— R
[FEHA]
L2MS v X — V¥ —NEE L TWALTOILMS =— V= 2RI LA4A LT L2MS =— Y = o h OERZ 0
DET,
[/ —F]
L2MS =% —Y ¥ — L LTEMEL TWVWAHRAEDAETTE 5,
AKa<wr FEFEITTHE. BHINTWELMS = —2xy NS HI % L2MS ¥ 3% — 2 ¥ — O S BRIE) B4,
RKavw s REFATLIERZRICHOLMS =— Y = > M RET 5% A I 71X, agent-watch interval =~ > N Ti%iE
LRk E T %,
[ EH]
I2MS =—> = hOFEHEZ Yy T 5,
SWR2311P#12ms reset

4.24.10 L2MS DOfEHRDOFRT

E=Y
show 12ms [detail]
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[F—7—F]

detail DML R T D
[AS1E— K]

FFeME EXEC E— N, F#bE EXEC E— K
[FA)

L2MS OEEREIZIE U T, LT OEHRERRT 5,
o L2MS v —V ¥ —& LTEEL TV DA
o HFLTWSLIMS =—V = h D%
« BELTWVWDL2MS =— = DI
e MACT RV X
. R4
. HRERA
. FREE
s TV IR—F
« WHINTWDRE
o L2MS v R—U ¥ —& LTEEL TWT, detail & L7256
-mev*—yk—@%ﬁ
+ L2MS ¥ F3— — I STV DR DL
« L2MS ¥ F%— — T STV AR DI
. MAC7FVX
« BEFiSNTCVAHER— b
o URAREFE LT REL
o HFLTWVWALIMS =—V = h D%
e BEHLTWD L2MS =—Y = FDOIE#HR
e MACT7 FL XA
. RS
. R4
I 3
« UL I Ty LTWVAHER—b
o TV IR~}
o Xy KR—F
s HWHINTWARE
o L2MS =— = ¥ MIEEE STV DR DK
« I2MS =—V x ¥ MR IN TV DIRDER (AL v FOHA)
e MACT7 FL XA
s HESINTWDHER— b
o AR AFE R LT REZ]
o L2MS =— V= ¥ MIER SN TV AR OEHR (AP OHH)
. Bt ST % SSID
o PRSI TCV D B
o BRARERE L LT R
e I2MS AT —V =2 hELTEHEL TWDEGA
o L2MS ¥ 3 — V¥ —|ZEHE I TV D 0G0
e L2MS ¥ F—V ¥ —D MAC 7 L AEHINTWEHHE)

[/—F]

L2MS REHE L TWARWRE., FEHRITFR TSI,

detail DIFTIL, L2MS N~ F—V ¥ — L LTEMEL CHHADAANTH 5,
(B EHI]

L2MS A~ % —V % — & LTEIEL TWASE D L2MS [H O A2 521 5,



Role : Manager

[Manager]
Number of Terminals

[Agent]
Number of Agents
[acd44.£230.00a5]
Model name
Device name
Route
LinkUp
Uplink
Downlink

Config

Appear time

Number of Terminals
[bcae.c5ad.7fb3]
Port
Appear time

[00a0.deae.b8bf]
Model name
Device name
Route
LinkUp
Uplink
Downlink
Config
Appear time
Number of Terminals

128| =2~ RU 77 LA | RS - iEHEEE
SWR2311P>show 12ms detail

2

SWR2311P-10G
SWR2311P-10G_7z5301050WX
port2.1

1, 3, 9

1

3

None

Tue Mar 13 18:43:18 2018
1

9
Wed Mar 14 14:01:18 2018

SWR2311P-10G
SWR2311P-10G S4L000401
port2.1-3

1

1

None

None

Tue Mar 13 18:43:18 2018
0

4.24.11 £} AP B2 T OURIE R O BRAZRHIRE O R E

EN

wireless-terminal-watch interval time

no wireless-terminal-watch interval

[PXT A —=F—]

time : <10-86400>
MRS ] T e (F)

(R E]

wireless-terminal-watch interval 60

[AS1E— ]
L2MS &— K

[FLAA]

HERL AP BL T O MR E#R A2 TS

KOEREBET D,
no I CHEIT L7285
[/ —H]

i?}]/ %

IROEMENEEL TWWGE, Ko~y FOREICEL LT, WMAREHROES

[ EH]

THMBEFRTET Do time KT

Eéo

i AAE O B E % 3600 VISR ET D

SWR2311P (config) #12ms configuration

SWR2311P(config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager

SWR2311P (config-12ms) #terminal-watch enable
( )

SWR2311P (config-12ms) #wireless-terminal-watch interval

L 7 ] 23

3600

B9 2% & M AP BT ICAEET D i
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4.24.12 A X FEERRSRE D
EE

event-watch enable

e
i

event-watch disable
no event-watch

[F—TU—F]

enable DoAY NEHEREE AT D
disable DoAY MESRE AT LR
[(WIHIRRE]

event-watch enable

[AS1E— F]

L2MS E— I

B

A X2 MERBEREEZ AN T 20BN ERET D, ANOLEITEH R Yy P U =7 NITHFET D L2MS =—
=¥ b DAY MEROBFFET D,
no JEATHEAT LG EIE, AN MEREEN AR E 2D,

[/ —}]
AR MOERIZIIMS v 2 —V v — & LTEHIEL TWAIEEDRIT Y,
[BXEH]

A N PR RE A AT D,

SWR2311P (config) #12ms configuration
SWR2311P(config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager
SWR2311P (config-12ms) #event-watch disable

4.24.13 A X MEROBSREERR O E
BV

event-watch interval time

no event-watch interval
[/3T A—HF—]
time 1 <60-1800>
HSATH R ] T e (F)

(R

event-watch interval 300

[AF3E— K]
L2MS E— F
[FiFA]

Py NT—JIZHEETDHLMS =—V = hOA R MERERST A2 RMBEREEZRET D, time IR E L 72 R
BB T AL, 2y NT—ZICHFEETALMS = — 2 = > hOA Xy MERAEET 5,

no IR CHAT L= & IS0 R TCITRE D,

[/ — ]
AR MEHEENAD T RWES, Ko< FOREICHED LT, A X2 MEROIEIITOR,
[EAE B

AR A 60 MR ET D,
SWR2311P(config) #12ms configuration

SWR2311P (config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager
SWR2311P (config-12ms) #event-watch interval 60
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42414 LIMS TV = ROV BRIV T 4 SRR T B IENOD
&Y

config-auto-set cnable

)

l%l
Gl

config-auto-set disable
no config-auto-set

[F—T— K]

enable D LMS =Yz ¥ rar T ¢ SHEEEAENTS
disable D L2MS =Y x> FoBuar T g JEEEEEMH L
[WIHIRRE]

config-auto-set enable

[AJ3E— K]

L2MS E— K

[RLBA]

L2MS =— V= > MESRFRED T a a7 ¢ JHREE AT 20 B0 2% ET 5,

Tuar 7 o FEENEDND, L2MS =— Y =¥ hOY v ANAA v F F TR AP OFRE(2 > 7 4 D)DMRG S
NTWBDOEA, THHARED L2MS =— Y = > MR R vy b — 7 IR SNTZRFIZ, RIS TV HRE=
74 N HBTRET D,

no I CTIAT LI EITHIMR EICRE 5,

[/ —F]
T— = b SWR2311P-10G 12X T 2R ED RN, ARRE L I1XEMRR <IThih b,
[ EH]

I2MS =— Y x> hpErar 7 ¢ ZHEEFERT 5,

SWR2311P (config) #12ms configuration
SWR2311P(config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager
SWR2311P (config-12ms) #config-auto-set enable

425 A F o Fra v b

4251 A F v Fay MEFBEDRE
B

snapshot enable

snapshot disable
no snapshot

[FF—Y—F]

enable DA F T vay MERERINCTS
disable A Fy T vay MEREAIC LN
[FIH13R 2]

snapshot disable

[AJTE— K]

Jua—nmpparz 4 J—yarEt—NK

[FAA]

AF v vay MERERZT S,

no IR TEITLIZHAIE. AT v vay MERENES LD,
[/ —F]

Kawr Fid, L2MS 33—V v — L LTEEL TW A HADREHTH 5,
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[BREH]
2Fy T ay MEREZFENICT D,
SWR2311P (config) #snapshot enable
4252 2 F v 7V a vy FOHBHRICHREZE D DR DORE
[ER]

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—U—F]
except-wireless  :  BEREEG S NIRRT E 2T v TV 3 v FOLBREN LRIV D,
[FIER ]

no snapshot trap terminal

[AFIE—F]

rua—s\varz 47 b—va e — R

[BLBA]

ARG E AT vy 7V a Y POREBHRICED D,

except-wireless 47> a U EAIRE LI HE 1L, BT 7 2 AR A o Ml FICERR B S U oieRERIE, Ay 7y
3 v FOHEBSHRNORINE D,

no B THAT LG AL, IkERIZA T v 7Y a v bOExIgst & 70 %,

[/— 1]

RKa<wr Rix, =3x—Y¥—& LTHEIEL, 7>D terminal-watch enable ==~ >~ N & snapshot enable =~ > F233%/E
SNTWDLHEDHENTH L,

[BEH]

BRI HE 2T 7y b ORESRICED S,

SWR2311P (config) #snapshot trap terminal

4253 2 F v 7 v a v FOFER
EN
snapshot save [after-update]
[F—U— K]
after-update D Ry MU OBEGHRIEEE TS Lok, AT v v ay bELTRET S

[AS1E— ]

F#HE EXEC £— R

B

LAN Yy 7 DRF T ay MERERTR—RERDAT TV ay N7 7 A NVERGFT D,

after-update 47> a U NEENRNIGE, BUEY X — VX —MAFLTWD Ry NT— 7 OEikiEE 2T > 7'
ay N77A40E LTRIFET S,

after-update 47> a UNEENDIHBE. v T =7 OBGCIREEDIEREZRFCEFR L%, AT v TFvavy b7
7ANE LTRIET D,

[/ — 1]

after-update 47> a UNEENDEE. v T —7 OEFRIRREDOERZ RFICEH T 208 % v b T —27 ORI
Ko TEEHMNFE T T2 FE TITREHDB DD L5603 H 5,

(B2 4]

2y N =7 OEIREEEH L2k, ATy T vay N7 7 A VERGET D,

SWR2311P#snapshot save after-update
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4254 2F v 7L 3 v FOBIR

[EX]

snapshot delete
[AJTE— K]
FikE EXEC E— R
[BLFA]
AFyTvay N7 A NVEHIRT D,
[BREH]
AF v Tvay b7 7 ANVEHIRT D,
SWR2311P#snapshot delete

426 77— A = T HE

4261 77— = T EHFY A FORE

E!
firmware-update url ur/
no firmware-update url

[T A—=F—]
url DA TR L UNEARL (255 SCFLIN)
7y —=bT =T INE TV D URL
(WX E]
firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2311p.bin
[AJIE— K]
Ja—)ars 74— g3 — R
[RLBA]
WEB = = CEINTND T 7 — AT =2 T 77 A NEfioTT7 7y —Lu=T BHTHEEOF T a— RED
URL Z&ET D,

AR T http://H—/S—=DIP 7 RLAHDWERA /N AL” LS B E R D,

IPv6 7 R L ZADBFAIL[IPv6 7 KL A]"D X 52" TH 5 LN H 5,

IPv6 V> 7 a—h)T RLARAZRET LA, BHA VX —T7 2 —ALEET DHERH 5 (fe80:X%vlanN DFE
20,

P R— DR — FEEH 80 LIS DBHAIE, “hitp://HF—/S—DIP 7 RL A db WL AR A FaAi— MR/ AL” L
WO TERT, URL OFITHRET DM E R H D,

B!

Tr—AT =T DX m— R4 URL % http://192.168.100.1/swr2311p.bin I[ZFRET 5,

SWR2311P (config) #firmware-update url http://192.168.100.1/swr2311p.bin

4262 77— AU =T BHTHEHATS HTTP %o —HP—R—DORE

EN
firmware-update http-proxy server port
no firmware-update http-proxy

[/XT A —=F—]
server : AB.CD

HTTP 7' v &% o —H— =D IPv4d 7 KL A
server [ XX XiX]
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HTTP 7 u X3 —H%—X—D IPv6 7 KL A
[X:X:X:X]D L S IZ[[TH S BE R H D
IPv6 U > 7 u—0 T RUAZEET 2501F, EHA V=T = —AbRETLLERD
% (fe80::X%vlanN DIEI)
Poffy AT L UNEA L (255 SCTFLIN)
HTTP 7' v & > —+%—/3—® FQDN
port ;. <1-65535>
HTTP 72 %y —H—nN—DJ 2= 7 R— EKB

(R E]

no firmware-update http-proxy

[AJ1E— K]

Ja—n_"pvar 747 b—g rE— R

[FHA]

WEB = —Z@IPNTND T 7 — LU =T I 7 AN ST T 7 —L =7 BT 5EEOHTTP e ¥ —
Y= N—ZRET D,

HTTP 7' 0 & ¥ —H— =N EINTORNWEGA, HTTP 72 o — P — "= BT 7 7 — 20 = 7T HHN
fThihb,

= FESLHRICRET 2HERH D,

no FECHEAT LA X, HTTP 7 2 % o —H— _—DFRELHIRT 5,

[ EH]

HTTP 7' & &% ¥ —H—/3—% 192.168.100.1(AF — hF = 8080)IZi%ET D,

SWR2311P (config) #firmware-update http-proxy 192.168.100.1 8080
SWR2311P (config) #

4263 77— U =T BB DELT

(&=

firmware-update execute [no-confirm] [no-reboot]
[F—T—F]
no-confirm Ty — AU = T B OMERE LR
no-reboot 7y — Ay = T RIS EEE L ey
[ASIE—F]
Kt EXEC £— R
[BLFA]

WEB — =2 TND T 7 — A0 =T 77 ANV EBIEFATHDO 7 7 — AU =T DIV BV a v &2F oy 7 L,
HEWZ AR THIUL T 7 — L0 =2T7 DV BT a7 v %I 7T 5,

BEHZ ARV EY a D7 7 — LU =T PFEET D &, EREZROONDLDT, FHTLHHEIL Y &, 5
L2WSEEIE " # AT 20ERH D,

no-confirm 5 ET 5 &, EREHTICI Y a v T v I EFHTT D,

no-reboot ZfRET H &, VBT a 7 v FIITHRICHEE Lo, KEREFHZEFEZO 7 7 — L0 =7 TlEI§
el

[/—}]

firmware-update url =~ R CTH¥ 7 — REURL #ZEHTE 5,

firmware-update revision-down enable =~ FZRETH L HNWI BV a v~ I BV a XUV TR HEDIT

%%,
no-reboot 5 ERFIL, firmware-update reload-time =~ > R E SN TWIEATH, FHERLNIZHEES L,
[BXEH

WEB ' — R_—|Z@EIPNTCWND T 77— 02T 77 A NVT T 77— =T 8T 5,
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SWR2311P#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.02.01
New Revision: Rev.2.02.03
Downloading. ..

Update to this firmware? (y/n)y
Updating...

Finish

SWR2311P#

4264 77— LU T E a0 — REAL LT U FERORE
[ER]

firmware-update timeout fime

no firmware-update timeout

[/3T7 A —HF—]
time : <100-86400>

ZA LT T NREHEED)
(AR E]
firmware-update timeout 300
[AJ1E— ]
Jua—m\)narz 4 b—varsE— R
[FiAA]

WEBH— =5 77— AT T2 X T oa— RTA5LX0XA LT Y NERZHRTET 5,
no B CTEIT LA IT VIR EICR S,

[B%E B

Try—hU T A yra—RKOA A LT 7 MERZE 120 ISR ET D,

SWR2311P(config) #firmware-update timeout 120
SWR2311P (config) #

4265V EY g s F T DEFA]
B

firmware-update revision-down enable

no firmware-update revision-down

(AR RE]

no firmware-update revision-down

[AF1E— F]

rua—s\varz 47 b—va e — R

[FAA]

WEB = —Z@B N TND T 7 — AV =T 77 A VEfEoTT7 7 =AU =T HETLHLE, BEOY BV a v X

D%éw)t/a/m®77~AW17®)t/a/&?/%ﬁT?éo
n B TCETLIEZGAIRI BV a v Ao 23 LRV,

[B%E B

VeV a Xy eiFad s,

SWR2311P (config) #firmware-update revision-down enable
SWR2311P (config) #

4.26.6 7 7 — LU = 7 BHREREREDFER
[EX]
show firmware-update
[ASTE— F]
¥iHE EXEC £— F
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[FREHA)

77—y T BHERRICE T 2 BEOR BRI E FRT D,
UTOEARERSND,

e X7 u— F4Ed URL

e FuFxi—H— —D URL

« U= ROFA LT T N

e UEVar A yrOiFal

o KEEEEO 77y —AY 2T U EY g

« EHROHEEBRZ

[ E ]

7y =L =7 EHEEE ORI A KT D,

SWR2311P#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2311lp.bin
http-proxy: -

timeout: 300 (seconds)

revision-down: Disable

firmware revision for next boot: -

reload-time: -
SWR2311P#

4267SD I — Kb D 77— 7 = 7T BHDOEST

[F=
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[F—U—F]
no-confirm D Ty —hUxTEHESD I— RO~ MEFREOMERZ L7
no-reboot D 77— AU T EEICHEET L
sd-unmount 7y A U =T BHRNCHEREE T SD - RET v U T D
[AJIE—F]
¥t EXEC E— R
[@i ]

SD I — FRIZKEMENTWNWDE 77— AU =T 77 AV TT 7 — AU =T BHzEFIT9 5D,
IRTA—=H—FIBELRWEGAIE, SD I — RPICEZH|X AIRER Y 7 — AU = 7 BFIET D L HH L SD I — KD
~ 7y MREEZ G 2 0 OMREZ RO B D,

Ty — AU =T ERHT LG B EHLRVGAIE M AT OILERD D,

SD 1— RO~y MREEZMGET 2581L "y 2, 7o~y b T25AIE " Z AT 508N H 5,
no-confirm 5 E€T 5 &, MREZETIZSD I— RO~ T MREEZMGEL 77— U = 7 BH &2 FITT 5,
no-reboot ZfRET H &, VBV a 7 v FIATHRICHEE) L, KREEREFHZEFEZO 7 7 — L0 =7 TREIT
el

sd-unmount Z$FETDH &, HEREETICSD I—FDOT o~ > F&EITH,

[/ —}]

Ty =L =T 77 A%, SD I— KD"/swr2311p/firmware/swr2311p.bin" 7 7 A L &= HBHR$ 5,

SD I —FNDT7 77— =7 77 ANEBEFITHOT7 7 —L =T DY BV a rFxy 73 THR,

SD 71— K&V S S 2205515, FEBIFEC boot prioritize sd =~ > ROIEEICHEWVSD A — RND 7 7 — AT =
ToRBISND,

Ty RLTSDI—RZERVALTH 77— A7 = 7 EHIIMET 5,

no-reboot 5 ERFIL, firmware-update revision-time =~ > R E STV HETH, FEERZICHEE L,
Bl

SDA—FRND7 7 =L =T T7ANTT 7 =L =7 BET D,

SWR2311P#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.02.01

New Revision: Rev.2.02.03
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Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating...

Finish

SWR2311P#

4.26.8 7 7 — AU = T BB OFEBIEEL DR E

[EX]
firmware-update reload-time sour [min]
no firmware-update reload-time

[73T7 A =4 —]
hour ¢ <0-23>

77— = T HHT O PR A (RF)
min : <0-59>

77— AT = T HEET O P EIR A (5)
[AJ1E— F]
Jsa—x)ars 74—y g — R
[

Ty =AU =T WG OFEMCL 8T 7 — AU = T AR R ET D,

no R TEITLIELGER 7 7 — AU =7 HHEZICHESH L CH Yy —2 v =T 2@mHAT 5,
(B 2B

T r—Ah U =T EHOEEIEL A AM 1:30 IZRET D,

SWR2311P (config) #firmware-update reload-time 1 30
SWR2311P (config) #

427 A a—)

4271 AT 2 —)VDORE

&3]
schedule id time date time template_id
schedule id event event template_id
no schedule id

[78T7 A —=HF—]
id ¢ <1-10>
ATV a— )V
date D<1-12> F721F */<1-12> £ 7213 sun, mon, ..., sat E721F *



time

event
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H/R

A DR EH] RENE

1 1 H

1,2 1AHE2H

2- 2APB 12 AET
2-7 2AHMBLTHET
-7 1LHM™HTAHET
* fFH

H DRREH] RENE

1 1 H

1,2 1HE2H

2- 2HMLI2AET
2-7 2HMBTHET
-7 IAMBLTHET
mon HMEH

sat,sun +HEH & HIEH
mon-fri HIEANS&RAET
-fri HIEH 2 ORREAET
* (!
<0-23> F721F * 1 <0-59> £721F * 1 <0-59>

IRF: 53 F) (B D FEE 1374 W& 7T RE

DR TE B RENE

12 12

12,13 12 Kf & 13 FRF

12- 12 Bg 5 23 K E T
10-20 10 R§ 5 20 RFE T
-20 0 BE/N D 20 BEE T
* I

5y DFREH] RENE

30 30 47

15,45 1545 & 454y

30- 30 3705 59 N E T
15-45 1553725 4553 % T
-45 05375 4553 % T

(Z3)
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REMHE LA

startup EE Lz L X

sd-attached microSD I — RZT Z v F L& &
template_id ¢ <1-10>

A a— VT L— NRE
(18I E]
L
[ASTE— K]
Ja—x)aryz 4L —y g T — R
[FREA]
time AL CAZr P a— L ERELILEGE, HBE LA o L EIHBESNTATF YV a—nNT T L—h
IR ENTWAT 7o a v 2FE(TT 5,
event L CAZ P a— L aBRELTEBEE. BBELIEARY IRRBELXICEEIN-AFVa—LT T L—
MIEERENTWDET 7 v a v &2 ET4 D,
no R TEIT LA, BELZID DR Y a— LV EHIERT 5,
[/ —F]
BEED Ay ¥ 2 — VRRIFFZNCFEITEINDHA. ID O/NSWENSIEICEITEIND,
HOBECHTLEAZRBEIETRET D Z EITTERN,
BWOREZEAM LIZSGE., 00 ERE L-HA LR UHREICRD,
A H LR OBE T & O REPIEE R IC L 2 RAEEE T 5 L8 TE 5, 727 LIS -0, % ]
WFFRESC" I LD B EE T D Z LIETE vy,
Bal]
AR D 0,12,1221,2223 6 & 9 PICAF P a— LT L—h# 2FTTHRAT Va2 — L #l ZRET 5.

SWR2311P (config) #schedule time */mon -2,12-14,21-:0 1

4212 ATV a—NT oL — FDOMBASTDORE
B

description /ine

no description
[73F A =4 —]
line DB AEHTER L O ATES(64 XTFLN)
R a—)VT 7 L— OB
(AR E)
no description
[AFTE—F]
Ay a—NT S —hE—FR
[BA]
AV a—NT T L— FOBRALERET D,
no R TEITLESAIE., A7 P a—nAT 7 L— OB EHIERT 5,
Bl
AV a—NT T b= #LICHAERET D,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #description Get tech-support
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4274 A 2a— VT L— D

4213 A7 T a—NT T — NOFENESHORE
EEN
action switch
no action
[XT A —=F—]
switch DAY a— VT T L— NORE
RIEE B!
enable A a— T L— NEANIT D
disable ATV a—NT T L= NERINIT S
(AR E
action enable
[AS1E—F]
A a— VT T L— =R
B

AT a— VT T — N EAEITESCT D,

Ko< RTdisable ZH5ETH2L T, NI HT—DEICL DT 73 arDETEHIEDDHZENTE D,

R TET LEEAIZ. AP a—nAT o L— N2 BNCT 5,

[ EH]
A a— )T L— N # RN T A,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #action disable

E

e

[ER
schedule template template id
no schedule template

[NT A —=F—]
template_id ¢ <1-10>
Ay a— VT T L—  NEE
(AR E
mL

[AS1E—F]

sra—nar 74— g rE— R

[@iHA]

R am T T U NERIET HE FIBATT 5.

R TETLEEAIE, BELEAF P a— LT L— N2k T 5,

[EEH]

AP a—)VT T L— kN #l BERET HE— NIIBITT 5,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #
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4275 AP a— LTS L— hDawy REFTFD
[EF=]

cli-command id command

e
i

no cli-command id

[/3T A —HF—]
id o <1-20>

a< v K&
command = A= N
(AR E
2L
[AJIE—F]
AV a—NT T L—hE—F
B

RV a—VHERED N U T—nEB L7 L X I TSNS a~vy RERET D,
no WA THEAT LIS, HMELHFOa~ Ly REHIRT 5,

[/—}]

FICAZr Y 2—nT 7 L— M cli-command 2+ 2 R & script 2~ 2 ROW TR E SN TWDHEE, script 2+
v RAFEATE . cli-command =< > RIZEIEL 72\,
B D a~ 2 RERBELESGA, a2~y RESHINSWENBIRICE TSNS,
BHEOa~ L FERELESGSG., 2~ RREPFTEITZ I —ICho e LTHEY Da~vy RiFEfTIND,

MU =3B LR R T, FHE EXEC E— R Ca~y RREITEND720, a~vr 2L > Tdibl e — i
BETLHEOODa~vy FEHbETHETLHILERD D,

RIE R T 25T A D write 2~ > REFITTHMLEND D,
B Ca~y RERETHZ LIXTERN, fliEA ¥ —72—AL LTPortl.l ®DASET— RICADLEE, int
portl.1 Ti%72< | interface portl.l & FLilk 32NN H 5,

UToa~<y RIXFEITTE R0,
backup system, boot prioritize sd, no boot prioritize sd, certificate user, clock T#5F % =~ > R, cold start, copy radius-server
local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update execute, firmware-
update sd execute, logout, ntpdate THAE 5 =~ 7 N, no ntpdate TAE 5 =2~ > K, password-encryption, no password-
encryption, ping, ping6, quit, reload, restart, restore system, schedule, no schedule, schedule template, no schedule template,

show ThfiE % 2+ > K, ssh, ssh-server host key generate, startup-config select, no startup-config select, system-diagnostics
on-demand execute(*1), telnet, traceroute, traceroute6, unregister yno, yno enable, yno disable

(*1):system-diagnostics on-demand execute no-confirm {33217 Al HE

[ E B
Al a— )T L— N #l O3~ K& #1 | copy tech-support sd 2~ o R&XEKT 5,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #cli-command 1 copy tech-support sd

4276 A7V a— VT FL— DRI VT NEIFORE

[EF
script ref’
no script
[/XT A —=HF—]
ref DRV T R T A NDSIR

BEE B
sd microSD 51—
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[FIHIER E]

no script

[AF1E— ]

ARV a— TS — R E—R

B!

NU—EERE DR 7 ) T NETORNENERET D,
no B CEIT LIS AIR. A7 U7 FETEZESICLET,
[/— 1]

AV a—/VKERED b U A —3EE) L7 & X microSD #— RN O/FE4: /schedule/script.txt (ZFal & 40TV 2 305
BI% I 100 47 E Tavy e LTETT 5,

RIUCAYT Y 2—T 7 L— NI cli-command 2~ > R & script 2+ 2 RO NERE STV DA, seript 2+
¥ RMRFELTEN, cli-command =< > RIFEIE L7220,

cli-command =~ RCEITNEIESN TWD o~y NIZFETTLZ LITTE R0,
[B% &5
AT a—=T T L—h#l TAZ YT NFETEENT D,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #script sd

4.28 Yamaha Network Organizer (YNO)

4281 YNO =— = MEREDRE
B

yno enable

yno disable
[F—TU—F]
enable © YNO=Z—V = MERREZBENZT S
disable . YNO =—V = MEREZEMIZT D
[FIHIRRE]
yno disable
[AS1E—F]
sa—\)varZ g S L—varyE— R
[
YNO =—2 = MERRD AR MER 2R ET D,
YNO =—¥ =¥ MEREZ AN LG E, BEIIIZ YNO v R — ¥ ¥ —~ ki & Blta+ 5.,

[/ — ]

YNO #fgld, YNO 7 A & o ZBENLETH D AAREND S OFH & YNO FIHBKICIFE L 7z L TAKRE A 1
THZ L,

[BEBI]

YNO =— = MERREZ AT 5,
SWR2311P (config) #yno enable
YNO is a service intended for use within Japan only.
Please do NOT use this Service if
- you or a user of the Service resides outside Japan.
- the network device is installed outside of Japan.
Are all users and this device located in Japan? (y/n): y

To activate this function, you have to
- purchase a YNO license.
- agree the terms and conditions before purchasing.
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http://www.rtpro.yamaha.co.jp/RT/docs/yno/license.pdf
Have you purchased a license and agreed the terms and conditions? (y/n): y

YNO =—¥ = MEREZ HRhIT T D,
SWR2311P (config) #yno disable

4282 YNO H—R—L DX —7F 7 54 T ORBBRBORE

[ER
yno keepalive xmpp interval time
yno keepalive gfw interval time
no yno keepalive xmpp interval
no yno keepalive gfw interval

[F—Y— k]
Xmpp : XMPP #— 3—(Extensible Messaging and Presence Protocol #—/3—)
gfw : GFW #—/3—(GUI Forwarder #—/3—)
[NT A —=HF—]
time 1 <30-300>
XMPP % —77 F A 7 O I IR (FD)
time 1 <3-60>
GFW % —7"7 J A 7 ORFH bR (D)
(IR RE]

yno keepalive xmpp interval 300

yno keepalive gfw interval 30

[A1E— ]

sa—\)var7 4 b—varE— R

[RLEA]

YNO H—="—=LDF—T7 T A 7i8(E & Fhiid % Bl 2 e+ 5,

no TR TIAT L A IR TR S,

[/— k]

YNO v A=V vy — &Rk a~y FERTLESE, REZXMSE D720 YNO v R— V¥ — L O H
[UIDINEEEE" 7S gV S

[BREBH]

YNO #—/3—(XMPP % — =) DX —T77T 7 A 7 O EIRZ 60 FIZ%ET D,
SWR2311P (config) #yno keepalive xmpp interval 60

YNO H—/ 3—(GFW $— =)L DX —T7 7T 7 4 7 ORI Z 10 ISR ET 5,
SWR2311P (config) #yno keepalive gfw interval 10

4.28.3 YNO ® HTTPS 7 & ¥ L —H— R—DFHRE

&

yno https-proxy server port
no yno https-proxy

[/ A — & —]

server : HTTPS 7B ¥ —H— _—DFRA MMy, /i, IPT KL XA
2"\ & A= Z B R CEATET AR (255 SUTFLA)

port 1 <1-65535>

HTTPS u ¥ —H%—R—DR— (N HE
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[F1EIER E]
L
[AJ1E— K]
Ja—N)naryz 4L — g T — R
[FRHA]
YNO T35 HTTPS 2 ¥ — % —R_R—%FET 5,
no JIER CTHAT L7288 130 EICE D,
[/—}]
HTTP/1.1 ® CONNECT # YV v R&FH< 2 HTTPS 7 u ¥ o —H—R_R— 2D LT 5, 2 — P —FIENNLER
HTTPS 7' m o —H—R—%FHT2Z LT TE 20,
YNO v 3 —V ¥ — LR HPICARa~ L REFEIT LGS, REEZXKMIE L7720 YNO v % —T ¥ — & OFEILH
I SV E T,
[ E R
YNO Tffi 4% HTTPS 7 %o —H — _—%2FRET D,
SWR2311P (config) #yno https-proxy 192.168.100.1 8080

4.28.4 YNO BGfER
EN
unregister yno
[AS1E— K]
¥iHE EXEC £— K
[@HA]
AR ae & RHIE9IC YNO BERRRT 5,
[/—}]
Ao~y RiE, YNO =—V x> MEREDSHEZ., 7»0, YNO v X —U vy —LilfE N TE HDRETITHLERD D,
AH IR T~ v R T 20,
[ EH]
AR 2 BRI A1 YNO BERERT 5,

SWR2311P (config) #unregister yno
Unregister this device from YNO Manager? (y/n):y

4285 YNO =— = v b DEIEREED R
[EX]
show yno
[ASTE— K]
¥t EXEC B— R
B
YNO =— = N OEIERRER FRT 5,
FRTHHEBIILLTO®ED,
e YNOZ—T =z FNOETIEE
+ YNO = 3—T % — & OEFHIREE
e N Bk
Online Bt

=5
&t
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R B

Offline (FHFH)

REEGOIRAE (FAEH)

o ACS ~DO#EfEN KRI LT

o TABUANED o TEHETIZANRZN

o ARV —H =T NPT

o ARV —X—=THh vy hnjlREhiz

s YNO ¥ 3 — Vv —|THE B g ST Zen

o AH v THERENARNIZN, YNO ~ 32—V ¥ — D
RETAL v 7 TN—TIZE 0 4 THR TN

o AH y THERENELNTZIN . YNO ~ % — ¥ ¥ — D
RETAL 7 TN—TIZED Y THRTND

o YNO v 3— % — & OBEAMEN L= B I

YNO =— vz MEREZEIHL TVWAL XL —¥%—D ID
YNO ¥ % — 3 ¥ —D%H—/3—(ACS, XMPP, GFW W —/3—) L OEEGIRAE

R B
Connected E23 T NI
Not connected FEROIRAE
Abnormal SLEIRRE
Bl

YNO =—¥ = FOEEREZ R RT D,

SWR2311P#show yno
[YNO Agent status]

YNO Agent : Enable

Connection status : Online

Connected date : 2025/02/27 16:02:38
Operator ID : Sample00001

[Server connection status]

ACS : Connected
XMPP : Connected
GFW : Connected

4.29 Yamaha Unified Network Operation Service (Y-UNOS)

4.29.1 Y-UNOS HEREDERE

[EF2

y-unos enable

y-unos disable

no y-unos
[FF—U— K]
enable

Y-UNOS HREZH T 5

disable Y-UNOS #ERE % B2 75

[ E]
y-unos enable

[AJTE— F]
Ja—x\)ary7 41— g E— R

[FiHA]

Y-UNOS (Yamaha Unified Network Operation Service: & k7 —2 %4 L TT /31 AR L2 ##ET 5 — ) #RE

HRhFE I3 T B,
no FECHEAT LGS IIWIHIREICR 5,
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[/—}]

Y-UNOS HEREIZFRSF VLAN O CEIET %, {R5F VLAN IZ IPv4 7 R L ADRRE SN TV RWEAS, #5F VLAN
WY 7 2 LTS IRRETIE Y-UNOS #RE & 15 1E 3%,

R5F VLAN 228 L 7235513, Y-UNOS OAH A HEREHEHEEEH O~ /L F F v A b 7 L — AfEEFR E (12-mcast flood
239.192.128.250) % f&5F VLAN ([Zi@E 35 Z &,

Y-UNOS HERE DB/ ITIR K | D358 085 5,

A8y VRN AE GG, Ra~y FIIEHTE R0,

[ 2 H]

Y-UNOS #hEZ AT 5,

SWR2311P (config) #y-unos enable

Y-UNOS #hE 2 01T 5,

SWR2311P(config) #y-unos disable

4.29.2 Y-UNOS [E#DOFER
[EX]

show y-unos
[ASE— K]
¥iHE EXEC £— F
[
Y-UNOS IZBHT 2R ESCAT — X ADERERTT D,
KRNFIILTO LB,
+  Y-UNOS H&HE D% & (Y-UNOS)
«  Y-UNOS B&RE DK HE(Status)
+  Y-UNOS #4HED IPv4 7 K L A (IPv4-Address)
« {RSFVLAN O IPv4 7 KL A L ID £ RT 5
o bBgERO—E
o BT /L4 (Model)
s U 7V E(Serial)
o Ty —AU =T 3= 3 (Version)
+ MAC 7 K L A(MAC-Address)
s IPv4 7 R L A(IPv4-Address)
s 75 A 4 (HostName)

Y-UNOS FEHRE DR BE(Status) TIZLL FOWT NN E FRmT 5,
Status S|
Active Y-UNOS HERESEE L TV 2 RAE

Y-UNOS HEREASENE L TR U RBB(R Z » 7 HSREN A
72> TUND) X AK > 7 KHEFEFE D 7

Y-UNOS FEREDSENE L T2 W RBE(BRST VLAN (2 IPv4

Inactive(stack enable)

Inactive(no ipv4 address) T RUADERE I TR, 72T/ VLAN 28
I HE T LTND)

Disable Y-UNOS HEHE S M2 70 IR TG

[BEH

Y-UNOS fF# 2 R 7 5,

SWR2311P#show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
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RM-CR RMCR0O0001 Vv2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220
SWX2310-28GT 2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.30 PR5FHEH—

430.1 R A N DERE
EEy

hostname hostname

no hostname [hostname]
[/3F A —4F—]
hostname DR ASET S L UVEA L (63 SCTRAN)
KA N4
(R E]
hostname SWR2311P
[AFIE—F]
su—\Narz 4 b—varE—R

[

RA N ERET D,

AKawy RCHRELIZAA MIZa~vr FFar 7 e LTERT S, SNMP 77 B ARG AL, MIB A%
sysName Dffi & L CEHT %,

no JER THEAT Lo B 1L E & MIHMEIZ R T,
[BRE B
RA N4 % "yamaha"IZERET Do

SWR2311P (config) #hostname yamaha
yamaha (config) #

4.30.2 AT LADOFERE)
B

reload

restart
[AJ1E— K]
FiHE EXEC E— K
[RLBA]
VAT hEBEHT D,
[/— 1]
FITHORT(T =T a7 4 NDPEMEORT(AX— T v 7ar7 4 ) POERINTWDHEGA. FHLHE)
(C XD EFENEN D720, MBI U T, reload 2~ 2 RX° restart 2~ > RE/TH{IC, copy running-config
startup-config =~ > RC write 2~ 2 N, E/oidsave a2~ REEITT5HZ &,
[BEH]
VAT LEHEET D,

SWR2311P#reload
reboot system? (y/n): y

4.30.3 X EDAHIL
E&N|

cold start
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[AJIE— K]

et EXEC B— R

B

TR OR% E CHEENT %, SYSLOG H#1#{bT %,
[/ —H]

gy REFTRFICEHE SRR T — READTALENRD S,
Rt/ " AU — FOIIIRREDRIETIR, Aa~r FEFTTH5 2L TEEE A, Bib > TSR — N2 A H
FTHMERDY FT,

[EXE B

RIE Z AT %,

SWR2311P#cold start
Password:

4304SD H— KD~ b
E&

mount sd
[AFTE— R
JEHHE EXEC £ — R, F#KE EXEC £— R
[FLHA)
SD 1— KD~ v MLUEAZSEITT 5,

SD 71— FARRHIZHEEIC~ T > P END72OFETTHH4EIL/R, unmountsd 2~ R TP ~U 2 hEh
TWAERICFEITTDILELND D,

[/ =}
SD 1 — RiZ7 v~ v MREOH A, #HHATE 20,
[BEHI]

SD1—R&E~v 2 35,
SWR2311P>mount sd

4305SD h—FDT7 o~ K
[EX]

unmount sd
[AFTE— K]
JEHME EXEC £ — K, ### EXEC ©=— F
[FRHA]
SD 1— RDOT7 v~ MU FETT 5,
RKa<w REEITLR->720, Web GUL Enb 7 o~o 0 MU EZETLARWTSD I— K% SD Ay bovbik
WieE, —H 0S ETBEEOEE NN AGAER B 5,
[/ —F]
SD I—RiZ7 vr~vy MREDOGEA., EHTEZR,
B&=l|
SDh—K&7 o~y 95,

SWR2311P>unmount sd

4.30.6 F)#1 LED E— ROHRE
[EX]

led-mode default mode

no led-mode default
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[XT A —=HF—]
mode © WIHLED £— K
BREME iEA
link-act LINK/ACT &— K
poe PoE £— K
vlan VLAN £— K
off OFF T— K
[WIERRE]
led-mode default link-act
[AFIE—F]
Ja—)aryz 4 —y g rE'w—R
[

W LED £ — K& & ET 5,

Kavwr FaeFT45E RELICE— RFNTLED BRATT 5, £/, =7 =234 L STATUS £ — RNIZBATL72%
ATH, =7 —fREZRIZEE L7 LED £— RIZR 5,

no I CTHEATT 5 &, PIMIEREICR D,

[ EH]

¥ LED & — K% OFF £— RIZRET 5,

SWR2311P (config) #led-mode default off

4.30.7 LED &— FOFR
E&y

show led-mode
[AS1E— )
FERFME EXEC £ — K, 5t EXEC E— K
[RiAA]
LED £ — FOREREZRRT 5,
UToOHEAZERRT 5,
« I LED £&— FOKE
« HAED LED E— FDIRAE
[BREH]
LED &— ROREREEZ LT D,

SWR2311P>show led-mode
default mode : off
current mode : link-act

4.30.8 ~— b5 — LED JREEDOFE T

EEN
show error port-led
[AJTE— F]
FFrHE EXEC E— R, %M EXEC £— I
[BiA)
TT—RNREELTVWHLR—FDID L TFOT T —BERZFKRT D,

HAE S
loop-detected (blocking) N—THRHELCTryF 7
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HE B
loop-detected (shutdown) JL—7" g L C shutdown H
sfp rx-power error (low) SFP &2 L~V N IE R & 0 KT
sfp rx-power error (high) SFP Z M L~V IEF &I LV _E5F
poe error (port limit) PoE AR— h U X » MZ XV KEME L

PoE AT AU I v MZXVREEIE £/ H— KA
v RIZ L BB EME

poe error (PD error) PD = 7 —fHi L CHaEEfE Ik
[ EH]

R—hDOTT—REEZFRT D,
SWR2311P>show error port-led

poe error (system limit)

1D error
portl.1l poe error (PD error)
portl.2 loop-detected (blocking)
4309 [ZDAA vy FEHT) BEERLS
[EX]
find switch start sec method
[T A—F—]
sec o <5-3600>
[ZDAA v F T R
method : o HE
INTGRA—F— B
led F&€6CAR— b LED Z S S EE4,
[ASIE— K]
¥i#E EXEC £— K
[REA]
FBELEEE HET 1202, v F 28T WL EITT 5,
[/ —h]
BIfED LED & — KA OFF £— RFIZ/2 > TWAEA, LED Z AT £8 A,
[ EH]

LED IZX Y 10751 T2 DR v F 52T Hiesn+ 5,

SWR2311P#find switch start 10 led

43010 TZ DAL v TFZEHT | =ik
[EFR]
find switch stop
[AJIE— K]
¥t EXEC E— K
[FHA]
[ZDAAL v T BT HELEIET S,
(B EH]
(DAL v T E2HRT | WEEZEILT 5,

SWR2311P#find switch stop
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4.30.11 T\/X?A’F%ﬁ@/\\y y 7 ‘y7°

[ER

backup system
[AJIE— F]
F#HE EXEC E— R
B

AIROLL T ES SD — R~a bt —14 5,

« RE—RT v T arT 4 JH-#4 L ENOITHBET B
 startup-config select =~ >~ I\ DT

_}'L“—‘—»

+ boot prioritize sd =~ > K D% EfA
 boot aute-apply =~ > KO E

SD 51— R ® "/swr2311p/firmware" 7 # /L& 2 "swr2311p.bin" WIFELTZHE. Ny I T v 774 A Za—F 5,
SD 1— KRB~ hSNTWAHEEICRY T TE 5,

[/—}]

SD W — RNy 7T v 7SN T 7 A VIEHEL TOHIBRZThRnWZ &,

[BREH]

VAT DGRON Y I Ty T FATT D,

SWR2311P#backup system
Succeeded to backup system files and firmware file.

430.12 VAT LIEHRDOY XA T

(&=

restore system
[ASTE— ]
FiHE EXEC E— R
[FiH]

SD I— RN 7 T v F LT AT MMERERIE~Y 2 N TT 5,

SD A= RO I T v T THNINT 7 =BT =T 77 AVDPIHELIZSG G, EOT7 7 A VEHNTT 77— 4D
=T DEHHIT O,

UANT 4, ﬁt@]z’fiﬁbﬂé

SDA—RFRR~U v hENTND IZIRY ST TE %,

[ E B

VAT DMEREREASY X NT T D,

SWR2311P# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.02.01

New Revision: 2.02.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

Succeeded to restore system files.

SWR2311P#

4.30.13 ProAV & 7 7 L VEER DR E
EEy

proav profile-type fype [name name]

no proav profile-type
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[78T7 A= —]
type © ProAV 7’1 7 7 A JLFEH
BREME iEA
dante-primary Dante 774~ U —
dante-secondary Dante = > &% —
extron-nav Extron NAV
ndi NDI
name LTy A VR4
? AR — 2 &R CEA ST I K UNEARE 5(32 UFLLN)
[WIERRE]
L
[AS1E—F]
A HF =T 2 —AF— N
[

ProAV 7'mt 7 7 A MR & RET Do

Ao~y Rit. Web GUI @ ProAV 476 ~<— T VLAN & ProAV 71 7 7 A L ORHEERBI D7 D12 VN B 5.
[/ —h]

AKAax FIZVLAN A ¥ —7 == ZZDOHRETE D,

ARa<w 2 R CLITTHEITLTH, ProAV 7’0 7 7 A L OFGEITHE M Sz,
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R

A B —7 = —AH|HE

el

5.1.1 FEBASC DX

[EX]
description /ine
no description

[73T A =4 —]
line DA ST LU R (80 SLFLI)
KR B —T = — ATKT DA
(AR RE
no description
[AJ1E— F]
AH—=T7=2—AF—F
B
HRA 2 —7 == AT L TR EZRET D, no JEARTIIT LI2GEIR, S CZHIRT 5,
B!

LAN R— R #1 [ZEBACERET D,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #description Connected to rtxl21l0-router

512V %y hE TV

EEN
shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[BiA)

MBRAVH =T 2—A% vy N L TER LWL 1295,

RKavw RIRREINTA U F—T 2 — AL, #EfInTb I 77 v 7 Lelkd,
no B CTEIT LG AIE, WAV —T 2 —RAEFEHTE DL 125D,

[/—}]

A~ RIiX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D HG% iE FhE,

B VA — T 2 — ARG L L TR RERELTESGAIX, TOA ¥ —T7 =R IR THETO
LAN/SFP /R — DR ENEHE I D,

[ E 5]

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #shutdown
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5.1.3 BEHE - BEET— FORE
[ER
speed-duplex type
no speed-duplex
[XT A —=F—]
ype DOBEHE - EmEE—-RAA T
BERE - BfEE—FN&4A(4 7 B!
auto F— I — g9
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E
speed-duplex auto
IASE— ]
A HF =T z—AE—F
B

BEHE L BET— RERET D,
no R TEIT L2 AIIWEIR EICERE 5,
[/ —F]

RAv U RICRDOREELZIT) &, YA =T == AR—FC) 7 X0 T 5,

ARz~ RIX LAN/SFP 7R — R 2D A% 7E I HE,
LAN R— ~Z typel0000-full (5% E T 7200,

A RR— MIRIETE D ppe 1T auto & 1000-full DA TH %,

[BEH]
LAN R— b #1 O@(5 /185 E— N % 100Mbps/Full (Z5%E

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #speed-duplex 100-full

5.1.4 MRU & E

&

mru mru

no mru
ST A—5—]
mru T <64-10240>

ZAEATRER KT L — LY A A(RET HEITHEETH D Z &)

[FIEIERE]

mru 1522

[AS1E—F]

A B =Tz —AFE— N

B

ZAEFRER IR KN 7 L— LY A XEFET D,
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no JER THEAT LI SAITIR EIT R S,

[/—}]
AKza< 2 R LAN/SFP R — MMI D B3 E T HE,
(B EH]

LAN &"— b #1 ® mru % 9000 /XA MIFRET D,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #mru 9000

515270 R/ Ak L— HERHBIERE

[EF

mdix auto action
no mdix auto

[/XT A —=HF—]
type : r7r A S AR L— N BEPHRO#EE
REME S
enable 7 mA/A b L— b BRI Z AT D
disable 7 m A/A b L— b HEPAE 2 BT 5
(IR E]
mdix auto enable
[AS1E— F]
A F—=T=2—AE—F
[@i ]

7 A A L— FEEERZ AT D, AT D L BEIRICLER T —T VR X A T (A b L— FETi3s

B 2Rt L, Bkt 2 EUICRET D,

no G THEAT LG G IR, BEVHBIAEZNIZ/Z2 D MDI & 725,

[/—}]

A< Fid LAN R — MO B E T HE,

AKa<wr RICEDRELEFEZITI & BHgA v A —T =2 — AN v 7 X 45,
[BREH]

LANAR—hF#1l ®Z7 n A X F L— h O HEPHIBIRR E & BT 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #mdix auto disable

5.1.6 EEE g% &
(&=
eee action
no eee
[78T7 A —=F—]
type :  EEE O@jfE
RIEME iEA
enable EEE /T 5%
disable EEE Z 0235
(IR )

eee disable



[AFTE— F]
A H =T 2 —AF— K
B

4485 JI¥%BE Energy Efficient Ethernet(EEE) % A ZhiZ 3 5,

no I CTHEAT L7254 1%, EEE WNELZ/2 5,
[/ —H]
Kz~ FIZLAN &A— MIOLETEAHE,
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KAaxwy FICRORELEZITO & HgA v A —T == AN B 7 40 T %,

[ EH]
LAN R— k #1 @ EEE BT 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #eee enable

5.1.7 EEE XL A B &2 RRT D

[#FX]
show eee capabilities interface ifname
[/RT A —F—]
ifname LAN R— hDA UV H—T =— R4
FHRTHA LA —T 2 —A
[AJ1E— K]
FEFFHE EXEC E— N, F¢kE EXEC £— R
[FLFA]
FRELIEA VX —T 2= AN EEE IZHIE LTV DENE I hERRT D,
UTFTOHEANFEREND,
HH A
interface A H—=T 2—RA%

EEE(efficient-ethernet)

H & 73 EEE IZ% s L T B 20>

Link Partner

$HEHEDS BEE (255 L TUN B asH

[/—

SIS N B ST W AR WAL, EEE IZRSE L TWARWE EREINS,

[BREBH]
LAN 7R— b #1 ® EEE ®Ht Al & FRd 5,
D628 EEE (2%t L TV 535450
SWR2311P#show eee capabilities interface
interface:portl.l
EEE (efficient-ethernet) :
Link Partner

(1000-T,
(1000-T,

yes
yes

[ E#% 23 EEE 125G L TR0 GA]

SWR2311P#show eee capabilities interface
interface:portl.1l
EEE (efficient-ethernet) :
Link Partner

yes (1000-T,
not enabled

51.8 EEE 27— & R [EREFRT S

portl.l
100-TX)
100-TX)
portl.1l

100-TX)

[

show eee status interface ifname
P85 A —&—]

ifname

LANAR— DA v HZ—T = — A4
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BRTAEA LB —T 2 —RA

[AJ1E—F]
FEFHE EXEC £— N, Kb EXEC T— F
[FFA]
ELIEA L H—T 2—ADEEE AT — X A% FKrt 5,
UToHEANE RSN,

HH A
interface AU H—T x—R%
EEE(efficient-ethernet) EEE A ZhE )
Rx LPI Status ZfEMOBEESE— FOIREE
Tx LPI Status ERMOEEST— FOIRRE
Wake Error Count TT—AU b
[BRE ]

LAN /R— h #1 ® BEEE A7 — X Rk £KRT 5,

[EEE 2 DH55]

SWR2311P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status :  None

Tx LPI Status :  None
Wake Error Count : 0

[EEE 352D DH54]
SWR2311P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE NE N 2EES)E— R~BATHDOGA
SWR2311P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE NH NN OB EIE— RABITL TV D54]
SWR2311P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 R —FIT7—1) UV TDORE

EEN!
mirror interface ifname direction direct
no mirror interface ifname [direction direct]

[F—T— K]
direction D N T T v OER R ERET D
[T A—F—]

ifname : LAN/SFP R— b DA VX —T = — A%

NFT 4 I HIT=V T HA =T 2 — A
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direct D NI T 4w OB T
N7 4 v 7 DEHFIN B
both AR & EE MO ST
receive A
transmit EIE A
(18I E]
L
[AFTE— F]
A H =T 2 —RAF— R
[FRHA]
RRA LV H—T 2= RAE A=T 7—7R— b ifname & T =4 —R— & LT, direct CRREINTZ T T4 v T &
=V T35,
no B TEITLIZEEIE. 27—V 7 oRELZHIRT 5,
[/—F]

AKza< > R LAN/SFP R — F O L3 E T HE,
AT 7 —R—PMNIBRETEDA L H—T—RT 1 DD,

(B EH]
IANR—F#l Z#RA=T77—R—FL LT LANR—F#4 DFEZET L —LE LANR— M #5 OEE 7L —0 %3
F—=V T35,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #mirror interface portl.4 direction both
SWR2311P (config-if) #mirror interface portl.5 direction transmit

5110 R— h X F—1 VT DIREER

[ER
show mirror [interface ifname]
[F—7—F]
interface D RRTLERA— N EEET D
[/XT A—&—]
ifname : LAN/SFP ' R— "D A vV H—T = — A4,
FRT DA — b
[AFIE—F]
FHHrHE EXEC E— R, %M EXEC E— N
B

R—=hrIT7—=V VT ORELFR T D, interface ZEME L72BEIL. ETOERR— MIHTIRERRRIND,
1 OOEMRFR— T L2, LFOHEERFRRIND,

HE B
Monitored Port R — DA L H—T 2 — R4,
Sniffer Port A=T 7 —R— DA H—T = — A4
Direction N7 74y 7 OEERTTM

B!

IT7—V IR NDOEREEETRT D,
SWR2311P#show mirror

Sniffer Port Monitored Port Direction
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portl.1l portl.4 both
portl.1l portl.5 transmit

5011 A V' F—7 = —ADIREFER

Egv
show interface [ type [ index ] |
[T A—F—]
type LA HE =T 2 — AT
AV E—T2—RAEALT B!
port ML A —T 2 — R
vlan VLAN f ' HZ—T = — A
sa ABT 4 Vi o H—T = — A
po LACP #mBiA v X —T = — X
index AT I AR
fvHE—7x—R1ID S
WA B —T = — ADAK v 7 ID(S), &
S.X RICHIFENT2BEFX)EFET D, X
SWR2311P X, A% v 7 ID=1 [EE,
<1—4094> VLAN ID Z457E9 %,
B ABRT 4 ViGEA LV —T 2 — A EE
<1796 e 5.
<l—127> zmmﬁﬁ4y&~7l—x§%%%ﬁﬁ
[AJ1E— ]
FFiHE EXEC £ — N, F7HE EXEC £— R
[LAA]
ifname THRE LA V¥ —7 = —ADWREEZEXRT D, ifname ZEWE LTZGEX, 2TOA ¥ —7 = —ADIREE
BRTT D,
UTOHEANERISND,
HH BB
Interface AU HF—T 2 — R
U AT —H A %2 (shutdown
IFEREZFTRT D)
Link is « shutdown g% &K : (by shutdown)
o KR— T —KHE: (by err-
disable)
Hardware is A v H—7 = — AFEH(Ethernet,
VLAN 72 &)
HW addr PELMAC)T RL A %1
Description A H =T = — ADFHIL
iflndex AR =T 2 —AA T v 7 AEE
MRU Maximum Receive Unit %4
L ARP % A L7 7 MRF[#(ARP = |
ARP ageing timeout Y — (R %3
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EHH B
BEHEE, BET— FOREHEL®)
-Dupl o e
Speed-Duplex TEIREE X1
Auto MDI/MDIX Auto MDUMDIX A %h/#%h %1
IP7 RLA/~AZE %3(IP7 FL
IPv4 add e _
v4 address ARTEREOHRFRIID)
IP7u— R ¥y AT RLA %3 (P
broadcast

7 FUARERFDHFRIND)

A vy FHR—FDE—FR
Switchport mode s access: ¥ U7 L
« trunk: ¥ 7 fF&

ANZ 4 B2V w7 DIRRE
Ingress filter * enable : A%
+ disable : %)

ZAEFREIR 7 L— LB AT
Al RTDTL—LEZFE Y
Acceptable frame types AIEAMR7Z L)

+ vlan-tagged only : VLAN % 77 Off
W27 L= ADREE

27 L7 L —A%H 5 VLANID

o X7 LER—FOHE:
switchport access vlan =~ > N C
f7E L7z VLAN

Default Vlan . HUER— N OBE AT 4
7 VLAN

o HZITfFER—NTETFENT Y
kD HZAGERE D56 : None

o KRIEERF : vianl

WA H—T 2 — AREE LT

Configured Vlans % VLANID ®—W&
packets 2Ty X2
bytes ZAF A MK %2
input multicast packets ZEZNT XX A MoXy M %2
ZAE Ny T 7RIV LTy N %
drop packets
2,%5
packets EIE Ty MR o%2
bytes EIEANA MEox2
multicast packets EE~LVTF v A MRy Mx2
output
EETr—RFFx 2 3Ty M
broadcast packets 5
T Ray T LIRE Ty MK
drop packets %2,%5

X1 WMEA X —T 2 — ADIHFR

X2WMBEA LV F—T = — A @B U — T 2 — ADIHEIR

%3 VLAN A ¥ — 7 = — AD B FER

4B A —T 22— ABLORVLAN A VX — T =2 —AZADEEIT. FOA L H—T2—RAZBLTWAYEA
B —"T7 = — A D g/ IMBE & T

X5 7=V Ra vy TRENRGEICERE R, BRI EOFROARRTINET,
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[ EH]
LAN R— k #1 OAREEZ FRT D,

SWR2311P# show interface port 1.1
Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description: Connected to router
ifIndex 5001, MRU 1522
Speed-Duplex: auto (configured), 1000-full (current)
Auto MDI/MDIX: on
Vlan info:

Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan 3 1
Configured Vlans : 1
Interface counter:
input packets : 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895

multicast packets: 628
broadcast packets: 0
drop packets : 0

VLAN #1 DIRBEZ R RT D,
SWR2311P#show interface vlan 1
Interface vlanl
Hardware is VLAN
Description: Connected to router (VLAN)
ifIndex 301, ARP ageing timeout 1200
IPv4 address 192.168.100.240/24 broadcast 192.168.100.255
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3(u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.S8(u)

5112 4 V' H—7 = — ZADIREOH F RN

[EX]
show interface brief
[AFTE— F]
FERFME EXEC *E— K, §5# EXEC E— K, f@pl=a> 747 L —ra v E— K
B
A B =T 2 —ZADIREEHGRRT 5,
TFToOHEENERIND,

EHH BH

gl%

Interface AVH—T x— R4

Type A B =T = — AFER| %2

PVID i; L7 L —2u%4%% 5 VLANID

AA y FR—=FDE—F %2
Mode e access: X772 L
o trunk: ¥ 7 fF&

Status Vo RAT—HA
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B
Voo X2y OER

+ AD: shutdown % &

« ED: R— =T —H
« PD: EFELISt

g&li

HAE

Reason

Speed BE I OEEIREE %2

BT A3BA & —T7 =2 —ADFH

B %1

© (8): AXT A v T S =T
= — A

« (P):LACPBilf v HF—T x—X

BT 5BEA v 2 —7 =—ADID

Description A B —T = —ADFAL

Port Ch

X1 WA B —T 2 — ADBFR

X2WPRA LV H—T 2 — A GBSV H — T = — ADHFIR
[ EH]

A B =T 2 — ADRELTHHFERT D,
SWR2311P#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.1l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up = lg = =
portl.3 ETH 1 access down PD auto -- ==
portl.4 ETH 1 access down AD auto -- ==
portl.5 ETH 1 access up == lg == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up == 1g == ==
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up - -

vlan2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1g ==

5013 A F—Tx—AD Vv I

&y
interface reset ifname
P85 A—&—]
ifname : LAN/SFP F— M EiTimEEA v ¥ —T = — X
Uty hHf 02 —7x2—2R
[AJ1E— ]

HrfE EXEC £— R
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[FAA]
EELTA X —T7=2—R %)y b5,
[/—H

WHRA L Z =T =2—ADY 7 REE VY P L, V7 2BiELT D,

mEB. Uty MTHEN—RIZY 7 Z T U RRET D,

FRERA o — T = — AZFTE LT % LAN/SFP AR — R

[BREH
LANAR—F#1 2ty M5
SWR2311P#interface reset portl.1l

5114 7V —AL A U F—FRKR

IFEATTE 2R,

EN

show frame-counter [ifname]
[NF A—F—]
ifname LAN/SFP R— DA > X —T = — A%,

BT DAL H—Tx—RA
[AS1E— ]
FFrHE EXEC E— N, F#kE EXEC £— R
[RLBA]
ifname CIRELTcA V=T =2—ADT L—L N Z—IFWRELRRT D, ifname ZEM LIZHEIX, £2TOA
B —T7 2 — ADIERERRT D,
ITOEANFRREND,
HH A

Packets EE/ZENT Y MR
Octets HEE/ZEF 7T > MR

Broadcast packets

Ta— kF X by bR R

Multicast packets

A FF A RSy R EIER IR

Unicast packets

2=F v A NIy MEEERZEEK

Undersize packets

T U= RNy NEAEE(64 AT T BART DR
7 )

Oversize packets

Fr—= =Y ARy NAERA523 A7 T v R D
sy B

T 7 A "Ry NEAEH(64 A7 T > MR T CRC

Fragments NERETHDH/7 v b)

Jabbers Py NNy RARH(1523 A7 T PLLET CRC
WERETH Dy R %)

FCS errors FCS =7 — "7 v M8

RX errors T 5 — ¥

TX etrors EETIT—H

Collisions 2 Vg R

Drop packets 7N 1\ "y Lffi’i:%/\"#:/ O AP g = (Ui
DZFETERNoT 37y M %2

64octet packets 64 F 7T FEOS Y FEZEK

65-1270octet packets

65~127 47T v ROy FEEHK

128-2550ctet packets

128~255 477 v hEDO/NT v MEEE
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HH A
256-511octet packets 256~511 A7 T v FRO/NRT v MEZER
512-10230ctet packets 512~1023 &7 7 v FREDO/RT > MEZERK
1024-MAXoctet packets 1024~ KA 27 7 v MR DD/ > MEZER

1 KA EZ—7 2 —AD MRU T L TEET A,

X2 7 —)V Fa vy IRENLRGAICEROFR,. BHLRGEICIEZEOEROAFRREINET,
(B EH]

LIANR—F#1 DT L —A BT X —%FqrT 5,

SWR2311P#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
Packets : 84
Octets : 6721
Broadcast packets : 8
Multicast packets : 76
Unicast packets : 0
Undersize packets 0
Oversize packets : 0
Fragments 0
Jabbers : 0
FCS errors 0
RX errors 0

Transmitted:
Packets : 91
Octets : 11193
Broadcast packets : 0
Multicast packets : 91
Unicast packets : 0
TX errors : 0
Collisions : 0
Drop packets 3 0

Received and Transmitted:
6doctet packets : 1
65-127octet packets 1
128-2550ctet packets : 7
256-511loctet packets : 1
512-1023octet packets : 0
1024-MAXoctet packets 0

50157 V=LAV Z—DI7 V)T
E&

clear counters ifname

clear counters all
[F—T—F]
all IR TDOAE =T 2= ADT =L I E—% 7 VT T 5
87 X —5—]
ifname : LAN/SFP R— M EidGwBlA v X —T = —ADA VB —T = — A4
XRDA B —T = —R
AHE— K]
FitE EXEC E— R
[@ ]
A HE—T 2 —ADT VL —AH I X —% T T+ 5,
ifname ZIEE LTG5 EIE. TDOA X —T =2—AD T L—L IO X —% 7 VT T 5,
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ifname \ZFHERA X — T 2= AEARE LB AR, TDOA v F—T = —AZFTET 54 TD LAN/SFP R— h D7 L

— LA =7 VT D,
[BXEH]

IANR—F#1 DT L —A BT X —% 7 U T T 5,

SWR2311P#clear counters portl.l

5.1.16 SFP & = — /L DIREER R

E&

show ddm status [interface ifname]

[F—Y—F]
interface
ST R —5—]

ifname

#Rx9 D SFP AR— k

[AJTE—F]

FEHHE EXEC E— K,
[FREA]

SFP &Y 2 — /LDOREEZF T 5,

1 DOBEBIZx LT SFP AR— h T & IZBIEfE, FIREHE,

HikE EXEC E— R

#£R9 5 SFP A— FEIEET D

SFP R— DA v X —T = — A4

TIREEN RSN D,

HH

B

Temperature

Y 2 — LRI (CC)

Voltage

EHAE(V)

Current

FEHLIE(mA)

TX-Power

F D 3 FE (dBm)

RX-Power

2 3 D% FE(dBm)

[ EH]
SFP & 2 —/VOIRIEE T RT 5,
SWR2311P#show ddm status

Temperature
Interface (Celsius)
portl.9 34.6
portl.10 35.2
Voltage
Interface (V)
portl.9 3.28
portl.10 3.28
Current
Interface (mA)
portl.9 6.0
portl.10 7.0
TX-Power
Interface (dBm)
portl.9 -6.4570
portl.10 -6.0102
RX-Power
Interface (dBm)

High Alarm
Threshold

High Alarm
Threshold

High Alarm
Threshold

High Alarm
Threshold

High Alarm
Threshold

High Warning
Threshold

High Warning
Threshold

High Warning
Threshold

High Warning
Threshold

High Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

-10.5012
-10.5012

Low Alarm
Threshold




av U R T77 LR | A F—7 = —AHl{H | 165

portl.9 -40.0000 -2.0004 -3.0008 -17.0115 -18.0134
portl.10 -40.0000 -2.0004 -3.0008 -17.0115 -18.0134

51.17SFP F¥ 2 — /LD L~ )VEH OB E
BN

sfp-monitor rx-power action

no sfp-monitor rx-power

[T A—F—]
action : SFP &Y 2 — /LD L~V O E
REME 2
3 — =7, N\ g Fits Fsh )~
enable SFP E ¥ 2 — /LD L~ LB A A3
T 5
R - =7, N2 ~ B AL A5 z
disable SFP & = — /LD Y6 L~V EEAR % 5 |
T5
[FIEIERE]
sfp-monitor rx-power enable
[AF1E— ]
Ja—nm)arz 4 S L— g rEw— R
[RRBA]
SFP & ¥ 2 — /LD V- IV 2 BOET 5,
[ EH]

SFP &Y 2 — /LD L~V 2 24 5,

SWR2311P (config) #sfp-monitor rx-power disable
5.1.18 X5 ¥ = —DFEHARERDOREC AT L)

E&y

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[T A—=HF—]
action D VAT AEROEEF 2 — O B O E
RIEE B!
enable VAT DEEDFEF 2 — O REH &
AT D
. VAT LDRRDEEF 2 — O HRER A
disable I
(AR E
tx-queue-monitor usage-rate enable
[ASIE—F]
Ja—)ar 74—y g F— KR
B

VAT A BEEROEEX = —OFARERE G E I BT 5,
no IR CHAT L= & 30 I RET,
[/ —F]

EEF 2 —OFEHREREZANCT H70I2E, Ka<vr FIZMAT, A ¥ =7 =2—ATHREF 2 — DR
B2 AT DUERD D,
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[BREH]
VAT LR TEEF 2 — O HRER LN D,
SWR2311P (config) #tx—queue-monitor usage-rate disable
5.1.19 EEF = —DERAEEFOREA v F—T7 = —X)
[EFR]

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[/3T A—HF—]
action DORBA E— T 2= ADEEF 2 — O HRERORE
BEE B
enable KGA L F—T = — ADEEF 2 — DfEH]
REREZANTT D
i A B —T 2= ZADEEF 2 — D
disable R T
[WIHIRRE]
tx-queue-monitor usage-rate enable
[AS1E— ]
B —Tz—AEFE—FR
[

HRA LV H—T 2 — ADEEF 2 — O HREWR 2B E 213N T 5,

no IR CHFAT LI G & I3 IR E IR T,

[/ —}]

A~ Ri% LAN/SFP iR — MMZ DB E Al HE,

PEEX 2 —OEHREREZANCT D010, Ka<vr FIIMA T, Y AT AEETHEEF 2 — O I REH
EANNCT DUEND D,

[ EH]

LAN R— | #1 OE[F ¥ = — O AREH %2 8235,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #tx-queue-monitor usage-rate disable

5.1.20 EEF 2 —DFEHAREHRORER R

E&y
show tx-queue-monitor
[AJIE— ]
FEREHE EXEC £ — N, ik EXEC £— F
[@iH]

HEEF 2 —OFEHREROREERRT D,
KANEITLLTOLEEY,
o VAT AEROFEEX 2 — O HREROHKE
« LAN/SFP A— bk Z & OFGE

o A2 H—T x—AL(port)

* LAN/SFP 7" — R OE[F ¥ = — O F AL DX E (usage-rate),
[ EH]
HEEF 2 —OEAREROBRIEZ 27T 5,

SWR2311P>show tx-queue-monitor
usage-rate: Enable
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port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

52V 0770 —vayv

S22 AZT 4 v 7wBA LV E—T = —ADRE
[F=

static-channel-group link-id

no static-channel-group

[/XT A= —]
link-id o <1-96>
ABT 4 Vi A v H—T = — AF
[ASIE—F]
Ao H =T 2—AF—FR
[RLFA]

MHRA VA —T 2 — A% link-id TYRELIEZAZT 4 v VigHA VX —T7 =2 — R AT &Y 5,

no R TET LIRS, MBA L H—T 2 —REAXT 4 v VimBA A —T == ANLHIBSE 5D,

[/ —F]

AKza< 2 R LAN/SFP AR — MMI DB 3% E Al HE,

ART 4 TIBA B —T 2 — ADNFLE LR link-id \25%F L C, LAN/SFP "R— h ZFT)E S8 2 5E1%. Fzlc
BT 4 VB v —T = —ADREREND,

ABT 4 VA v H =T 2= ADLBGR ISR, PR T 5 LAN/SFP AR — RV IELS e o 7235813, AX T+«
9 VEHERA B —T 2 — AR EN D,

1 ODART 4 v VB A v X —T7 = — AT K8 DD LAN/SSFP R— F 2B &S5 2 LR Tx 5,

BECHFEL TCWD AT 4y VigiA v F— 7 = — R L TR S E 55613, LANSSFPAR— K& R ZT 4 v 7
BV H—T 2= AT, LTOBREEZETHI®L L, REBPRRDIGEITI=T—L72D,

¢ VLAN OFE

© QoS D hTARNE—RFEGT 74/ bk CoSHH, A— MELEZET)

o L—THRHOFREOV—THREOERER, RN— T vy X T OFR/AER)

TN AFT 4w VB v 2 — T = —APER SN D ETE. LAN/SFP AR — b D EFEREN A X T 4 v 7 il A
VE—T 2 —ADHMHRE LR D,

LAN/SFP iR— h B A X T 4 v Vi A v A —T =2 — A ZATB &5 &, MSTP ORENVIFREEIZR D, F-.
ABT 4 VA U H—T 2= AL LT 5E H MSTP O EN YIS EMICR 5,

1 -2 LAN/SFP iR — M 2 OB, v X — T = —XIZATB S8 5 Z ST RV, no B THIE ST b R
RAREA L E—T 2—RAIBISEE T L,

Bal]

LANKR—F#l ZAZT 4 v VA VX —T7 = — A #5 IR S 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #static-channel-group 5

522 RAZT 4 v VEREA VE— T = —ADREBERT
[EX]

show static-channel-group
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[AJS1E—F]
FERFME EXEC & — |, ¥7# EXEC £— R
[FFA]
AT 4y iAo H—T = — ADKEERTT D,
GHETDAXT 4 v VimBA v H—T =2— AT LIZULFOHEERR RTINS,
o AZT Ay TwmA v H—T = — A
e b— FRT RO L—L
s FTELTWVWD LAN/SFP R— h DA v ¥ —T = — A%,
01— RNT 2 ZERED L — 2OV T X, port-channel load-balance 1~ > KD type /3T A —H —LZMD T L,
[BREH]
ABT 4w Vi VH—T = — ADRREERKIRT D,
SWR2311P#show static-channel-group

% Static Aggregator: sab
% Load balancing: src-dst-mac

% Member:
portl.1l
portl.2
portl.3
portl.4

523 LACP HBEA LA —T 2 — ADHRE
[

channel-group /ink-id mode mode

no channel-group

[23F A —&—]
link-id o <1-127>
LACP ¥R A v #— T = — A &K=
mode D ®EE— R
mode Eo3]
LACP % ACTIVE £— K CHBEESH 5,
active ACTIVE E— R Cid, ®fmgaicxt L CHR
B2 LACP 7 L — A% 5EET 5,
LACP % PASSIVE £— R CHfES® 5,
Issive PASSIVE &— RTIX, %frizs7>5 LACP
P 7 L— L% %G LB AICOR LACP 7 L
— LEEET D,
[AJTE— K]
Ao HE—Tz—AF— R
B

RGA B —T = — R % link-id THRE L2 LACP faHilf v ¥ —7 = — A CHTB S ¥ 5,

no B THEITLIEBAIL, B A F—T 2 — 2% LACP A v X — 7 = —ANLPILREE S,

[/—}]

A~ RiX LAN/SFP AR — NI D AR E AlHE,

LACP i@#iA v % —7 = — A|Z LAN/SFP AR — N Z @ S H 755513, 243#% LAN/SFP /R — K IZ lacp timeout long 737%

EIND,
F7o. LACP il A 4 —7 = —ANGIB S 725613, 2% LAN/SFP AR — k@ lacp timeout =~ > R DFXE N
HIBR S 4L 5,

LACP i A v % — 7 = — ADFLE LR link-id (2% L C, LAN/SFP iR— b ZFTJ@ S ¥ 5388 1%. #7212 LACP i
HA L2 —T 2 —ANEREND,

LACP iHEEA ¥ — 7 = — AP LRS- 85 8. FTE 35 LAN/SFP R — M MEL 72 o 7285613, LACP #REi» >
B—T x—ADNHIBREND,



av R T77 LR | A F—7 x—AHl{H | 169
1 2O LACP#BEA v X —T7 = — AIZE K 12 D LAN/SFP AR— F2FHE S5 Z LT 5,

FTIE 3% LAN/SFP iR — %23, 8 ©F TlX LACP GiBiiA v ¥ — 7 = — AZHIFFIC A LI, 8§ D& B X 72320
TIHEEREIHEZ TOMER— N 5D,

H{EE— R " FED LAN/SFP ;" — NI LACP UV > 7 7 7V 77— a Zxbii L7ev, (FTEIXrIaE72 723 LACP Y
YO T V=g LTEMEIZLZRV,)

WL AN 72 D LAN/SFP 7R — b3 — LACP fa A v X — 7 = — AR L CWO DA OBMEITX BEE Y >
TV = a OREIMET D, FEMIE lacp multi-speed 2~ > RESZHOZ &

BEL ﬁfbfwéLMP HELA X — 7 = — A% L C LAN/SFP 7R — F Z @ S8 584 1%, LAN/SFP iR— h &
LACPfa#if v X —7 = — AT, UTFTORELZETHIEHZ &O&EbﬁﬁéﬁAﬁi7 s,

+ VLAN D% 7E

* QoS DT A ME—RNRET 74/ b CoSHH, AN— MEELELZET)

o V—TRHEOBREN—TREOENIES, R— T 0 v X7 OFNEL)

BT LACP f# A v ¥ — 7 = — AN ER SN DA X, LAN/SFP AR — ~ @ LR E 2 LACP fnfiA v ¥ —7 = —
ADYERE & 72 %,

LAN/SFP 7R— k% LACP #iBiA L # — 7 = — AR S8 5 &, MSTP OFFENIHR EEICR D,

72, LACP #BlA v & —7 = — AN SRR L7254 MSTP Os% EN IR EMEICRE S,

1 ©2® LAN/SFP 7R — N ZHEOFREEA v X — 7 = —RZFTE S5 2 L ITHke

no IR CHIR I THOELDIHEA X —T =2—RAIBEIEDLZ &,

B!

LAN 7R— k #1 % ACTIVE &— F T LACP #flA v ¥ —7 = — A #10 IZFT@ S ¥ 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #channel-group 10 mode active

5.2.4 LACP fa#iA V& — 7 = — A DIRERR

E&N|

show etherchannel [ifname]
[T A—F—]
ifname : LAN/SFP R— hDA v X —T = — A4,

LACP @Bl A v X — 7 = —AZMHR L TWNDHA L H—T = — R

[AJ1E— K]
FJEHFHE EXEC £— K, ff#E EXEC £— K
[RFA]

ifname %AW L7236, LACP fRfliaf v ¥ —7 = — ADREEE K RT B,
TEET A LACP#HA v ¥ — 7 2 — AT L IZUTOHEAERER SN,

s LACPHEEA LV HZ—T = — R4

o T— RNXT U AMEED )L— L

o FTEBLTCWA LAN/SFP R— h DA X —T =— A%

02— RNZ  AEBED L— /L2 DU T L, port-channel load-balance =~ > R®D type /X7 A — X —HWHD Z &,

ifname & FRE L7285, LACP iAo ¥ —7 = — R Z#p LT 5, LAN/SFP R— b DIRFEZ FRT 5,
UTOHEENRERIND,

HH LA
Etherchannel portN.N LAN/SFP 7" — 44

Wy BRI 72 R % FR 15 5§ (bandwidth,duplex,mru, VLAN
D> B 1ERR)

Physical admin key
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HAE

B

Receive machine state

LACP 7'1 |k =2/l Receive machine 3B DR HE
* "Invalid"

e "Initialize"

* "Port disabled"

* "LACP disabled"

» "Expired"

¢ "Defaulted"

e "Current"

Periodic Transmission machine state

LACP 7' 17 k =1L Periodic Transmission 3242545 DR HE
e "Invalid"

*  "No periodic"

+  "Fast periodic" (1 FPfHI[E CTi%(F)

+ "Slow periodic" (30 F>EfE TiEE)

* "Periodic"

LACP 7 & k @1/l Receive machine B4 DR HE
e "Detached"

Mux machine state +  "Waiting"
« "Attached"
+ "Collecting/Distributing"
fitt FRRE
Selection * "Selected )
* "Unselectedic"
+ "Standby"
Information LU DF % 2 Hi(Actor B4y BE . Partner X [4HTF)
Aggregator ID LACP o5 ID

Information TIZLL FDIHERNFR RIS,

HH B

LAG LACP AT LID(ZFT7A4F VT 4, MACT KL R)
Admin Key LACP DIt & 72 5 IDGREEAR — N & 7)
Port priority LACP 7~ — MBS

Ifindex A B =T 2 — AT

Timeout Timeout fE("Long"=90 >, "Short"=3 #})
Active LACP #1f{EE— F("Active", "Passive")
Synchronized Synchronization 7 7 7'

Collecting Collecting 7 7 7'

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[EXE B

LACP A v ¥ — 7 = — ADREEZ T T D,

SWR2311P#show etherchannel
% Lacp Aggregator: pol0
% Load balancing: src-dst-mac
% Member:
portl.l
portl.2
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portl.3
portl.4
LACP A v #—7 = — A Z KR LT\ %5, LAN/SFP AR— h DIRREZ FoRT 5,

SWR2311P#show etherchannel portl.l
Etherchannel portl.1l

Physical admin key 3
Receive machine state Current
Periodic Transmission machine state Slow periodic
Mux machine state Collecting/Distributing
Selection Selected
Information Actor Partner
LAG 0x8000, 00-al0-de-e0-e0-e0 0x8000, 00-a0-de-11-11-11
Admin Key 0001 0001
Port Priority 32768 32768
Ifindex 5001 5001
Timeout Long Long
Active 1 1
Synchronized 1 1
Collecting 1 1
Distributing 1 1
Defaulted 0 0
Expired 0 0

525 LACP AT MELEDOHRE

[ER
lacp system-priority priority

no lacp system-priority

[T A—F—]
priority ;. <1-65535>
LACP ¥ AT NS
NSV SR E
[FIHIRRE]
lacp system-priority 32768
[AF1E—F]
srua—\)arz 4 S —varE' =R
[

LACP v AT AMERIEEZFRTET 5,
no FERCTEIT LG A ITREEZ WM R T,

[/ —}

LACP #BEA & 5 — 7 = — A DSRTAHESE & HobE S - . o AT MMESEHE 2 Holle LT B SRHEDS BV J5 1 e S
5z b,

[BREH]

LACP ¥ 27 LMBIJEE 2 100 IZRRET 5.
SWR2311P(config) #lacp system-priority 100

5.2.6 LACP > 2T AMBHREDOFE R
[ER]
show lacp sys-id
[AFTE— ]
JEHEHE EXEC & — R, #§# EXEC E— R
[
LACP ¥ AT MMESE L LACP AT A ID 29 5,
UTOEANERIND,
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« LACP v A7 LS (0x THE D 16 HEE)
e« LACP VA7 A ID
[/ —}]
LACP ¥ A7 LESEEELT, lacp system-priority =~ > R CRETE 5,
LACP v A7 A ID X, MACT RLAMLAEREIND,
[ EH]
LACP DY AT LMEFREZRTT D,

SWR2311P>show lacp sys-id
% System 0x8000, 00-al0-de-e0-e0-e0

527LACP BEEY L7 7V F—2a VORE
[

lacp multi-speed switch

no lacp multi-speed

[/NT A—F—]
switch D BEEEYV TV —v g UHBEDOE R - AR E
REE i
enable i WEY T TN —a EARIC
disable % WEY T 7Y = a RN
(IR E]
lacp multi-speed disable
ASE— ]
sa—s\)var7 4 b—3a E— R
[ﬁ%]

LACP IZBIJDBEHEY 7 T 7V F— a UHEREORL) « Wz ET 5,

no JEX CHEAT LG E TR EE WHEIZRE T,

[/ — 1]

BREY o T 7N = a URERIOSA OEME

o KRB FE— D) ETOTRCOFBR— FE@EHEIELOTT 77 4 71T 5,

s B— RKRTURTTRTOFTER— M ZRZEIZH D,

o KIS R DWERHEEZZITANRWGS, B St ngiR s TR — N —EAHAICAZH L, M5
NMERRRERFTER AR — N2 T 7T 4 7 235,

FRE) o T U= g UINERIOEA OEE

o FBAR—FATRINCY 7T v 7 LR — b ERCBEFHEEDOR— NORET 7T 4 7129 5D,
o GBEHENRRIMOR—NMIAZ A DEFLET D,
o FI—hRIATVE—T g VIIEREINTWAEA FTEAN— N TR R I =— g o LEEFR L CiEfE

WEDR—NOIRET 7T 4 72T 5,

o ANV I T T LR FERETY V7 Xy Lz &, LACP#ElA v 4 —T =—A b V7 Xy d
2,

[ EH]

BEEY o T 7 = a v EAMCRET S,

SWR2311P (config) #lacp multi-speed enable

528 LACP ¥ A AT U FDFRE
EEN|

lacp timeout duration
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[2XT A =& —]
duration D FALT Y NERET S
duration B!

short ZALT T E3IVETD
long A LT NEORETH

[AJ1E— F]

A H =T z2—RAE—F

[FHA

LACP # A L7 U b &R ET D,

[/—H]

Az FILLACP i@l A % —7 = — T8 L T % LAN/SFP 38— M D B3R E H e,
LACP @A % —7 = — A2 LAN/SFP AR — F Z )@ S 75513, 24#% LAN/SFP /R — R IZ lacp timeout long 737%

EIND,
F72. LACP iAo v ¥ —7 = — A G PLE S H 7285515, %% LAN/SFP /R — h @ lacp timeout =~ > KD E N
HikRE 5,

LACP Z A L7 w7 k&1E. SN S D LACP 7 L — A5 S ETCEX o8BI AT L R+ Ol
F'Eﬁ % %—é—o

F7-. LACP # A A7 7 FOFEREILLACP 7 L — AIZKHN S L CTRIAMEERIZIE B L, 218 Lo xS ER I S
7Z-LACP ZA L7 7 D13 DB TLACP 7L — L2 EETH LR D,

HE D LACP 7 L —ADEEHMEIL, X HHEERNHE 5T D LACP 7 L—ANIZKEMN E N TV D LACP # A A
T MRS D,

[ EH]

LAN R— k #1 ® LACP # A A7 7 % short IR ET 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if)#lacp timeout short

529LACP 7V —AL O Z—D7 YT

[#FX]

clear lacp [/ink-id] counters
[NT A —=HF—]
link-id 1 <1-127>

LACP #i A v ¥ —7 = — A &K=

[AJ1E— K]
Kt EXEC £— R
[BLFA]

LACPO 7 L—L T B —%7 1) T7T15,

link-id 80 L7256, GETDIETOLACP#HEA V¥ —T =2 —ADT L —AL AT ¥ —% 7 VT T 5,
[ EH]

ETOLACP#HPIA L X —T 2 —ADT L —AI I A —% 7 )Tt 5,

SWR2311P#clear lacp counters

5210 LACP 7 L — A B U X —DFRRN

(]
show lacp-counter [/ink-id]
[/3T A—HF—]

link-id 1 <1-127>
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LACP i@ A v 4 —7 = — A%

[AJ1E— K]
JEHERE EXEC &— R, #§# EXEC E— R
[FiFA)

LACP D7 L — LN T H—%FKrT D,

link-id %AW L7=285613, GETIHIETO LACP iRl > X —T = —AD T L—A DY U X —%FKRrT D,
FIE L TWD LAN/SFP AR — N Z L2, LLFOHERR R IND,

o EZ[FENTZLACP 7 L —A4

o EZEENT- Marker 71 hILT L— A

s EZEINTETZTI—TL—A

[BEH]

ETOLACPREA LV A —T 2 —ADT L —DLh T v Z—RFRT D,

SWR2311P#show lacp-counter
% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.l1 297 298 0 0 0 0
portl.2 306 299 0 0 0 0
portl.3 305 298 0 0 0 0
portl.4 309 1350 0 0 0 0
portl.5 186 186 0 0 0 0

52.11 ©— RNTF U ZRED /L — )V DR IE

EEN
port-channel load-balance fype
no port-channel load-balance

[/3T A —HF—]
type DOMRREEA VA —T 2 — A B RD DT DIL— I
ype B
dst-ip 565 IPv4/IPv6 7 K L A
dst-mac 5695 MAC 7 R LA
dst-port %645 TCP/UDP R — b &+
src-dst-ip EE L8 L U%ESE IPv4/IPv6 7 K LA
src-dst-mac EETLRE LU%E%E MAC 7 R LA
src-dst-port (508 L O%E S TCP/UDP " — R &5
src-ip {5 I IPV4/IPv6 7 R L A
src-mac EEIE MAC 7 R LA
src-port %6{5 ¢ TCP/UDP AR — K &5
[WIHIRRE]
port-channel load-balance src-dst-mac
[AJ1E— F]
Ja—N\)aryz4JL—y g rET— R
B!

0— T U ZEREDRRE A VB —T 2 — R RD DO DINL— V2R ET 5,
ZELET7 L—ANO L2/L3/LA EWAEHEA L, SEmEenEInbd,
no B CHAT LB A IR EICHE 5,
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[/ — 1]
RKawy RIZT AT ALEKORTE L5,
IPV4/IPv6 /377 v R TIlE72 W7 L— A DA, REINTWHL—/LZBEb LT, BExB L 0%k MAC 7 L
A B TR V2 —T = — ARRIET D,
[ EH]
0— RRF L ZBERE T, 2413708 L UBESE IPVA/IPVE 7 R L A & JCICHEE A v & — T = — A HIRET 5 X 9 ITRIE
T 5,
SWR2311P (config) #port-channel load-balance src-dst-ip

5212 LACP A LV X —T7 = —AD 71 b a/LRERR

EEv

show etherchannel status [/ink-id] [summary | detail
[F—Y— k]
summary DB
detail L FEMNEROR
[NT A —=HF—]
link-id 1 <1-127>

LACP iwBlA v —T = — A& 5

[ASE— K]
FEREME EXEC £ — I, #7#E EXEC £— N
[FLHA]

link-id THRE L7= LACP #w#liA v ¥ — 7 = — ZADREE L RT D,

link-id %80 L7 & 21X, £7TO LACP iAo ¥ — 7 = — RREEFRRT D,
summary % $§7€ L7235& 3SR /R L, detail Z48E LT E133EME T 5,
summary ., detail HEME L7z & Z1X, summary BNEEINTZH D LT D,

UTOHEANERIND,
HE B
Aggregator LACP il A v X —7 = — A
ID LACP ##lA > % —7 = — A L0 ID
Actor LAG %“ﬁi)ﬁ@mcp VAT AEID(TTAFIT 4. MACT
Admin Key BT HEH O LACP $D It & 72 % IDGRELR — M &)
Status Vo7 70— a AT —HF Z("Not
ready"/"Ready")
Partner LAG i:riga)im LACP Y AT L ID(T'T7A A4 VT 4, MAC T
Partner Key *FAFHFD LACP #D It & 72 % 1D
Link count T —ZBE AR — MEIE TR AR — M
Link %35 LAN/SFP AR — b —EGEMIZLL T D)
Link [ZIZUA FOHEANERIND,
RN B
"Unselected" LACP #ilffl~7 2 k = /L@fE .,
"Selected" LACP 235 %h72, LAN/SFP R— k& L TEHR L 7=,
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fE KRR B
— e e —
"Standby" ;ACP AN, LAN/SFP R— k& L, fgR—h &L
Synchronization 7 7 7 A
"no" Synchronization 77 7 7 2335 TUN 2L,
"yes" Synchronization 7 7 7 233> T 5,

fEAPIRRE & . Synchronization 7 7 77226, U > 7 7 v 7 L7 LAN/SFP AR — K DIRAEN DD,

V227 w7 L7 LAN/SFP &~— b

(RN DIRHE

Synchronization

Unselected no LACP #lfl 7" 2 b 2 /L@,

LACP 3 E %072, LAN/SFP 7R— h &
LCERLE, Voo T 70—
gy L THRLZDD, xdv =T
—> g 1,

Selected no

LACP 23E%h7. LAN/SFP AR— k &

Standb R .
andby ho LGN L, BR— N L RE LTz,

LACP 28E%h72, LAN/SFP 7R— |k &
LCEBIR L, Voo T 7=
ary e L THRRLNTT —XEE
BEL 72T,

Selected yes

[ E B
LACP B A v F— 7 = — ADWRE R FRT 5,

SWR2311P#show etherchannel status summary
Aggregator pol

ID 4601
Status Ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 1/ 1
Aggregator po?2
ID 4602
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Aggregator pol27
ID 4727
Status Not ready

Partner LAG

0x8000, 00-al0-de-11-11-11

Partner Key 0001

Link count

0/ 1

SWR2311P#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Link

portl.1l Selected Synchronized vyes
Aggregator po?2

ID 4602

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0

Admin Key

0002
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Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected Synchronized no

portl.3 Unselected Synchronized no
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0

Admin Key 0127

Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 0/ 1

Link

portl.4 Selected Synchronized no

5.2.13 LACP R— MEEREEDORE

E&
lacp port-priority priority
no lacp port-priority

[/3T7 A= —]

priority . <1-65535>
LACP 7R — MEJEE
INSWIE EBSEEA &

(WX E]

lacp port-priority 32768

[AF1E—F]

Sy H—T 2 —RE— R

[RLBA]

LMEﬁ—%%%W%&

no I CHEAT LI LA TR E *ﬂﬂ\}'ﬂ R,

[/— ]

LM? MELA > 2 — 7 = — AZHHA D & & D LAN/SFP AR — M3 8 O F Tid LACP i
(R DIL, 8 DEBA T2 FIC OV TR EFAEL

i A TR — b L 72 D,

BA U H—T =2 — R TRIEF

Z DX D 7pEE, LAN/SFP AN — b [ CESCIEAL S M ST, BRIBEMOE WL O bERRALN S,

EESENENL OFHI F LT, AT O#Y Th D,
1) LACP 7R — MESEEEN/ NS WRRESE S D,

2)LACP R— MERENRFR U THIUL, A ¥ —T = —AF T/ NSWERELEESND,
SFP iR — F Z B ¥ 55613, LACP R— MEREZMOR— ML D/NEILSBRETHLELD D,

(B EH]
LACP A— MEEEA 1024 IR ET D,

SWR2311P (config-if) #channel-group 1 mode active
SWR2311P(config-if) #lacp port-priority 1024

53T ]‘LA\FIJ—.E

5.3.1 A7 ALK TO IEEE 802.1X EEFHERED

E

e

E&

aaa authentication dotlx
no aaa authentication dotlx
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(AR E]
no aaa authentication dotlx
[AJ1E— ]
Ja—)ar7 47—y g F— R
B
VAT LAMRT IEEE 802.1X ik A2 AT D,
no A THEIT L7 A3, v A7 A42KT IEEE 802.1X FBFEA HLhIC 4 2,
FOAElI, radius-server host 2~ N T E L7z RADIUS r—"—ZfiHT %,
[/—}]

EPRIC IEEE 802.1X FRAF AT A 7= 01213, R A v Z—7 =— A T% IEEE 802.1X ik %2 AT HHLER
%, (dotlx port-control =~ > )

Bl
AT AR IEEE 802.1X 38iF &2 Ak 5,
SWR2311P (config) #aaa authentication dotlx

532 VAT AR TD MAC REFEREDR T
EEN

aaa authentication auth-mac

no aaa authentication auth-mac

(R E]

no aaa authentication auth-mac
[AFTE—F]
ra—nR)aryJ 4L — g U F— R
[FAA]

VAT LAARRT MAC #BREE AR

no I THEATL=HEIL. VAT A {2[:*( MAC BiE% HhiZ3 5,

FOREIE. radius-server host =~ > RN T E L 72 RADIUS H— \—Z{ T %,

[/— 1]

FEERZ MAC HAF AT 57201001, R A v F—7=—ATH MAC HiF2HNCTH BN H 5, (auth-mac
enable =~ > R)

[BREH]

VAT LR T MAC RiEE AT %,

SWR2311P (config) #aaa authentication auth-mac

53.3 VAT LEKTD Web 5BiEHEEDOFRE
[EX]

aaa authentication auth-web
no aaa authentication auth-web

[FIEIER E]

no aaa authentication auth-web

[AJIE— K]

Ja—\)naryz 4L — g FT— R

[FHA]

‘:/X'}:.ZA M—QVC Web v uﬁ%ﬁiﬁ

no B CEITLEZHAIE. VAT L8 ﬁ—‘“(“ Web FBAEZ HENZT 5,

FRFEIL. radius-server host =~ > N Ci% & L 7= RADIUS Y — _—%fH T 5,
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[/ — 1]

?%[‘%\éﬁl Web it &3 5729 EW XNERA L HF—T 2 —ATH Web & nft%fﬁ)‘j] T HRERDH D, (auth-web
enable =~ > R)

BE)

VAT LR T Web i8Rl E H ML T 5,

SWR2311P (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X FRirEEDEEE— NRE
[EF=]

dotlx port-control mode

no dotlx port-control

[/3F A —&—]
mode : IEEE 802.1X FBREOEEE— F
B{EE— K 24
IEEE 802.1X #2:E ™ Authenticator & L CEE
auto
T 5
=L
force-authorized IEEE 802.1X FERED FBREHT A AN — b [H 5%
ET D
— MNCEERE
force-unauthorized IEEE 802.1X G8GIEDAGEFEAR — M ERE
T 5
(#1813 €]
no dotlx port-control
[AFTE— K]
A H—T 2 —AF— R
B

KA v #—7 = — A% LT, IEEE 802.1X REFHEREDEIEE— RE2 R TET 5,

nEARTa~vy REETLIEEAIE., R A % —7 =—ZD IEEE 802.1X ZRIFHEREITEER & 72 5,
[/ —H]

Ko< RIiZLAN/SFP R — B L OGHELA v ¥ — 7 = — AT DHFHE [ HE,

Bail|

LAN 7R— b #1 C. IEEE 802.1X #XFFEREDENET — K% auto IZRET 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X IO KV R — b COEELHIHORE
BN

dotlx control-direction direction

no dotlx control-direction

[/XF A—&—]
direction COREEFER— FTONr y NEEEIEES R IE
EREENE LA
both EEAE & BT D,
in G DIHLIET B,
[ E]

dotlx control-direction both
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[AFTE— F]
A H—T 2 —AE— R
B

KRA VA —T7 = — Ak LT, IEEE 802.1X RFEDRFRFERF D /37 v NREENEEZEE T 5,

no FEXTHEIT L72EE L. WIHEREIZE S,

both ZFHE L TV DHEE, Y7 U DY "D XE LTy FEMIEL, fOR— b $7 Y v oS
TWH Ay F =T 2—=A~DT 0= FF v A NZLT Xy A MRTy FHIEET D,

in ZHELTWDEA, TTV DY MPLRE LAYy hORZREMIEL, MOR— 1915 F7 U I h OB S
NTNWBA U H—T 22— A~DT B— RFx A NZLTFy ARy NIEET S,

[/—F]

ARK=a<> RIZLAN/SFP iR — F B L UGHEEA ¥ — 7 = — AZDOHFXE THE,

MRA =T == AT, RAME—FE~vAFH TV I bE— FICRE LA MACRGEE 0P L7256
X, HEIEIZ in & 725,

KA L H—T 2 —ATH AN VLAN OFEEZ L TWEIEBIL, Ao~ FOREBERNERY L 25,

AKa< ROREEZEETDH &, BARREBIIHENIRBICRE S,

ARa<r REFEHT L2010, SR A v ¥ —7 2 —ATHR— FNRIHEREE H T 20N H D, (dotlx port-
control =~ )

Bal]

LAN R— k #1 ORFEFEAR— b TO/ y MREINEZ ZE DRI 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #dotlx control-direction in

5.3.6 EAPOL /X% v F DX EIE DR E
[

dotlx max-auth-req count

no dotlx max-auth-req
[/3F A —5F—]
count ¢ <1-10>
EAPOL /"7 v b DR K%E 1K
(B3R ]

dotlx max-auth-req 2

[ASTE— K]

A H =T 2 —AF— R

B

RBA B —T 2 — 2% LT, EAPOL %7 v F OEERIOENELEHET 5,
o X TCa~y RE2EITLIESEEIL. PIHREICRED,

[/ —H]

K< RIiZLAN/SFP 7R — M B L UOGGHEEA > ¥ — 7 = — AT DA% E I HE,
RKa<wy REMHATHDI2F, MRA L H—T =2— A TH— NEGEEREEZ AN T HXLE N H D, (dotlx port-
control =< > )

[RXEH]

LAN 7R— k #1 C, EAPOL /X7 v hOXERIEE 3 ITRET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #dotlx max-auth-req 3

5.3.7 MAC FIFERE DR E
(]

auth-mac enable
auth-mac disable
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no auth-mac
[¥F—T—F]
enable : MAC RGERE 2 AT %
disable : MAC RGERRE & 20129 %
[WIERRE]
auth-mac disable
[AJIE— K]
Ao H—=T 2 —AF— R
[BLFA]
WHHA B —T =2 — AKX LT, MAC #BREZ AT D,
no JETIAT L72GE . £72i%, disable Z45E L7236 1%, MAC BREZE 22T 5,
[/— 1]
A< RIXLAN/SFP R— B L UGHERA v ¥ — 7 = — AT D HGRIE Pl e,
FERIC MAC FRAEZ T 5720121, VAT AEETH MAC Bl 2 AN T 545738 5,  (aaa authentication
auth-mac =~ R)
[BEH]
LAN R— k #1 ® MAC FRiEHRE A2 202 5

SWR2311P (config) #interface portl.1
SWR2311P(config-if) #auth-mac enable

5.3.8 MAC FEFEFD MAC 7 RL AR DOERE
[E=X]

auth-mac auth-user fype case

no auth-mac auth-user

ST A—5—]
type o B EAEE
R EME i
hyphen XX-XX-XX-XX-XX-XX
colon XXIXXIXXIXXIXX XX
unformatted XXXXXXXXXXXX
case D ORXF - NEERE
BEME i
lower-case NI (a~o)
upper-case KILF(A~F)
(IR RE
auth-mac auth-user hyphen lower-case
[AFTE— ]
ra—nR)aryJ 47— g F— R
[FiAA]

MAC % BN il 7k‘b\‘(\ AT DEH# 1%%‘3‘5:1‘—%”—% s INAT— ]\O)}%K%%Ej—é

MAC ZFAETlX, U B FOMAC T FL RABa—W—4 « AT — R & L C#EH L RADIUS — N—~FHiE %
R 5,

no A TIAT L7213, FIHEREICRE D,
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[/ — 1]
Ko<y REfHT5720121F, 68 A v ¥ —7 = — AT MAC RS REZ BN T D LENH 5, (auth-mac
enable =~ > )
é’“iﬁ{iﬂ]
MAC GBREIZEHT 5 MAC 7 RL AR Z A 7o L, RLFICETT S,

SWR2311P (config) #auth-mac auth-user unformatted upper-case

5.3.9 MAC pcunJ—.Eo)x 57"{ b4 77&%0)_“%
By

auth-mac static enable
auth-mac static disable
no auth-mac static

[F—TU—F]
enable DORET A v I REREANCT D

disable CORET oy VRGN D

[WIHRRE]

auth-mac static disable

[AS1E— ]

A B =T z2—AF—F

(@]

MAC BFFHERE T, RAEEZ SR L2 T U FOMACT RUAZ FDBIZAZ T v 7 N —& L CRET
Do

no IR THEAT LI, F72ld, disable Z$5E LI2GEI1X. A¥ T 4 v 7 BEEZ N T 5,

[/—H]

Az~ RIXLAN/SFP N— M B X UGHERA ¥ — 7 = — AT D HGHE I 6E,

AKa~ v F@aﬁﬁ:ﬁ%%ﬁ?ék FRRRAR TR I T AR e

HE . MAC #REILFDBIZX A F I v/ b —¢& L“Cé‘ﬁ%ﬁ"é?‘:&):ib—“/“‘/ﬁ\ﬁ'/fA?"? NS RPN
RKa<wy FEBRFIAZ T 472 R —L LTRET H-0Ox845 70 b,

clear auth state =~ > K, F72(%, auth clear-state time =~ > R T, A&7 1 v 7 HEERIEEREZ7 VT THZ &
MNTED,

Ko<y R4 5720121F, 68 A ¥ —7 = — AT MAC iRiHSREZ AN T D LENH S,  (auth-mac
enable =~ > )

[BREH]

LAN R— h #1 ® MAC RBFED A X T 4 v 7 Bk E BN T D

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #auth-mac static enable

5.3.10 Web FRFFREEE DR E
B

auth-web enable
auth-web disable
no auth-web

[F—TU— K]

enable © Web RIS EE X BT T D
disable © Web iRGIEHEEE & HEZhIZ 3D
[FIHAER E]

auth-web disable
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[AJTE— K]

A H =T 2 —AF— K

[FRHA]

;d‘%’r?/’/l?b‘7:£b‘x 7§(ATL/VC Webnmumi‘f;ﬁ‘fjj wgﬂé

no B CTHEIT LA, F721L, disable 265 € L7=5A 15, Web iRGEE 4235
[/—F]

ﬁzv/hiummWf-bk;U A LA —T o — A D IR ETRE,

FEBRIT Web RGEAEH T 2720121%, AT AR TH Web iilE 2 AN T H 465D % 5, (aaa authentication
auth-web =~ > )

< /VFH TV A hE— RSN Tl Web BBGEEREZ BN T 5 2 LIX T FHA,
7 A K VLAN L OffHIZTCE EHA,

(B EH]

LAN 7R — k #1 O Web SRIFERER BT 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #auth-web enable

53.11 A FE— RORE
E=N

auth host-mode mode

no auth host-mode

[2XT A—F—]
mode DA — NEGEOENMEE— R
BEE— K B
1f%h@t@1#f)ﬁ/L@ALﬁ
single-host AT 5E— KT, BUICFEEE XA LT
YTV NOBETAT D
1 R—=HIZ VBT > bOEE%
AT 5E— RT, &MOVT Y T A
multi-host muuﬁ%/\xj—é C]'f I_JL/-J_"_‘ }‘EE‘FOD "j_7
Uy MER nﬁ%??joiﬁ <T %)JE'L:IZ))EI
L
1T~h%t©@ﬁﬁ7)w/b@kﬁ
multi-supplicant AT 5E—RTHT U I MEIZHED
el - ERAERET D
[FIHAER E]
auth host-mode single-host
[AJ1E— K]
B =T 2 —AF— K
B

RRA U H—T 2 —ATH LT, A— FRGEOEEE— RELET 5,

no R TEIT L2 A1E. PIHIREIZRE S,

[/—}]

ARza~< > RIXLAN/SFP A"— FEB X OGRELA ¥ — T = — AT D HFRE A 6E

AKa~vr ROREEXERTDH L, RARRIEIIWIHIRE
vw%%7)w/h%~kf&4%:yﬁWAN%ﬂ%#é%é\%fUWVkﬁﬁ?WAN%%Eﬁé:&ﬁﬂ
HEo

VVFRA = RTHAF I v 7 VLAN 28T 256, 2HFBLEOY 7Y I MIRPIOF 7V 712 b A
A L7 VLANID 2Nl & 5.,
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Ko<y REMHHATH0120F, M8, X —7 2 — A THR— NRGHEREEZ AN T D2LENH S, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )
[ EH]
LAN R— b #l 2=V FH 7V B bE— NITEES D,
SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth host-mode multi-supplicant
5.3.12 FREENEF DR E
[EX]
auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order
[Fe—TU— ]
dotlx : IEEE 802.1X F8iF 5=
auth-mac © MAC #FFE 5
[F13E% %]
auth order dotlx auth-mac
[AS1E— K]
AV H =Tz —AF— R
[FiFA)
7146‘_‘ l\%@?ﬁ%’%ﬁ% N uuuﬁﬁt%{ﬂ:ﬁﬁ Lﬁ_fﬁlzl\ uuu ??5 IE%% E‘j—é
no B THEIT L72EE L. WIHIEREIZE S,
[/ — ]
A< RIL LAN/SFP 7R — M B L OGREA > ¥ — 7 = — AT D Bk 7E T HE,
Web #BFEIE. AR TIZEIFR7: < Web REEHEE C ID/Password 2 A ) L7z & EIZRBFERTT ),
IEEE 802.1X §8FE, MAC ZFE, Web sBREDF%E NI 7254 F OFBGES R S /gy,
AKa<r REFEHAT L7023, WA v H—7 2 — A THR— NBGHEREE AN T D2HENH S, (dotlx port-

control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )
[BXEH
LAN R — b #1 OFBFESFADNEFE %, MAC FR3E -> [EEE 802.1X FREDNETE TI1T 9 L 2 ITRET 5.

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #auth order auth-mac dotlx

5.3.13 FREEDRE

E&

auth reauthentication
no auth reauthentication

[FIH#13% 2]

no auth reauthentication

[AF1E— ]

A H—T 2 —AE— R

B!

ﬁ%%y&—7i—x ﬂLT TV h v N OFEREREE AT
no ﬂ%ﬁ(%?? fo_ ﬁ:wuu %ﬁf‘jj ;ﬁﬁéo

KRR E & AN Lf: AL, RREICAPI LYY 1 v b 2 E IS FRRRET 5,
FHRRFEOMFEIZ. auth timeout reauth-period =~ RTEHE TX 5,

[/—}]

A< RIXLAN/SFP R— B L UGREA ¥ — 7 = — AT DB IE Al e,
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IEEE 802.1X 3&GERFIT, FRGEDH A I 7272 Bb &, V7V B2 MTEAPOL X7 v h&EEE LT 22—V —IH#R%E
HEA L. RADIUS Hr— N—{ZFGEERZ1T 9,

MAC ZREFHRT. HRGFDZ 1 2 /7¢ﬁék\ﬁfuwyb®wmc7va%1~%~%\%;w\NxU~F
L Efﬁ L T RADIUS H—/—|Z \—ntu nﬁgjk %?—T 5 °

Web FULAIJJ‘_EHjﬂ‘:j: EEAL‘HJ‘_EO)a/‘) /&a f(ﬁé k ‘H_.j ) 7\7-/ ]\ODHILJDLE‘H: %j%l]lbﬂ Z%%éﬁéo

Ka<wy REMERTH0120E, B, v F—T 2 —ATHR— MliHEEEZ AT D2 HENH 5, (dotlx port-
control =< > | auth-mac enable =~ > N auth-web enable ==~ >~ )

[BREH]

LAN 7R — I #1 OFBIEE B

SWR2311P(conf1g)#1nterface portl.l
SWR2311P(config-if) #auth reauthentication

53.14 A4+ I v 7 VLAN O&RE
[

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

[WIHIRRE]

no auth dynamic-vlan-creation
[AJ1E— ]

A F =T z—AEF—FR
B

KGA X —T 2 —RTK LT, ¥A4F Iy 7 VLAN ZHENCTT D

no B THEAT LA 1X. A7 v 7 VLAN 250295,

XA F v VLAN BERA 2 —7 = —ATIL, RADIUS %— 3= L H57E &7z JBYEME (Tunnel-Private-
Group-ID)% & &2, FfE VLAN ZEJICZE 5,

[/—}]

A=z FiX LAN/SFP AR — B L OGRELA > # — 71—x&®#%iﬂ%0

AKa~v s RORECERT LH L. RBARIRRRIZHIHRRE
vw?#?)ﬁ/b%*kf&4f:yﬁWAN%ﬂ%?é%é\ﬁfUﬁVF%ﬁTWAN%%E?é:&ﬁﬂ

figo
VT RARE=RTHAF I 7 VLAN ZHIAT 256, 2 FHUBEOY T ) I MIRYIOY 7Y 7 > b v
F L7 VLANID 23 &%

Ka<wr REMERTH7-0120E, JHBA v F—T 2 —ATHR— MliHEEEZ AT D2 LENH 5, (dotlx port-
control =~ > K| auth-mac enable =~ >~ | auth-web enable =~ >~ IV)

[BREH]

LAN R— b #1 TH A F I v 27 VLAN ZHZT %

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth dynamic-vlan-creation

5.3.15 % 2 b VLAN ORE
B

auth guest-vlan vian-id

no auth guest-vlan

[/3F A—F—]
vilan-id c <1-4094>

7 A+ VLAN F® VLAN ID
[FIEIE% E]

no auth guest-vlan
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[AJTE— F]
A H =T 2 —AF— K
B!

RRA B —T 2 — ARSI TV DT T Y B EBRERE, H D WIE, BRI D & X ZHTE T 557 A N VLAN
%j: ‘a_éo

no TR TIAT L7=8A1E. 7 A b VLAN OREZHIRT 5,

[/—}]

A< RILLAN/SFP R — R B LOGREA v ¥ — 7 = — AT DO HG%E " HE,

ARKa<w FOREEZEET DL &, sBaBREBIIPHIREICRE S,

AKa<y REFEHAT 7201203, SR A v H—7 2 —ATHR— MNBIHEREE AN T D2HENH S, (dotlx port-

control =~ > N auth-mac enable =~ > |)

A= Fid, Web BREN AR L SRETE EHA,
Bl

LAN 7R— |} #1 TZ 2 ;s VLAN #10 24577 %,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth guest-vlan 10

5.3.16 FBAELEE O IEHAR DR E
BV

auth timeout quiet-period time

no auth timeout quiet-period

[73F A —4F—]
time 1 <1-65535>
AR, V7Y o b & OlfE 2 AT 2 B ()
(R E]
auth timeout quiet-period 60
[AT1E— F]
AE =T 2 —AE— R
[FAA]

MHRA o F—7 == TR LT, RAERIE ORBGEM LM 2 30E T 5,

no FECTHEAT LG AL, WIHIEREIZE 5,

RREIIEFAR IS 2T Lz M _CEEES 5,

[/—}]

A< RIXLAN/SFP R— B L UGRERA v ¥ — 7 = — AT D HGRIE Pl e,

AKa<y REFEHAT L7023, WA v X —7 2 — A THR— MNRIHEREE AN T D20 ENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > )

[BEH]

LAN AN— bk #1 OMIEHFE O E & 300 (R ET D,

SWR2311P (config) #interface portl.1
SWR2311P(config-if) #auth timeout quiet-period 300

5.3.17 FRFEREIR DR E
(==X

auth timeout reauth-period time

no auth timeout reauth-period
[78T7 A —F—]
time 1 <300-86400>
PV B S OFERIEHFRED)
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(AR E]

auth timeout reauth-period 3600
[AJ1E— ]

A HF =T z—AE—F
B

RGA B —T 2= R K LT, 7V B FOERGEMEEHET S,

no B TEIT L2 A L., PIHIREIZRE S,

[/—}]

A< FIX LAN/SFP iR — M B L OGRHELA ¥ — 7 = — AT D Bif% & Al e,

Kawr REHT 720120, J8A v ¥ —7 = — A THR— MRIHERE. 7o, FHRBIHEREZ AN T 5 MEN

» 5, (dotlx port-control =~ > | auth-mac enable =~ > N auth-web enable =< > R, auth reauthentication =
<~ R)

Bl

LAN "— b #1 OFEFRFEFRORE % 1200 ([T ET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ — N—2{KkD LB B REE O E
BV

auth timeout server-timeout time

no auth timeout server-timeout

[/3T A—HF—]
time 1 <1-65535>
FOREEL RT3 D REREY — /N = b DJREAF B (F))
(R
auth timeout server-timeout 30
[AJTE— K]
AE =Tz —AFE— R
[FAA]

XA B —T 2 — A THR— FEFEEIT 9 & & D, RADIUS ¥ — "—2fK) 5 DIGE R HIRFIE 2 3 E T 2.

no FEICHAT L= GA X, WIHIRTEICR D,

[/—}]

A=~ R LAN/SFP AR — b8 L OGREEA > F — 7 = — XIZ D HFRE Al HE,

ARBEEI

(radlus-server timeout =~ > K DOFXEfH) x (radius-server retransmit =~ > KO EfH + 1) x (RADIUS H—/3—%%)
BT 20ER S D,

ARa<r REFEHATL720120F, SR, v X —7 2 — A THR— NBIHEREE AN T D20 ENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > |)

[BEH

LAN 7R — | #1 OFEFEERIZxIT D RADIUS H— N —2ARDISE AR BRI 4 180 YT E T 2.,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #auth timeout server-timeout 180

5319 %7 U B MGERFLREE ORE
(&=

auth timeout supp-timeout time

no auth timeout supp-timeout
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[NT A —=HF—]
time 1 <1-65535>
BV H v R D DOINERE B R ()
(AR E]
auth timeout supp-timeout 30
[AJ1E— ]
A HF =Tz —AE—F
B

KRA B —T 2 —RZHK LT, A= RFEEITO L 2DV TV I M b DISEFRF LR 25X ET D,

no B CHEAT L=HA 1L, WHREIZR DS,

[/—}]

K=z~ FILLAN/SFP R— M B X UGHELA » X —7 = — AT D HGE Al 6E,

Ko<y REfHATH70120F, HH8A X —7 2 — A THR— NRIHEREEZ AN T 20BN H S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > |)

[ EH]

LAN R — M #1 OV 7V 2 b6 OISEFF B A 180 FMICERET 5.

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS ¥ —/X—K X F DFE

[EX

radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]
no radius-server host

[F—T—F]
auth-port : RADIUS #— N—DFRFEH UDP A — hEEARET D
timeout : RADIUS $— "=~ DRI D INE RN R 258 2T 2
retransmit : RADIUS $— "—~DERFEREE AR ET D
key © RADIUS #—/3— L O@ERHIHEH T 5 /32T — RERET D
[73F A —&—]
host i IPvd 7 FLZ(AB.C.D) £7213 IPv6 7 R L A(X:X::X:X)
IPv6 U > 7 a =BT RUAZEEST 2HEIE, B VX =T 2 —ALRET 20ERDH
% (fe80::X%vlanN D)
port 1 <0-65535>
RRFEM UDP AR — 3 S (W HRF IO 1812 21T %)
time : <1-1000>
B FERSIRE R (FD) (48 WS IF 1 radius-server timeout =1~ > R E(FIHIME 5 EONZHE D)
count : <0-100>
TR P4 (4 WS IR 1T radius-server retransmit =~ > Ra% & (FIHIME 3 [0)25E H)
secret DOEARETREIOL . A= EEREATES(128 XTFLN)
HAGRA T — REWEHE radius-server key =2~ > RE%EICHE D)
[FIHIERE]
mL
[AJTE— K]

Ja—\)ar7 4l —g % — R
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[@iA]
FREY—/"— U X N ‘H‘—/\—%iﬁﬂlﬁ‘éo
R M) =8I 8 TH D,
no B Ta~ REETLELAIE. SE L — "= — =V X 1 BHIRT 5,
[/— "}

FXEEIL. (radius-server timeout =~ > K DX EfH) x (radius-server retransmit =~ > RO EfE + 1) x (RADIUS
—/X—%7) DAY, auth timeout server-timeout =~ > KOFREMENIZ/R 2 XL O ICHETHALERD B,

LLDP H #iz% EEHE To% € S 117~ radius-server host =~ RORREITIZ, —FRRBRETHDHZ &5 HR
J"dynamic" 47 Y 3 UAMTE &S, "dynamic"A 7 Y g UMTE STV A EGE, write 2~ REFEITLTH A
B— T v T3 T 4 TR SN2,

[BREH]

IP 7 R LA 192.168.100.100, &EFFHEIFRH] 10 B, ZOREFREEIES Bl & U CRRREY— 3 — U X MZBINT %,
SWR2311P (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP 7 R LA 192.168.100.101, FEFEM UDP AN— b 1645, LA /SA T — R'abede" & 7dik — 13— U X MBI 5,
SWR2311P (config) #radius—-server host 192.168.100.101 auth-port 1645 key abcde

= —77 b RADIUS ¥ —/"—Z ALY — N — U X MZBIT 2,

SWR2311P (confiqg) #radius-server host 127.0.0.1 key secret local

5.3.21 RADIUS —— 1 Eb - OnZEbEEORE
B

radius-server timeout time

no radius-server timeout

[73F A =4 —]
time : <1-1000>

ZORISE IR (FD)
(AR ]
radius-server timeout 5
[AJ1E— F]
Jsua—m\varz 4 b—va e —R
[@iA]

RADIUS —X— 1 BH 720 OINEFHFHRM 2% ET 5,

no B Ta~r FEETLEEEIE. FHREICED,

[/ —H]

radius-server host =< > RN CH — N—[EHFH O ERISEFHRIF AR E INTWAHEA. radius-server host =<2 N
O)Eﬁfﬁ_’ \—/f/?E 9 o

AR EfEE
(radius-server timeout =~ > N DFZE{H) x (radius-server retransmit =~ > FDOFREME + 1) x (RADIUS ¥ — 3—4%7)
DOAEAY, auth timeout server-timeout =~ > RO EMMNIZ72 D X I IZIHET HZLERNH D,

[BREH]
RADIUS ¥ —/3— 1 BbH ) OIEER BRI Z 10 BIZRRET 5,
SWR2311P (config) #radius-server timeout 10
5.3.22 RADIUS Y — S—~DEREEFEFOHE
[EX]

radius-server retransmit count

no radius-server retransmit
[/XT A—F—]

count ;. <0-100>
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HOR A
(AR E]
radius-server retransmit 3
IAF1E— K]
Ja—\)ar 74—y g — KR
B

RADIUS H—/"—~DERFEEE ZHET D,

no B TCa~y NEFATLIZSHEIR. PIFRREICRE S,

[/—}]

radius-server host =~ > N TH — R —[HH DERFEEHE AR E SN TV DH5E . radius-server host 2~ > ROk
TEWCHED o

[BREH]

RADIUS H— " —~DERFEEHE % 5 BICHET D,

SWR2311P (config) #radius-server retransmit 5

5.3.23 RADIUS % — N—FLEF AT — FORE
EEN

radius-server key secret

no radius-server key

[/3T7 A —5F—]
secret D HHERIT— R
PAFHTIB L Y AR— 2 Z2 R AL E(128 SCFLLR)
(AR 2]
no radius-server key
[AS1E— ]
rua—\varz4 s b—va e — R
[FRH]

RADIUS H—_— L O@ERFICHEHT 2 F ATV — &R ET D,

no B Ca~r REETLELEIL. PIHERTEIIRD,

[/—F]

radius-server host 7~ > R CH—N—FEHEFDOHLF AT — RPRBRESINTWDHEE. radius-server host 7= KD
BIEIHED .

[ EH]

RADIUS H—_— L D /2T — K& LT abede" &R ET 5,

SWR2311P (config) #radius-server key abcde

Wi

5.3.24 RADIUS H¥— \—f FINHIRE R D% &

[EX]

radius-server deadtime time

no radius-server deadtime

[/3F A—&—]
time : <0-1440>

RADIUS H—/3—fif FH il R (57)
(IR E]

radius-server deadtime 0
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[ASTE—F]
ra—r)var 74— g rE— R
[BA)
RADIUS H—/R—~DHERNZ A LT 7 kLT & &, Y — " —OFEHZ T 2R E2RET D,
no X Ca~r FEETLESGAIE, MIHREIZRED,
[ EH]
RADIUS ¥ —/X—{ [INHIRE# 2 1 0 SRET D,
SWR2311P (config) #radius-server deadtime 1

5.3.25 RADIUS Y —/—|ZiE%19 5 NAS-Identifier DR E
[ER

auth radius attribute nas-identifier /ine

no auth radius attribute nas-identifier

S5 A —&—]

line DRBRBISCFH253 L)
NAS-Identifier EE: & U TRRE T DL DTS

(AR E

no auth radius attribute nas-identifier

[AJIE— K]

Jua—nm"narz4 7 b—va e —R

[ﬁ%]

R EREFEREIZ B\ T, RADIUS Y—/3—|Z NAS-Identifier )@ & L CGRETT H2EE O XLFHV 2R ET D,

21§ REx LT2%A 1L, RADIUS $—/3—|Z NAS-Identifier B & L CGRENL, RELHIR L-GE @M A Z1ET
5,

no B Ca~<> FEFEITLZGEIR. PIHREICE S,

[ EH]

RADIUS Y —/X—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] Z¥& > Fd 5,
SWR2311P (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 RADIUS ¥ — \—ENE B DFRFED R E
[E=]

auth no-response-authorized
no auth no-response-authorized

(IR E]

no auth no-response-authorized

[AJ1E— K]

Ja—)ary 74— g — R

[AA]

RADIUS H— R —MESEREZ, FERERS) L7z b o & L TEET 5,

Immmmxmﬁ MAC BFE, WEB fBREDO K FRFEIZIV T, RADIUS ==L DIREN R XA LT F LTz
. ENENOR umﬁtmu FAERE L= b o & LCEET B,

fcﬁk Ko<y REMHAT 55A1L, auth reauthentication =~ > K & auth timeout reauth-period =~ > K CHi&E
WEEITD T L,

ﬁmeODFﬁBW% %@J RRTE ?5 LT, — BRIz (ZRBE u?j‘éﬂf\_ﬁ %I‘Eﬂiéﬁ #5:&75)’(%50
[/ — B

X2 VT4 OB ERLBNBH LT, Aa~vy FEfHTB3tx 207 0 —RY v —z 2 Had
HZ L,
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Ko< RBNEZHD RADIUS Hr— "—NHRE L HE Lz & &1k, UTOEIEE 225,

* RADIUS == EDIEENZA LT T M LIZEED

munEjiJ‘ L/f&_z)"DVCmuniE% HEFT—?A}:)

« IEEES02.IX FFETIE, 7V Wy FOEAER EIC L > TIEFICEEL RWEERH D

¢ RADIUS —R_R—EEHREINTWHESE, TXTD
AEREh E 35

« XAF Iy VLANZHEHALTWAHEATH-TH, A—F

RADIUS H— 3= 5 DISE BN 12856

IR E 41TV 5 VLAN TEIfET 5

o FTRTOVTYh 2 FEFBFEFNICT B0, 7 A b VLAN (ZEMEL 720

¢ RADIUS —R—7RZ N ORENRNESIT, Aavr

[ EH]
RADIUS ¥ — /R — SR CEREE & HEhIC T 5,

ROSFRE STV T HEREERINITIZ 72 B 720

SWR2311P (config) #auth no-response-authorized

5.3.27 R— FRIEFERDOFR

(2D,

W

73}
7

T

BEDA LV H—T 2= ADEROIHEHERTD

BLOBHEDORGRNEZ RTRT D,

[EFX]
show auth status [interface ifname]
[F—TU—F]
interface
[/NT A—F—]
ifname AR =T 2 — A%
FRTHEA L H—T 2—A
[AS1E— K]
FEFFHE EXEC £— R, F#E EXEC E— K
[FA]
N— NERREHERE D% E IR R
[ EHI]

ﬂf‘_‘ ]\wuu rﬁ?&%%ﬁj—é

SWR2311P#show auth status
[System information]

802.1X Port-Based Authentication

MAC-Based Authentication
WEB-Based Authentication

Clear-state time

Redirect URL
Not configured

Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.1l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication

Reauthentication period :

MAX request
Supplicant timeout
Quiet period
Controlled directions
Protocol version
Clear-state time

: Auto

Enabled
Disabled
Enabled

: Not configured

(port:1812)

(configured:auto)
Disabled (configured:disable)
Disabled (configured:disable)
Single-host

Disabled

Disabled

Disabled

60 sec

2 times

30 sec

60 sec

Both (configured:both)

2

: Not configured
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Authentication status : Authorized

Interface portl.4 (down)

802.1X Authentication : Force Authorized (configured:-)
MAC Authentication : Disabled (configured:disable)
WEB Authentication : Enabled (configured:enable)
Host mode : Multi-supplicant

Dynamic VLAN creation : Disabled

Guest VLAN : Disabled

Reauthentication : Disabled

Reauthentication period : 3600 sec

MAX request : 2 times

Supplicant timeout : 30 sec

Server timeout : 30 sec

Quiet period : 60 sec

Controlled directions : In (configured:both)

Protocol version : 2

Clear-state time : Not configured

5328 47U b MEHROFRT

[EF=R]
show auth supplicant [interface ifname]

[F—U—F]

interface L EDA A —T 2 — ADIEROIL T FERTDH

[/XT A —F—]

ifname DA BR—T = — 24
FRTHA L HF—T =2 —RA

IASIE— K]

¥i#E EXEC £— K

B!

AR— FERECBT D7V b MEHREERT D,

[ EH]

LAN A R—F #1l OV 7V v MEREERT D,

SWR2311P#show auth supplicant interface portl.l

Port MAC address User name Status VLAN Method

portl.l 0011.2233.4455  user Authorized 1 802.1X
5.3.29 FEHER DFR

EN

show auth statistics [interface ifname]

[FF—TU— K]

interface D BEDA B —T 2= ADMHER O E FRT D

85 A —5—]

ifname LA UH =T 2 — R

TR T DA H—T 2 —R&

[AF1E— ]

FEHFHE EXEC £— N, F7#E EXEC E— N

[FHA]

HR— MR B8y bOFEHERE T S,
[ E B

LAN 7R— b #1 OFEHEHR 2L RT D,
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SWR2311P#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455
Transmitted frames : 11
EAP Request ID 3 A
EAP Request 3 9
EAP Success 1
EAP Fail 0
RADIUS packets:
Received packets : 10
Access Request : 0
Access Challenge 3 9
Access Accept 1
Access Reject : 0
Transmitted packets : 10
Access Request : 10
5.3.30 KLEHERDZ U T
EEN!
clear auth statistics [interface ifname]
[FF—TU— K]
interface CEEDA H—T 2 — ADKEE RO E T VT T
85 A —5—]
ifname LA UHE—T 2 — R
FRTHA L H—T2—A
[AJ1E— F]
Rt EXEC E— I
[FFA]
N— FREEZBIT 237 > FOHEHEHRE 7 VT4 5,
BLL)

LAN R— | #1 OfEaHERZ 7 V7T 2,
SWR2311Pf#clear auth statistics interface portl.1l

5.3.31 RADIUS ¥ — N"—REFROER T

[EX]

show radius-server
[AFTE— F]
¥¢iE EXEC £— F
B

RADIUS % —_—{ZT D& EFHE R -T2,

FBRE—/N— U A NS L TH D RADIUS r— _— DR EER(—/3—HR A b, RFEH UDP R— hEE, A
PRAT— R ERISA R, BORFREEL, Y — S — SRR 2 KR 5,

Bt

RADIUS H——ICBT 2R EHME R RT D,

SWR2311P#show radius-server
Server Host : 192.168.100.101
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Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 3 3

Deadtime : 0 min

5.3.32 Web SRFERIHE DU A L7 b5 URL OFRIE
Ev

auth-web redirect-url ur/

no auth-web redirect-url

[R5 A —5—]

url DR AEET R LONEAR S (K 256 30F)
V&AL Ked URL

[WIHIRRE]

no auth-web redirect-url

[ASTE—F]

rua—Narz 4 L—va E—R

[RLBA]

Web FRAERII%IZ Y # 4 L7 b9 % URL Z48E T %,

no G THEAT LI GIERERER D U X A L 7 MERRZ TS 2

[/— "}

"M& @ T2 URL ZHRET 5 2 LI TE £ A

[ EH]
Web FRGEREIE DY & A L 7 AT http://192.168.100.200 % F57ET 5,

SWR2311P (config) #auth-web redirect-url http://192.168.100.200

5.3.33 FREERRED 7 VT

[ER
clear auth state [all] [interface ifname] [supplicant mac-addr]
[¥F—T—F]
all D RTOV T By FORGERIEE 2 VT T D
interface D BREDA A —T 2 — R EINTCWA YU b FORGRREEER 7 U T T 5
supplicant D RFEOY T B N OREEIREE 7 U T 95
[XTA—=F—]
ifname LA UE—T 2 — A4
VT THA 0 F =T =R
mac-addr ¢ hhhh.hhhh.hhhh (h 13 16 #£%5)
XD MAC 7 R LA
[ABE— F]

ke EXEC £— R
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[@iA]
V7 N ORBGEREEZ 7 VT T D,
[EE Bl
LAN R— M #1 ITHER SN TV LY 7Y o b OBIERIEEZ 7 V79 2,
SWR2311P#clear auth state interface portl.1l

5334 FBEIEREED 7 U T 2 RHIDORECEC AT D)

[EX]

auth clear-state time time
no auth clear-state time

P52 — &
time : <0-23>

PORERREE 7 U T 9 DI
(IR E]

no auth clear-state time

[AS1E— K]

Jua—\)aryz 4 l—y g rETw—NR

B

VAT LRI T v M).m Riez 27 V7T 5852 ET 5,

nO}%KT%%?LfC]ﬁEI N nun flj( %7 JTTJ—}:)H%‘:*IJ E%H’U%ﬁ—éo

[/ — D}

A UH—T 2 —ACRBIEIREER 7 U T T BRFLNHRE SN TWDEGE, A ¥ —7 = — AR E SN A TG
WED T VT 51T,

BREH
VAT LARERTY T N OFGRRER 7 U T DA & 12 FRCRET D,
SWR2311P (config) #auth clear-state time 12

5.3.35 BIEIREED 7 U T DL DR EA v ¥ —T =—R)

E&

auth clear-state time time
no auth clear-state time

[2XT A—&—]
time o <0-23>

REiRBZ 7 U T D R
(R E]

no auth clear-state time

[AJIE— K]

AR =T 2 —AE—F

[

ﬁ%%y&~714X’%fUﬁyb®M£h x0T O AR ET D,
no A TIAT LA, ERREL 7 V) 7 LRI O E L HIBRT D,

[/ —}]

ARz~ RIZLAN/SFP A"— FEB X OGRS ¥ — T = — AT D HFEE A HE,

KBEA L H—T 2 A ATV AT ARRICEIRRREZ 7 UV T T AANRESNLTWVWTH, Aavr RTRESN
fCH#ZUTmunE'H( 0)7 )7%‘_”??50
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[ EH]
LAN AR— M #1 IZEe S 7 U o FOFRGEREER 7 U 7§ D84 % 12 BRICERET D,

SWR2311P (config) #interface portl.1
SWR2311P(config-if) #auth clear-state time 12

5.3.36 Web RFFHEIE D A X~ A A7 7 4 L OEE
EE

copy auth-web custom-file all src_config num dst_config num
copy auth-web custom-file filename src_config_num dst_config_num

[F—VY—F]
all D ATO Web AR AL ~A A7 7 A NV Ea—T 5%
[/XF A—F—]
filename OEAEETB LOAT S
Webmuu ﬁﬁ15742ﬁﬁ774’/1/@774)/1/%
src_config num . Y —TDaALT 4 TS
BEE FLEA
0-4 AR = T T arr 4 7%&s
sd SD 1— K
dst_config num . avr’—eoar T 4 IEE
BREME LA
0—4 AR— T v Far7 4 &k
sd SD 1— R~
[AJTE— R
¥i#E EXEC £— K
[?ﬁfﬁ]
Web 325 ﬁﬁ257479‘ﬁﬁ@774’/1/%35“?“50
[/ —F]

SD 51— RinB AA » F~ Web iilLBIEH I A X~ A A7 7 A V& 2 —F 25513, SD U — RO /HiE4/
startup-config/web-auth/ {247 7 A L& FRE L T 72 &0,

SD 1— FAR~T v b SN TWRUVIREETIX, SD #— FH® Config 0 RICL TARa~v L FEFETTH LT —L&
%,

[ E B
4T Web iBRERE A A X~ A A7 7 A V& SD H— RipbAZ— T v 7 a7 4 740 ~ab—15%,

SWR2311P#copy auth-web startup-config all sd 0

5.3.37 Web SREEEER I A X~ A X7 7 4 )V OHIR
B

erase auth-web custom-file all config num

erase auth-web custom-file filename config_num

[F—TU— K]
all . ﬂif@ Web uun @ﬁx&"\?/]) X\‘)EH77/(}1/%%IJ|§/%—646
[/3T A —HF—]

filename DA LOEARL S
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Web RGEHIE A AT ~A AHT7 7 A NVDT 7 A V4

config num =N =
REHE B
0-4 AB— N NT v Tar7 4 7%Es
sd SD 1— R
[AJ1E— K]
¥iHE EXEC £— K
[%FEEDEJ]
Web muu ﬁﬁ15747<ﬁﬁ@774/1/78ﬁu%ﬁ—50
[/—}]
SD 71— KRB~ S TWRVIREETIE, SD #— FIN® Config ZxXRIZL T ARa~vy KEETTHEZT—L
25,
[BREH]

logopng & AX— KT w7 a7 0 7#0 InHHIBRT 5
SWR2311P#erase auth-web startup-config logo.png 0

5.3.38 EAP /XA A )L —DHRTE
EEN|

pass-through eap switch

no pass-through eap

[78T7 A —=HF—]
switch : EAP /RZ 2 L—DEE
BRIEME i

enable EAP /N AR )V—%HNZT 5
disable EAP /R A Z )L — &R 5

(AR RE]

pass-through eap enable

[AJ1E— F]

Jsua—m\varz 4 b—va e —R

[@i ]

EAP /XA Z)L—DF NN 20 2, EAPOL 7 L — ADHEE AR A2 ET 5,

disable ZF8E L7=35E1%. EAP 7 L — A & filfdEd4 %

no FECTHEIT L7=HA . F7214, enable 45T L7=8A1E. EAPOL 7 L — A& EEET D,

[/ — D}

802. 1X FAHEREN A RN 72 A F— T = — AT HOWTCIIFHAERE Z 55 L, EAP /XA XL —DOREITEH S 72wy,
[ EH]

EAP /XA A )L—ZH5h2 4 5,

SWR2311P (config) #pass-through eap disable

I
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54 Fh— b2V T 40—

541 F—bEX=2 V7 1 —HREORE
[E
port-security enable

port-security disable
no port-security

[F¥F—TU—F]

enable D AR—bEX2 VT —HEEEF DTS
disable D R—=beFa VT LT D
(IR E]

port-security disable

[AFIE—F]

B =T z—AEF— R

B

MBRA L H—T7 2—RZHH LT, A—beXa T 0 —HEEHENT S,

no A TEHAT L7, £721%, disable ZI5E L12GE1E, IR A VX —T 2 —ATHR— X2 U7 1 —HiE%x
N3 2,

[/—h]

A=z RILLAN/SFP R — M B L OGREA o Z — 7 = — AT D HGRIE " e,

A= hEX2 U7 ¢ —BEEEZ AN LR T, BRI T RWERRITIEIN D,

Bl

LAN R— Rk #1 DR — bt X 2 V7 ¢ —HEEEZ AT 5.

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #port-security enable

5.4.2 FFA] MAC 7 R L A& &%
B

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[FF—Y—F]

vlan : VLANID %48/E

[23T A —&—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 #E%5)
%50 MAC 7 R L2

action : mac-addr 54D 7 L — ATk HENE
BEE LA
forward Bk T 5

ifname : LAN/SFP AR— M E7iFfmElA v 4 —T = — X
SBEDA B —T = — A4

vian-id o <1-4094>
5t4: D VLAN ID

[FIEIER E]

L
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[AJIE— K]
sa—m\)varZ 47—y aryE—FR
[BA)
A—hEXa )7 =GN LTAR— N CTEEEZFFAIT2 MAC T RURAERERT D,
no FETIHAT L2 GA X, BEREHIRT 5,
[BRE ]
MAC 7 KL & 00:A0:DE:00:00:01 %2, LAN AR"— bk #1 OFF A7 KL A & L TEERT 5,
SWR2311P (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 %2 VT ¢ —BERXEOEBIEDORE

[EX]

port-security violation action
no port-security violation

[/XT A —=HF—]
action D AR—beXRa VT —EKEOBIE
BiffE— K s
discard AV AN E
shutdown Rl N A A7
(AR E]
port-security violation discard
[AF1E—F]
AP =Tz —AF— N
[@iH]

WGA L H—T 2 —RAZXH LT, R—bheXa VT ¢ —BKREOBET 7 v a vV ERET D,

no B THAT L= BAE, FIHIREICH S,

[/—}]

shutdown E— R TV ¥ v N U EN7-A— F&EIHIE58A81%, noshutdown =~ REHWD
A< FIX LAN/SFP iR — M B L OGGELA > ¥ — 7 = — AT D Bf% & Al e,

Bl

LAN R — bk #1 OEXFOEEL R — M Z U NIEET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #port-security violation shutdown

544 R—bEFX=2 )T —EROFR

[E=]

show port-security status
[AFTE— K]
K¢bE EXEC £— R

[FHA]
R—bhEx=2D7 0 —HHREETT 5,
(B E 1)
=¥l T —lEHRzeErndT 5,

SWR2311P#show port-security status
Port Security Action Status Last violation

portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal



portl.4 Disabled
portl.5 Disabled
portl.6 Disabled
portl.7 Disabled
portl.8 Disabled
portl.9 Disabled
portl.10 Disabled
5.5 = 7 —HigRE

Discard
Discard
Discard
Discard
Discard
Discard
Discard

Normal
Normal
Normal
Normal
Normal
Normal
Normal
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5.5.1 errdisable JREED> & D B 818 (BBEREDRE

[EF=

errdisable auto-recovery function [interval interval]

no errdisable auto-recovery function

[F—TU—F]

interval

H EHE [H ] D

ST A—F—]

function

interval

(R E]

no errdisable auto-recovery bpduguard (BPDU 77— KE&HE

errdisable auto-recovery loop-detect interval 300 (/L — 7" # HHFKBE

[AS1E—F]

errdisable DJE K| & 72 HHEHE

S 1==3

ixX [E

REME

bpduguard

BPDU 4 — RF§HE

loop-detect

J— TR RE

<10-1000000>

HEhMEIH9 5 £ TORRE(FD)

Ja—\)ary7 4l —y g rF—NR

[@iHH]

T T — R HEREREIC X > C errdisable IRFEIZ /R~ 72 & ICHBEIWIZIE IR T 2HEREZ BN LT, BENVEIRT 5 £ TOR
Mz ET 5,
interval &M L7256 1%, 300 PR E SN D,

no A THEAT LI LA, HEVEIRKREN R & 70 D,

[/ — P}

Ko< R&EFE{TT DRI BPDU B — FEEREIZ & - T errdisable JRFEIZ 72 - 7= LAN/SFP R — h Tl%. ¥[8l BPDU %
M L7z & EICREDEEN K EN D,

[BE B

BPDU /7 — R T errdisable IRAEEIZ 2 o7~ & O HENVEIHZ AN L,

18 1AM 2 600 2T 5,

SWR2311P (config) #errdisable auto-recovery bpduguard interval 600

JL—7 K C errdisable IRAEIZ /2 o 7= & D HENEIH 2 2T 5,

SWR2311P (config) #no errdisable auto-recovery loop-detect

5.5.2 = 7 —RHEEDFERFT

[EX]

show errdisable

[AS1E—F]

JERFHE EXEC E— K, 4§ EXEC E— K
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[REA]
T —RHEREDIFREFERT D,
UToHEENRRREIND,
 errdisable JRAED & O B EWE [H A RS D>
o errdisable JREED A v X — T = —ZAB IR T —%ZHiH L7~ HERE
Bl
=T —HiHHSREDEREF T D,
SWR2311P>show errdisable

function auto recovery interval
BPDU guard disable

Loop detect enable 300
Port-security disable

port reason

portl.1l BPDU guard

portl.7 Loop detect

sal Loop detect

5.6 PoE

5.6.1 PoE #5BHERE DR E(T AT D)
[EF=]

power-inline switch

no power-inline

[XT A= —]
switch D VAT AERD PoE #EMSRE DR E
R EME i
enable VAT LAARD PoE faEBHERE A RN D
disable VAT LARD PoE K EMERE & N2 T
[ E]
power-inline enable
[AFTE—F]
ra—s\)var 74— a E— R
[RBA]

AT LERTO PoE fEIEEED AL « MR ZRET D,
no TR CIAT L 72 H A I3HIHIR EIZRK D,
[/— ]

yx%b 2RO PoE fABHEREN AN /2> TV Th, ABIOR— T L ITHEBEHENEDN SN TWEEE, £
v— MIAEEREE N RN 72 D,

[ﬁﬁwl
VAT AEIRTO PoE $AEMREEZ AN T D,

SWR2311P (config) #power—-inline enable
VAT AR TO PoE FREMKEEE BT 5,

SWR2311P(config) #power-inline disable
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EEN
power-inline enable
power-inline disable [delay time]

no power-inline

[F—TU—F]
enable © X EA v H—T = —AD PoE MEMEEEZHNT D
disable C KB A H—T = —AD PoE #AEMEE BT D
[P35 A—%—]
time ;. <1-3600>
TR I £ T OIRIER (D)
[WIHIRRE]
power-inline enable
[AJ1E— ]
f B —T 2 —AE— R
[REBA]

HRA 2 H—7 = —AD PoE A BIERED AR « W& B E$ 5,

no FENCEAT LGS I3WIHIREICR 5,

famElE I E TOBIERR A5 E L2 a2~ > RET) GIRERHRIE IZ power-inline disable 735% & S 415,

F 72, LLDP |Z L % H#E% ERERE(dp auto-setting) 73 2N 72354,

WBWEEILOZA IV TRBHEND,
[/ —H]
PoE R— FUSNClia~ v REFTZ T —L 2 5,

& AT LB AE T IR E O ¥ ~ R AP (25 LT

A 25— == A= FCRBRES AR A > TOTH, UTFORARBES AR,

o VAT AE(KD PoE MAEMEENIEZN I /e > TWAIGE

SOR— MV b ARIET bR 5.

B R IREE B AR L T\ DT, T = a7 ¢ 7 ETiE power-inline enable & L THibi 5,

[BEH]
portl.1 T? PoE #aEEMEREZ AN T 5,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #power-inline enable

portl.1 T® PoE i EERERE 2 M 5,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #power-inline disable

5.6.3 PoOE i"— M DT OHRE

[EFX

power-inline description /ine
no power-inline description

[R5 A —& —]
line D64 SUFLAN OB T

(AR E
L
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[AF1E— F]
A F =T =—AE—F
B
PoE 7R — MZ#EEET 2 PD HERR ORI L2 2 ET 5,
[/ — 1]
R L7 LI show power-inline =~ > R CHE/REN 5D,
[BREH
portl.1 [ZHEET 5 PD Hégr Dt & LT AP1"2 R ET 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #power-inline description APl

5.6.4 POE R — N DIGEBELREDRTE

W

E&
power-inline priority priority
no power-inline priority

[T A—=HF—]

priority D kREEILE
RIEE Wi
critical e
high =
low {159

(AR E

power-inline priority low

[AJIE— F]

A HF =T z—AEF— R

B

SHBA B —T = — ADK BB E R R ET D,
IR — N ORRHFEE ) G FTREE ) EIRZ BBl 725513 BRIRMLO S o & HIRWAR— h~DFRELIF LT D,
no FEICFAT LGB 3R EICHE D,
[/—}]
FE B 1 show power-inline =~ > R CH/REN 5,
[BEH]
portl.5 DAFEMEIEEE % high(F)IZT D,

SWR2311P(config) #interface portl.5
SWR2311P (config-if) #power-inline priority high

5.6.5 H— Ky FOZE

[EX]

power-inline guardband watts
no power-inline guardband

ST A—F—]
watts o <0-30>

H— R ROAEW)
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[ E]

power-inline guardband 7

[AJ1E— K]

Jua—N\)arz4 g —varE—FR

B!

H— AV RERET 5.

T — R Rk, REOKREFILEZ S TeOICRET DG FTREE ) ERICH L To~—Y 0 Th 5,
MG FIREEE IS — RN RELF & 72 o 72856 PoB AR — MCHT72IZ PD B3R A 85 L C HARTE S u7euy,
OW ZHE L7esa. — K30 RIFEfE L7y,

no I THEAT LGB IR EICR 5,

[/— 1]

[BEH

H— RN RE30W 2T 5,

SWR2311P (config) #power-inline guardband 30
H— RN REBENT 5,

SWR2311P(config) #power-inline guardband 0
H— KAV REGBIREICRT,

SWR2311P (config) #no power—-inline guardband

5.6.6 PoE }AEFE M DOFER
B

show power-inline

show power-inline interface ifname

[7XT A—=F—]

ifname : PoEAR—F
[AJIE— K]

JEFFHE EXEC £ — R, 4§ EXEC £— K
[FHA]

PoE N — b DFgEIFMEZ R TT D,

ifname ZIEET 5 &, $FED PoE K — N OFEMIEREFTRT 5,
[/— k]

[ B

PoE R M A FR T 5,

SWR2311P#show power-inline

PoE Status
Available Power : 124000mwW

Used Power : 20500mw
Remaining Power : 99500mW
Guard Band g 7000mwW

Operation Status: Enable

PoE Interface

Interface Admin Pri Oper Class Power Max Description
(mW) (mW)

portl.1l Enable High* Powered 4 12000 29536* APl

portl.2 Enable Low Standby n/a 0 30000 n/a

portl.3 Enable Low Powered 4 6800 30000 n/a

portl.4 Enable Cri Powered 2 1700 7000 n/a
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portl.5 Enable Low Standby n/a 0 30000 n/a
portl.6 Enable Low Standby n/a 0 30000 n/a
portl.7 Enable Low Standby n/a 0 30000 n/a
portl.8 Enable Low Standby n/a 0 30000 n/a

* - Assigned by LLDP.
portl.l DIFEF WA K TT D,
SWR2311P#show power-inline interface portl.1l

PoE Status
Available Power : 124000mW

Used Power : 20500mw
Remaining Power : 99500mW
Guard Band 2 7000mW

Operation Status: Enable

PoE Interface portl.1l

Powered device type : n/a

PoE admin : Enable

Priority : High*

Powering status : 2-pair

Detection status : Powered

Current power consumption : 12000 mW

Powered device class 3 4

Powered allocated : 29536 mW*

Powered pairs : Signal (Alternative A)

* - Assigned by LLDP.
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o=
Layer 2 $%5E

6.1 FDB(Z ¢V —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 28 HERED
BN

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAEEEREEZANCT D
disable © MAC 7 R L A EBEREZ T 5
(R E]

mac-address-table learning enable

[AJ1E—F]

rua—\varz4 7 b—va e —R

[FAA]

MAC 7 R L 2B EE DB/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 BT, 7V —Lh2ZFELTOLMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

[ B

MAC 7 N L 2 EEEREZ AT D,

SWR2311P (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LD
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Jua—nm"narz4 7 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no JIER CHEAT LI & I3 EICK 5,

[/ —F]

Ko<y RTRE LR & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND F TORHE
EDOMT, BENELDEAEND D,
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[BREH]
A FIv Iy M) —DZ—T T2 A L% 400 V2T 5,
SWR2311P (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR

E&y
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address . MAC7T FLAZIRET D
vlan : VLANID #f8ET %
interface DA E—T 2 —AERET D
instance D MST AV AF L AZFRETD
[73T7 A —=HF—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA v ¥ — 7 = — ADAH]
GO B —T 2 —A
vian-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*BED MST A A% A ID
[ASIE—F]
¥EHE EXEC E— K
B

MAC 7 RLAT =T Vinb B A F Iy 7w M) —&HIRT 5,

F—U— RFEEELLHEE. HERMHC—B Lz b =R EHIRT 5,
XF—U—RERELRWEEIEL, &2 TOXAF Iy 72 N —%HIBRT 5,
[BAEBI]

MAC 7 R L Z730020.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWR2311P#clear mac-address-table dynamic address 00a0.dell.2233

614 RFZT 4 v 7 b —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET %

[/RT A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

KR D MAC 7 KL A
action : mac-addr 56D 7 L — A% A ENME
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RIEE B!
forward HRIE T D
discard WEET S
ifname : LAN/SFP AR — b E721E5mEA v ¥ — 7 = — A DA
KROA R —T x— A
vian-id 1 <1-4094>

*5D VLAN ID

[ E]

L

[AJTE— K]

Ja—x\)ary7 41— — R

[FREA]

MAC 7 VAT —TNVIZAZT 4 v 72 b)) —%5E5kT 5,

action \Z forward R E LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% BRELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZBELE-MACT RLABIWRVLANID IZ—HK L7-ZE 7L — A%, fFIET
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7238 1L. VLAN#l DR ESND,

[/—F]

action \Z discard Z 3R E LT, mac-addr [~V F X ¥ A K MAC T RLRAZIRETAHZ LITTE R0,
mac-addr \ZLLTF O MAC 7 RL A BETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF.FFFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN 7R— b #2 [THsiE 35 & 9 Békd 5,
SWR2311P (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

E&N
show mac-address-table
[AJ1E— K]
JEHME EXEC & — R, 5+ EXEC £— R
B
MAC 7 RL AT —T N E2HERT5H,
FOHENERIND,
« VLANID

o A UH—Tx— AL

e« MAC7 RL X

o T L—AIZxT 2 EME
o TV MNU—OFESH

e T—UUITHA L



210| =< > KU 77 L 2 A | Layer 2 #iig

[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWR2311P>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR

&3]
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface D BEDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 RV AFDAHAERT 5
[R5 A—&—]
ifname DRI HA U H—T = — ADLHI
LAN/SFP AR"— M E 72 diaE A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9% VLAN ID
[AT1E— K]
FERFME EXEC £ — N, ¢ EXEC E— I
[FHA

FDB = F VIZHHFINTWS MAC 7 RL A AEFRT D,

HEVFEICE VBRSNS AT Iv I T LA, BEY, FBBERSNIZALT (v 7T L ADBEENFR
S,

[ E B

FDB = F V2B SN TWS MAC 7 RL A A F T 5D,

SWR2311P>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
sua—saryz 4 S L—varE—K
[
VLAN A V4 —7 = —ADREHAT ) 12th D VLAN E— RIZBATT 5,
[/ —h]

VLAN E— b7 a—\var 7 4 7 b—v g — NIZRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT 5,

[B%E B
VLAN £— RIZBIT9 5,
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SWR2311P (config) #vlan database
SWR2311P (config-vlan) #

622VLAN f V' Z—T7 = —ADHRTE
[

vlan vian-id [name name] [state state]

no vlan vian-id

[F—TU—F]
name : VLAN OA4HIZRET S
state : VLAN ORREZHEET D
[T A —F—]
vian-id 1 <2-4094>
VLAN ID
name PR AEETER L OEATES(32 XFUW)
VLAN D44 i
state D 7 L= LORRIREAT O B OHREER
REHE B
enable T U— LERET D
disable 7 L —AEEEE LR
(IR E]
mL
[AJTE—F]
VLAN &— K
B

VLAN A V¥ —7 = — A& RET D,

no I THIT LI=BA 1L, VLAN A ¥ —7 = — 2 & BB %,

name % H M L725E1L, VLAN O RiIC"VLANxxxx"(xxxx T 4 H7 VLAN ID)AS HEIRIZERE S D,
state 4 M L7255 15, enable BEXE I D,

disable Z 5 E L7-HA1E, MUi%Z VLAN A V¥ —7 = — A~OFET R THIBREN S,

[/—}]

BEIZ name E%TE STV 5 VLANID IZ%F LT, name #&ME L TAa~ > FERE LLEIE, BEICERESNLTWY
% name DEEFETF IR,

vian-id \Z1385 D VLANID ZHET5Z &R TEx, U T Xz, """ 2 FHHT 2,

« VLAN#2 7°5 VLAN #4 £ CTH®RIRT 584 : 24
+ VLAN#2 & VLAN #4 28R4 554 : 2.4

7272 L., 50 VLANID Z45E L7HA 1L, name ZF5ET 52 ENTERN,
[B%E B

VLAN #1000 % Sales &\ 9 LRI CTRET 5,
SWR2311P(config-vlan) #vlan 1000 name Sales

623 7 A X—  VLAN O E
BN

private-vlan vian-id type

no private-vlan vian-id type
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55 A —s—]
vian-id o <2-4094>
vlan =~ R CRE S 41TV % VLAN ID
type i 774 ~— | VLAN O]
REME A
primary 774~ Y — VLAN
communit EHUH Y —VLAN(Z S 2 =F ¢ —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
[FIHIRRE]
L
[ASE— R
VLAN &— K
[BA]

vian-id % 77 A4 X— k VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 14— VLAN ORENHIFEIN T, 8% D VLAN & L TR+ 5,

[/ —}]

O32=2FT 4—VLAN ¢ LCRETDHE, 7794~V —=VLANDOD a2 I AHAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o —T7 2 — R LIFWETE AN, oI a2=7 4—VLANEB L7 A Y L — k VLAN
WATBT AL v X —T 2 — AL ILRECTE 72D,

TAYL—RFVLAN L LTERETHE, 794~V —VLAND T EI AN AR— M EDLBETLHIENTES
N, AI2=F A —VLANBLORT A YL — | VLANIZFTBTAMDA v 2 —T = —RA LI TBETE L5,

B!

UFD7Z A4 ~_X— K VLAN Z&ET D,

+ VLAN#100: 77 A~ U — VLAN

« VLAN#101:® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#102: ® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#103: 5> % U — VLAN(7T 4 Y L— b VLAN)

SWR2311P(config-vlan) #vlan 100

SWR2311P (config-vlan) #vlan 101
SWR2311P(config-vlan) #vlan 102

SWR2311P (config-vlan) #vlan 103

SWR2311P (config-vlan) #private-vlan 100 primary
SWR2311P(config-vlan) #private-vlan 101 community
SWR2311P(config-vlan) #private-vlan 102 community
SWR2311P(config-vlan) #private-vlan 103 isolated

624 774~ — VLAN IZX$BEH & U — VLAN OFERE
BN

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan vian-id association

[F—U—F]

add © fEE L7 VLAN % B#AHT %

remove © fRE L7 VLAN OB T & HIBR$ 5
[/3T A —F—]

vian-id o <2-4094>
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7°Z A4 < VU — VLAN [ZEE Z LTV 5 VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEEIRTET2HE. UToX oz, """ "2 fH+sZ L
« VLAN#2 725 VLAN #4 F CTaEIR$ 245 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(AR 2]
L

[AS1E— ]
VLAN E— K

[FLAA]

FFIAX—=FVLANDZ T A<V —VLANIZX LT, B XU —=VLAN(T A YL —K VLAN, 23 =2=7 (—
VLAN)D BEAF T &2 3 ET 5.

add ZF8ET D Z & T vlan-id & 2nd-vilan-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIBRT 5,

no JEARTHEIT LeHalE. 774~ Y — VLAN ~O B 1T 2 X THIFRT 5,

(B EHI]
UFDOTZI7 4 _R—=KVLAN 2R ELT=DOL, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U—VLAN(Z 2 = =7 (— VLAN)
e VLAN#103: %5 >4 U — VLAN(7 A Y L — k VLAN)

SWR2311P(config-vlan) #vlan 100

SWR2311P (config-vlan) #vlan 101

SWR2311P(config-vlan) #vlan 102

SWR2311P (config-vlan) #vlan 103

SWR2311P (config-vlan) #private-vlan 100 primary
SWR2311P(config-vlan) #private-vlan 101 community
SWR2311P(config-vlan) #private-vlan 102 community
SWR2311P(config-vlan) #private-vlan 103 isolated

SWR2311P (config-vlan) #private-vlan 100 association add 101
SWR2311P(config-vlan) #private-vlan 100 association add 102
SWR2311P (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MNEFTRLA— NDFRE

[ER
switchport mode access
(IR E]
switchport mode access
[AJ1E— K]
A HF—T2—AE—R
[FAA]
WA Z =T 2= ZAOR— M EZT 7 E AR — MTRET D,
[/— ]

Kz~ FIE LAN/SFP R— M B X UGHELA ¥ —7 = — AT D HGE Al 6E,
WA =T 2 AERBRE L TARAT Y FERELIZGEIE, 20 =7 ==X IR T22TO
LAN/SFP N— F DRENER SN D,

A—RNERE T 7 R— 067 78 AR— MIEE LA 1L, switchport trunk allowed vlan =~ > KO E
k & O switchport trunk native vlan =~ > K D% E S #I IR E )qué

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET 5,
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[ EH]
LAN R— kN #1 27 7 B AR — MR ET 5.

SWR2311P (config) #interface portl.1
SWR2311P(config-if) #switchport mode access

6.2.6 7 7 AR— MNH F 72 LAR— b)DFTE VLAN DRE

[F=

switchport access vlan vian-id
no switchport access vlan

3T A—5—]
vian-id o <1-4094>
FTJ&4 % VLAN ID
[FIHIERE]
switchport access vlan 1
[AFIE—F]
A H—T2—AF—R
[RLRA]
RGA B —T 2 —ANT 7 EAR— ML LTHTET 5 VLANID Z3%ET 5,
no JER THEAT L2 B3R E IR D,
[/— 1]
A3~ Rid switchport mode access =~ > RV E 4L TV 5 LAN/SFP AR — B L UGRELA & —7 = — R |ZD
HE% TE IR,
WA A — T 2= AERBLE L TR RERE LSRR, 2O ¥ —T7 = —RBT58TO
LAN/SFP R— F DRRENE L I D,

AR— MNERZ N7 7 R — MIEE LELAIE, Ka~vy FORENPYIHEEICKE D,
[RXEHI]
LANR— M #1 N7 72 AR — K& LTCHIRT 5 VLAN % VLAN #10 |Z3% 7 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport access vlan 10

627 b7 I R— MNETFER— MNDORE

(BRI
switchport mode trunk [ingress-filter action]

[F—TU—F]

ingress-filter AN T A —OEEERET D

[78T7 A —=F—]

action D AT v —0EE
BREME B
enable AT AN =TT D
disable AT 4 NE—ZWINT D

[WIHIRRE]

mL

[AF1E—F]

AUH =T 2—AE— R
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[BLHA]

ingress-filter Z &% L 72838 1%, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\5 VLANID & —F L
LEDH, TL—hElEET 5,

AN T 4 VB =BG EIE, TTOT L—AZiRET 5,

[/— 1]

A~ RIXLAN/SFP A" — B XL OGREEA ¥ — 7 = — AT D HG& iE I hE,

WA L H =T 2= AR E LTRAY Y FERELILSGAE, O =7 2= RAICFBRT22TO
LAN/SFP /R — M DR ENEHE I D,

R— MR ZET 78 AR— 5 T 7 A — MIERE L7z5ATL., switchport access vlan =~ > K O3 E 23 A%
EINZR D,

FZ > 7R — k& LTHET S VLANID |4, switchport trunk allowed vlan =~ > K CRET D, £/, x4 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CTRIET 5,

[ E ]

LAN KR—hF#1 % b7 7 KR— MIRET 5,

SWR2311P(config) #interface portl.l
SWR2311P(config-if) #switchport mode trunk

628 T U AR— MNE TFHE R — F)DPTE VLAN O E
[

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[¥—7—F]
all ¢ ovlan a7 FTHREIINLTWAHTNTO VLAN IZATE S5
none : 2TOVLAN OS5
add  FREL VLAN IZFTE S H 5
except © HEE L7 VLAN LSO, vian 22 RTREINTNDHTXTO VLAN IZFTE S5
remove : FBE L7 VLAN O iEXE 5
[3F A—F—]
vlan-ids o <1-4094>
vlan 2~ R TREIN TS VLANID
BERET 256, LT Loic, "R "2 HTHZ &
« VLAN#2 7»5 VLAN #4 £ CTH®RIRT 5545 2-4
+ VLAN#2 & VLAN #4 % RIRT 5355 2,4
[FIEIEXE]
7L
[AF1E— F]
A B =Tz —RAE—F
[RLBA]

SNBA LV HE—T 2—AN TR —FE LTHET S VLANID 2% ET D,
no B THEAT L7256, FTET 5 VLANID DN T X CHIBRS IV CAR— MNERINT 7 B AR — MIEFEIND,
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[/—}]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
TR TE AT HE,
WA Y H =T 2= AEXMBL L TRV FERELILLERIT, £0OA 7 =7 2 —AHRT22TO
LAN/SFP 7R— F DR ENEL S5,
R— MER 2T 7 £ AR — MIER LEGEIE, Ra~y FOBRESYIHIREICR D,
all £721F except #FHE L TRE LIZGAIL, ZORICEE Lz vlan 2 v RONENFICKBEND,
all £721F except ZFHE L TRE LIZGAIEL, LTORELZITI &, FEV OFFE L TW% VLANID % add THREL

TEREICEEEND,

remove & f5E L CHT/E L T\ % VLANID ZHIfk L7 5%&
switchport trunk native vlan =~ > R CHT/& L C\\% VLAN ID #f5& L =556

except ZHHE L CaRE & 1T - 7%, add 257 L TR L Cu 7= VLAN ID (IZFTE & B 728405, e L T\ 5 VLAN
ID % add THE L2 EICEE S5,

remove Z fEE L7 ICHTE L CWRW VLANID Z2f5ET 5 L =7 —IZ72 5.
Az~ R & switchport trunk native vlan =~ > ROREIL, BEELLE 2D,

Ko< R THE SE72 VLANID %457 L T switchport trunk native vlan 2~ > RZ % E L= E, fEEL-
VLANID 25k ESH 545,
switchport trunk native vlan =~ > N T E 41TV 5 VLAN ID Z 57 L CHT/ER S 72354, switchport trunk
native vlan none 23i%/E S 115,

switchport trunk allowed vlan add =~ > K C, vian-ids {Z"-"°" " 2l A G OE CTRE LHAE, ivwI—T g v
(Rev.2.00.08 LAFNIZIR T & aa~ o RRREICKRT 5, R e L TIIEFICHBETE R R WRErd 5, FERF:
switchport trunk allowed vlan add 101,103-105)

(B EH]
LANAR—h#l Z b T 7 R— MIERELTVLANR I &85,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #switchport mode trunk
SWR2311P (config-if) #switchport trunk allowed vlan add 2

629 FT IR — MNFTHRER— M)DERAT 47 VLAN ORIE

[EFX]

switchport trunk native vlan vian-id
switchport trunk native vlan none
no switchport trunk native vlan

[F—TU—F]
none : AT 47 VLAN Z®2hic 32
%5 2= —]
vian-id 1 <1-4094>
vlan =< > FTRE SN TS VLAN ID
(AR E]
switchport trunk native vlan 1
[AJIE—F]
A B =T z—AEF— R
B

RRA L H—T 2—ADFAT 47 VLAN ZRET 5,

none ZEE L72HAIE. XA T 4 7 VLAN BRENT/2 5, ZHICK VR A 2 —T =2—2ATIE, ZIELI=X V7%
L7 L —A5TET 5,

no B CHAT L7258 I3 EICE D,
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[/— 1]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
Fr R E W] e,
WA Y H =T 2= AEXMBL L TRV FERELILLERIT, £0OA 7 =7 2 —AHRT22TO
LAN/SFP 7R— F DR ENEL S5,
N— MEREZT 7 2 AR — MIER LIEGEIE, Aa~vr FORENPVIHIREIZR S,
Az~ K& switchport trunk allowed vlan =~ > RFOFREIL, HEEL LD,
+ switchport trunk allowed vlan =~ > R CHiJ# St7- VLANID #f8E L TR~ RERE LHEG, BELL
VLANID 76t s ¥ b5,
« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHJE X ¥ 7244, switchport trunk
native vlan none 235X & S 415,
[ E ]
LANR— R #l % b7 7 R— MIRELTRA T 4 7 VLAN IZ VLAN#2 2R ET 5.

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport mode trunk
SWR2311P (config-if) #switchport trunk native vlan 2

6.2.10 75 4 X— | VLAN OR— NEB|DOHE
[

switchport mode private-vlan port-type

3|

no switchport mode private-vlan port-type

[/3T A—HF—]
port-type © AR— hOBEME
R B
promiscuous 7' I AN AR— |
host RA RR—
[WIHIRRE]
L
[AJ1E— K]
A B =T 2—AE— R
(@]

WRA B —T =2 —ADT T A ~X— bk VLAN OR— MEJIZ R ET D,

no R TEIT LA, MBA LA —T 2 —ATHRESNTND T T A4 _X— | VLAN OREEHIFRT 5,
[/ —}]

Az~ Rid switchport mode access 2~ > R23ERE S LTV 5 LAN/SFP 78— b Z D AR E Al HE,

Mz T, L FDA ¥ —7 = — AT promiscuous & % E TX 5,

e FIFUIR—FPELTEIEL TS U F—T =2 — A

[B%E B

LANR—F#l 2702 I 2D AR— K, LANAR— F#2 KA FAR— MIRET D,

SWR2311P (config) #interface portl.l

SWR2311P(config-if) #switchport mode private-vlan promiscuous
SWR2311P (config-if) #exit

SWR2311P (config) #interface portl.2

SWR2311P (config-if) #switchport mode private-vlan host

6211 54— K VLAN OF R F R— FOFRE
[EX]

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—T—F]
add i 7T 4~U—VLANIZXT 5l & U — VLAN 2% ET H
[78T7 A= —]
pri-vian-id . <2-4094>
774~ VY —VLAN & L TRREIN TS VLAN ID
2nd-vlan-id : o <2-4094>
T H ¥ Y —VLAN & L CREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AR =T z—AE—FR
[RLEA]

MNPA L HE—T 2 —ANT T4 _X—=K VLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZREL T, &F
&Y — VLAN ZBEfTT 5,

no WK TEIT LGS, JBA L H—T =2 —ANKRAFR—=F L LTHIBT S 774~ — VLAN DR EB LNk
H & Y — VLAN ORHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— k& LT E I TV 5 LAN/SFP AR — M2 D&
B E P HE

pri-vian-id & 2nd-vian-id X, private-vlan association =~ > R CEHEfT T LN TV HMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN E. Ao~y ROREIX
HikRE N 5,

[BREH]

HBA L HE =T 2= AL FDOT T A ~_— | VLAN ZRET 5,

o LANKR—h#1: 7714 ~1U—VLAN#100, &5 > % VU — VLAN #101

s LANFR—bF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &7 > % U — VLAN #103

SWR2311P(config)# interface portl.l

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 101
SWR2311P(config-if)# interface portl.2

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 102
SWR2311P(config-if)# interface portl.3

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 103

6212 5 A4 _X— K VLAN D712 I A H AFR— FDEE
[

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add 774~V —VLANIZxT HEH &Y — VLAN 2% ET 5
remove : 774~V —VLANIZxT D&l &Y — VLAN ZHIkRT %
[/%5 A —5—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L TixE I TW% VLAN ID
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2nd-vlan-ids o <2-4094>
®H XY — VLAN IZEE SN TV 5 VLANID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZIEIRT 554 2-4
« VLAN#2 & VLAN #4 8R4 254: 2,4

[FIEAER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN Z%E LT, EH % U— VLAN
& BT B,

R TCET LEES. MB A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
X &Y — VLAN OBBEN T 28R 5,

[/ —H]

Az R switchport mode private-vlan =~ > RC7 R I AN AR — & L THEIN TS LAN/SFP A — h
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, a3 ABAR—F L LTEREESNTWARUTFTDOAS LV H—T7 2—ATHRETE D,

o "IV IFR—FELTEMELTCWVAAS L H—T =—2R

s mEA A —Tz—R

pri-vlan-id & 2nd-vlan-ids %, private-vlan association =~ > R CRIH (T SN TWDHHERH 5,

B VH— T 2 — AR B L TR RERELLEGAIE., 204 ¥ —T7 ==X IHIRT52TOH
LAN/SFP 7R— F DR ENEFH I N5,

switchport mode private-vlan =~ > K CR— hOFERIN 7 1 I AN AR — NUAMIRE S NTHE, KRa<wr Fo
BOEITHIBRE D,

2Ia2=F7 4—VLAN L, B 7 I 2B AR— MU THEEMNITAZ ENTE S,
1OD7 7 A4~V —VLANIZX LT, HEDOTaIADAR— FERETE D,

TA YL —FVLANINDOA L HZ—T 2 —ZF. 1 O0 70 I AN AR~ EDBBENTRERT-D. 1 ODT A VL
— k VLAN ICBHESIT B D 71 2 AH AR— FI 1 DD,

[RXEH]

LANAKR—F#l 270 I AHAR—=FL LTEEESE T, 774~ U —VLAN#I00 & EL. BH % U — VLAN
#101, #102, #103 % BHEAT T 2,

SWR2311P(config) # interface portl.l

SWR2311P(config-if)# switchport mode private-vlan promiscuous
SWR2311P(config-if)# switchport private-vlan mapping 100 add 101
SWR2311P(config-if)# switchport private-vlan mapping 100 add 102
SWR2311P (config-if)# switchport private-vlan mapping 100 add 103

H

6.2.13 "A A VLAN D& E
[E=X]

switchport voice vlan #ype

no switchport voice vlan

[7NT A —=HF—]
type AT
R EME i
<1-4094> VLAN ID
dotlp TIAFT VT4 X T 7L —L%EHTS
untagged 2T LT L—LEMHT S
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[FIHIER E]
L
[AJIE— F]
A H =Tz —AE—K
[RiAA]
RAAVLAN O EET D, TI7EAR—NMIRELIEYEA X —T7 2 — ADHFKETE D,
VLANID Z48E L7254, fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF N7 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANVLANID (20 T, CoS ENFEE M7= 802.1p ¥ /)% 357/ b
T774 w7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
REH
LAN 7R— b #1 2784 A VLAN & LT VLAN #100 [Z%ET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDRE

[EFX

switchport voice cos value
no switchport voice cos

P87 A—g—
value o <0-7>

BRI CRR ET 2 CoS 1

(R

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHEZRET D,

LLF® & &2 LLDP-MED CHEEGias (Z5% & 2 4 5,

o HWIR— FTARA A VLAN BEEIN TS,

o F4WR— [T LLDP-MED %552{E M Al fE,

[ EH]

LAN 7"— k #1 THA A VLAN & LT XE CoSE%E 6 (IR ET D,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #switchport voice cos 6

6.2.15 " A{ A2 VLAN @ DSCP fED & E

[EFX]

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHEAR IZRUE T % DSCP
[WIHIRRE]

switchport voice dscp 0
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[AFTE— F]
A H—T 2 —AE— R
B

PG AR CE R N7 7 ¢ v Z IR TR DSCP %X ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E &2 W3 5,

o MR — FTRAAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—FDEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/)VF 7V VLAN 7 /L—7 1D
BEERET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 24
« TN—TH#ETN—T #4 BEIRT D524

[FIEIRXE]

7L

[AS1E— F]

A H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AP =T 2= AR LTI N—TZIRE LB, #8A v ¥ —7 =—ATiE, v F 7V VLAN 7L —7 730
CA v H—T 2 —AMORTEETE S, [M L VLAN ThH, w/LF 7L VLAN 7 —T7R3E S 45, @B T/
|

MBS L =T 2= A VI TN — v a Vi LS — T = — ADRIEETE B,

IHIRRE Tl A v X — T = — AT~ /L F 7L VLAN 7 /b— 7 IZHTJE L2y,

no G THEAT LI2GEG . PIMIRREICR S,

[/—H]

7T A X— K VLAN & OOz TE 20,

Voo T7 7V —va w2 —T7 2 — AR S5 R — O~ /LF 7L VLAN 7 —F 3R —I2 T D0 E
Nd 5,

~/WVF TV VLAN Z N —7REH I DX, R— MO T+ T —F 4 7 DF, BREO/T Y MIwALF 7L
VLAN 7 )V— T RIE DB Z T IR0,

~IVF TV VLAN 3 E L TN TH, LFORBETELLHBETERNI DD S,

o A=V ITVY—0T a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7 /L —7 #10 \IZ3&ET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport multiple-vlan group 10
SWR2311P (config-if) #exit



222| 2~ KU 77 LA | Layer 2 B&HE
6.2.17 < )L'F 7 )L VLAN 7'V — T DL HIDRE
[EX]

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id ¢ <1-256>
~/VF 7V VLAN 7 /v—7' ID
name D OPRAEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx (X 4 /7D 7 /L —7" ID
[AJTE— K]

Jua—nnarz4 s b—varyE—F

[RLBA]

~/VF TV VLAN 7 V—T 4R &R ET D,

no JZTHAT LI2GEIE, FIHMEICR 5,

FXTE L7-4Hi1lZ. show vlan multiple-vlan =~ > K CER I D,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHNCHRET S,
SWR2311P (config) #fmultiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 )L VLAN BRERFD YMPI 7 L — A B REHE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch ;. ¥/VF TV VLAN ZERED YMPL 7 L — A GiEHRE O B
REE B!
enable IR EEZ AN T D
disable TR 2 3 5
[WIHRRE]
multiple-vlan transfer ympi enable
[AF1E—F]
srua—arr 4 L—va E—R
[FLBA]
~NVF TV VLAN RERFI, ¥~ EERT 7 2 2ARA » FOFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET D,

BHOY~ A NERT 7B ARA L BN EL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —E IR E 7~
ITHRRLAN = b — T — A FIH L7-WIEA, ANCT 08’5 5,

no I CTHFAT LGB IR EICR 5.

[FE B

~/LF 7L VLAN @ ERF O YMPL 7 L — LGB HE 2 Mshic 5,
SWR2311P(config) #fmultiple-vlan transfer ympi disable
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[EFX]

show vlan vian-id
show vlan brief

[F—TU— K]
brief : 2TO VLAN H# & FRT 5
[/3F A —&—]
vilan-id <1-4094>
#F7:7 % VLAN ID
[ASTE— K]
JERFHE EXEC & — N, %7 EXEC £— F
B
F8E L7~ VLAN ID O A2 FRT 5,
IFTOEBENEREIND,
HE A
VLAN ID VLAN ID
Name VLAN D4 Fij
VLAN OIREE (7 L — L HHEET 2 D05 D)
State « ACTIVE: #5157 %
« SUSPEND : #5315 L 72\
VLANID IZFFB L CWA A v X —T = — %
Member ports e (W): TV EBEAR—NF T2 LE— )
e (O): FTUIR—=MNEIFER=])
[ E B

2 VLAN 1§ £ T 5,

SWR2311P>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fE#OKT
[EF=]
show vlan private-vlan
[AS1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLBA]
7'Z A ~X— k VLAN O &R 5,
ITOEANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY 4% Y — VLAN @ VLAN ID
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HAH GIL]
tH 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=RELTHBLTWDAS VH—T = —R
[ EH]

7'Z A X— k VLAN Oz &R 5,
SWR2311P>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 v /VF 7 )L VLAN 7 /L — FREBROFET

[EA]

show vlan multiple-vlan [group group-id]
[F—T— K]
group D REDS VT TV VLAN Z N —T DI E AT 5
[/3T A =4 —]
group-id 1 <1-256>

~/VF 7V VLAN 7 /v —7 ID

[AFIE— K]
FERFHE EXEC £ — I, %5 EXEC £—
(@]

~/LF 7L VLAN 7 )L — 7 DR EREL FRT D,

group FEEZEME L2 GA1E, FBRICA VX —T7 = —RZE VSR TOHNTWEL IV —TFTRTEFRRT D
YMPI 7 L — A BBEEE DR EIRRE b £ T 5,

[ EH]

~ )L F 7 )V VLAN 7 )L— T DR EREE F T D,

SWR2311P>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUP0O001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(ANN=" 7Y U —71 Fa)l)

E

e

631 AT LDANN=U T —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

(MR E]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)aryz 4L —yg T — R
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[RLBA]
AT AEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABIEKOANRN= TV Y —2 G902 T 5
[/—h]
ANR= T V=% FGNIT D7D, Kawr RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= I ) —E ST D,
SWR2311P (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>

RIS SERF I (FD)
(WX E]
spanning-tree forward-time 15
[AF1E— ]
Ja—\)ar7 4 L—gF— K
[

RSB IERF R 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/—F]
AKa< s ROBREITLLTOFRMELZTIZTHENH D,

2x (NE—H A L+]) S RRT— VU T = 2 x (IRRIRERFRH - 1)
AT — 7 HE#IZ, spanning-tree max-age =~ R CHETX 5,
NE—H A NIFIZ 2T, BETLHZLIETE RN,

[F B

HR IR AR 2 10 ICERET D,

SWR2311P (config) #spanning-tree forward-time 10
633 ZRT—V LV JIREDRE

EEN

spanning-tree max-age time

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR E]
spanning-tree max-age 20
[AJ1E— F]
Ju—nmnarz 4 b—va e —R
[BLBA]

RRT—V U TRHERET D,
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no JEATHEAT LI B3I E IR D,
[/— 1]
BRT—Vr 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VEZEETIHET ORHTH D,
Ko<y ROREFLLT ORMEZEWTZTHER D D,
2x (N —=H A h+1) = RRT—V 0 ZHEEE = 2 x (EREELERRE - 1)
HADE R IEIF[#] 1T, spanning-tree forward-time =~ R CXETX 5,
=LA NI 2T, BETLHZLIETTERY,
[B% E 5]
I RT— 0 T % 25 IICRET D,
SWR2311P(config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 4

[(HIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—F

[FHA

TV VT ITATYT 4 ZBET Do BEN/NS VI EBILEDE,
no JE A THEAT LIE GBI EIZR D,

[/—}I]

MSTP DAL CIST(A > A X v A #OWIK T HRIE & 72D,

[BREH]

TV TTTAFYT 4 & 4096 (Z&IET D
SWR2311P (config) #spanning-tree priority 4096

635 AV FZ—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y U —OENE
B EE B
enable ANR= T Y —E [T D
disable ANR=Z I Y —H BHZT D

[WIHIRRE]

spanning-tree enable

[AF1E—F]

A B —T 2 —AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHWEERRET
no JE X CTEIT LTI HEITHIREICE 5.
[/ —F]
Ko< RIiZLAN/SFP AR — B L OGRELA v ¥ — 7 = — AT DA E Al HE,
AL —T 2 — AR LTS LAN/SFP AR— MIxF L TARa~w > RERET L LILTE RN,
[BXEH]
LAN R— k #1 TAR= 7Y ) —Z W4 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #spanning-tree disable

636 A EZ—Tx—ADY I EATORE

E&
spanning-tree link-type type

no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B!
point-to-point RAV WY —=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF—FR

B

WHBA LB =T 2= ADY) I B TEHET Do

no TR THAT L 72 AI3HIIRR EICR 5,

[/—}]

ARz RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AIZD AR E HE,

B X — 7 = — RZFTE LTS LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R— M &Galli A % — 7 = — R S AT1E. M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
PR EITR D,

B!

LANKR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree link-type shared

3|

637 A2 —Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[73F A —4F—]
filter : BPDU 7 4 V%2V v 7 OEME
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REMHE B
enable BPDU 7 A V&2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U T ERET D,

no JEATIAT L7 A I3 EIZ R D,

[/—h]

A~ RIX LAN/SFP R — M L OGRERA ¥ — 7 = — AT D Ha& & I hE,

FRERA X —T7 = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET DHZ LT TE R0,

LAN/SFP AR— b ZiaBlA o #—7 = — RIZHTE S E72 8613, 3% LAN/SFP AR — MIx$ o AR~ ROBREDN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHNZT 5,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #spanning-tree bpdu-filter enable

63.8 4 —7 = —AD BPDU H— KOHE

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[78T7 A —F—]
guard : BPDU #— FO#EE
BRIEME Bl
enable BPDU — & {5
disable BPDU % — N &8N %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T7=2—AF—F
[FFA]

WA VA —T = —AD BPDU H— RERET D,

no FECEAT LG A& IIWIHIRR EITR 5,

[/—F]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFHE Al HE,

LA A —T7 2 —AZHTB L CWA LAN/SFP iIR— M L TARa~ L RERETH Z LT TE 2R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S B 725613. Hi% LAN/SFP A — NIt AR~ ROBREN,
WIHRREICR S,

LAN/SFP 78— k23 BPDU 4/ — RIZ & > T shutdown S 1L7285E1%, HUi% A ¥ —7 =—R|{Z%F L T no shutdown =
< REFE(TITDHZ L THIATE 5,

S H — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — R |T% L T shutdown
o< R&SLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #spanning-tree bpdu-guard enable

639 AL F—T—AD/INAITA FNDERE

a2 KU 77 LA | Layer 2 #RE

1229

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/XT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—ADY 7 HEIE T T, LTOEEFEHT 5,
YT 3 SRR A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, B LTWA LAN/SFP A— hD U v 7 i BEZ# G5 L7 fEE tic, /N2 32 MEMPRE
el
[AJ1E— K]
Ao B —T 2 —RAE— R
[BA)

KGA B —T 2 —ADNRAAR NEHET 5,

no TR THEAT L= A IR EIC R 5,

[/—}]

MSTP D513 CIST(A A X > A #OIWIHRTT DR E & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%TE Al He.

MEA A —T7 2 —AZHFB LTV A LAN/SFP AR— MIxf L TARa~ RERETH I LT TERL,

LAN/SFP iR— R 23 A v X — 7 = — AR SE-EA1E. Y43% LAN/SFP AR— M+ A5 AR~ ROFTED.

*)]:H;LJX/E \—)j:ééo
e
LAN B— k #1 &322 2 F % 100000 2 ET 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree path-cost 100000

RIE

(]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX
spanning-tree priority priority
no spanning-tree priority

[R5 A —&—]

priority 1 <0-240> (16 DfE%R)
TIAFYT 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =T 2 —AF— R
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[FEHA]
KBA L HE =T 2= ADTTA KT 4 ZHRET D,
no TR CTFEAT L A IR CITRE S,
BAED/ NS VIE R ENE L A v X —T = —AWP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOFE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
ARz~ RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFHE I HE.
FRHELA X — T = —RZFTE LTS LAN/SFP AR — MIXf L TARa~ Y RERET D Z LIFTE 20,
LAN/SFP R — M &Galli A % — 7 = — R S 5A 11X, M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
WIHIEREIZR D,
REH]
LANR— N #1 OTTAF VT 4 % 64 1THET D

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree priority 64

6311 f V2 —Tx—ADT vy R— FDEE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE—F]

B =T z—AEF—FR
[@iH]

MHBA VA —T 2 —ADT Yy VR— NEFHET D,

no TR THEAT L= A IR IR 5,

[/—}]

A~ RIiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg& iE W HE,

FEEA v H —T7 = — AZHTE LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTX 720,
LAN/SFP 7R — M Zi@BlilA ¥ — 7 = — AZFTE S 7285615, M4i% LAN/SFP AR — MIktT AR a~ 2 ROBREN,
WM EIZR 5,

R EH

LAN AR—F#l > UR— MIT 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

BN
show spanning-tree [interface ifiiame]
[F—U—F]
interface DRI THAAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M E72idGm A ¥ — 7 = — ADA R
FRT DALV H—T 2 —RA
[A1E—F]

FEHHE EXEC B — I, 454 EXEC £— N
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[@iA]
ANR= 7Y U —DIREBE RN T D,
interface M L7 HEIL, BTOA ¥ —T7 = —ADRERERRIND,
MSTP DAL CIST(A > A X v A #O)DIEH A TR T D,

LFOHEBENRFRREND,
HHE A

Bridge up AR= 7Y Y —7a k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AKE,

Root Port N—hrT Vo TDEXIX0 EERRIND, mBlf ¥
—7 == ADHEFRIEA LS =T 2= ADA o H—
Tr2—AA T v I AFEFTERRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERJERE ] R EE

Hello Time N— TV DO m—HF A LREM

Max Age =TV VORRT— Y 7RI EE

Root Id N—+ D7V v VA, V= DTV T TAF
U7 ¢ (16 #EECHE 4 M) & MAC 7 RLATHER SN D

Bridee Id TV VA, TV v T T A AT T ¢ (16 EHEIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIE TC 7

topology change(s)

7 Offu 7z BPDU Otz =)

last topology change

BRIC MR —F = o UNFE LT B

Ifindex A E =T 2 —=AL VT v I AEE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 415>

Designated Path Cost INA A |

Configured Path Cost A H =T x2—AD/NA A NREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DO

Designated Port Id Designated 7~— k @ ID

Priority AEBE—=T 2 —=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EECTE 4 M) & MAC 7 RLATHERR SN D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RL AT S D

Message Age Ayt — Ut

Hello Time Na—F A LNFEE

Forward Delay His 15 AL PR [ AR fiE

Forward Timer

FEBROHRERIE X A ~—

Msg Age Timer

A v H—T = — AN BPDU DIFRAMWIEST 5 % 4 ~—,
WIHEARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 OB AZ D v NE T 5
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HE B
Hello Timer AE—OFFIHENT 524~ —, 012725 T2Ff T/
m—ry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KETHBPDUDK A
Ty VR — N O EM & BIEDIRE, portfast off,
portfast configured N
portfast on, edgeport on DV T FL7)>
N - - “\__‘ Ny *4 Ll i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUENE & BifE
DR
bpdu-filter A B —=T7=—ADBPDU 7 4 L&V v THEREDRE
il & BEDIRAE
root guard configured Jb— A — REERE DR B & BiAE DR AR
. A B=T=2—=ADY 7 ZA T OREMEBHEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOIREE
Bl

LAN R— K #1 O AR= 2 7 ) —DOIREER FRT 5,
SWR2311P>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o°

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27V J—® BPDU OFEERDOFER

[EX

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface D RRT DA AT 2= RERETDH



ST A—F —]

ifname

[AJ1E— F]

FEHRFHE EXEC *E— K, F#E EXEC £— K

[FRA]

A= 7 U —® BPDU OFEGHERDFE R T D,
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LAN/SFP iR — F E 72 135HA v X — 7 = — A D4R
BRTAA B —T 2 —RA

interface ZEME L7=BEIL. B TOA UV H—T7 =2 —ADIRERFRRIND,
Batil]

LAN 7"— k #1 ® BPDU OfieHE#HR A2 TR =T 5,

SWR2311P>show spanning-tree statistics interface portl.1l

o o o 00 o° A A O A A O A° A O O° A o o

o\°

o o° A° A o o o o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

OO wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KO VT
EEy

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRA BT o —AERETD

[78T7 A —=F—]
ifname : LAN/SFP AA— M E 70 idGimBlilA v ¥ — 7 = — A D4
IVTTHA A —T = —R
[AS1E— F]
M EXEC E— K
B
STP AT — RTCTEIEL T\ A v ¥ — 7 = — A& lET— F~RET,
interface ZEME L7=5A1E. @ CHOA U HX—T7 =—ADREN T VT b,
[/ —F
STP @ BPDU % %5 L7=35A, %5 LA v ¥ —7 =— AL STP EME— RCTEET 2 L9122 5, LirL, T0
#% STP @ BPDU 25 L2 2o T, YA v ¥ —7 = — AL STP At — FTEMELKET 5, 2D X5 RBE
WCARa<w REFEITTHZ LT, STP AT — R LilEE— R~NRET LR TE S,
[BREBH]
LAN R— b #1 % STP H#a/ Ll E T — R ~R T,
SWR2311P#clear spanning-tree detected protocols interface portl.1l

6.3.15 MST E— R~D1T
[EX)

spanning-tree mst configuration
[AJTE— K]
Ja—x\)ary7 41—y g T — R
[FREA]
MST A vV AZ L ARLMST U — 3 VOBREZITI 12D MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—)Lary 74 7 Lb— g 0 — RIORAICIT exit 2~ 2 RE2fEH L. ¥ H#E EXEC E— FIZE
HiZidend 2~ REFEHAT 5,
[RXEHI]
MST &— RIZBITT 5,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #

6.3.16 MST A ' A X L ADAERR
[

instance instance-id

no instance
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[78T7 A= —]
instance-id o <1-15>
A VAL A ID
[FIHEIERE]
7L
[AF1E— K]
MST £— I
[BLFA]
MST A > AR A& AT 5,
no FECTEAIT LA L, MST A v A X AZHIBRT 5,
[/— 1]
MST A A% o ADA[LE VLAN & OBHEAT T X, instance vlan 2~ > R TRET D,
[BEH

MST AV AZ A #]1 T 5,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN ORE
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

[R5 A—F—]
instance-id o <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
[HIHARR E]
L
[AJIE— ]
MST &£— R
[RLBA]

MST A A X 2 A 2% LT VLAN % BEEfHT 5,

no JERTEIT LT=HA1E. MST A AKX A2k % VLAN OREEAT T 2 HIRT 5, BIRL7-fE%E, MST A > %
B R X]LLT1/)%VLANﬁ\F%ﬁ{TTE%LTI/\fﬁb\iHAﬁi MST A > A% v A& T 5,

HERENTWRWMST £ VAX VAZRELEEEIX, MST A v AX U ADEKR BIThILD,
[/—F]

o> MST A > A% o AZBAEAHT 5 CuvD VLANID 25895 Z L IXTE /R0,

MST A A Z v ZZBEA T 535 VLAN O3S AT AR TR KA 256 HE TE1 5,

[B% &)

MST A A H A #1 12 VLAN #2 Z BEfTHT 5,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 1 vlan 2
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6318MST A LV AX LV ADTTFAZF VT £ DFRE

[EX]

instance instance-id priority priority
no instance instance-id priority

[/3T A =4 —]
instance-id o <1-15>
A AL A ID
priority 1 <0-61440> (4096 D50
TIAF YT 1A
[FIEARRE]
instance instance-id priority 32768
[AFIE—F]
MST £— I
[FRA]

MST A LV AR ADTFTAF VT 4 ZHET D,

BEDN/PNEWEEELRENEL . MST AV AZ L ARDL— 7Y » IR 5 RetE N @< 2 5,
no B THEIT LB AR EICR 5,

B!

MST A VAR A# DT TA A VT 4% 4096 |\ZERET D,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 2
SWR2311P (config-mst) #instance 2 priority 4096

6.3.19 MST J —2 3 VA DERIE

[EX
region region-name
no region

[23T A —&—]

region-name DA TS L UEA LS (32 SUFRAN)
V—T 3 0%

[FI8IE% €]

region Default

[AJ1E— K]

MST £— K

B

MST U =Y a V4 &2RET D,

no TR CTEIT LTS IIIREICRE S,

[ E B

MST U — a3 U4 % Testl IZRRET D,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #region Testl

E

R

6320MST U —Va DI EVa HED

[EFX]

revision revision



[/XT7 A—5—]

revision

[WIHIRRE]
revision 0
[AJ1E— ]
MST £— K
B
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<0-65535>

Jeva o &Has

MST VU —Yarp)eya BELZRETH,

no JEATHIT L4

[BE B

i*ﬂ%ﬁnﬂﬁ g-)j:é éo

MSTU—U 32D Vs vRBerd 2 I0RET S,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #revision 2

6321 A LV H—T7 2 —R|ZXTDBMST AV AZ L ZADRE

1237

[EF2

spanning-tree instance instance-id

no spanning-tree instance

<1-15>
ERENTWD MST AV AX 2 AD ID

SBA L HE—T 2— AWK L TMST A Vv AZ L ABRHRET D,

AT, MST A v AZ L ADOBREXHIRT S,

[78T7 A —=F—]
instance-id

[F1H13R 2]

L

[ A1 E— K]

A HB =T —AE—R
B

no JEXCHEIT L7285

[/ —h]

AKa< 2 KiZ LAN/SFP AR— B L OGRS v ¥ — 7 = — A 2D HFHE I HE.

FERA A — T 2 —AZFTE L CWA LAN/SFP AR — MIXt L TARa~ L RERETDHZ LT TER,

LAN/SFP iR — M Z @Bl A v ¥ — 7 = — R S8 723
VIR EICR D,

B EH
LAN &R— K #1 {Z

MST AV AZ LV A# BBRETH,

SWR2311P(config) #interface portl.l
SWR2311P(config-if) #spanning-tree instance 2

63.2MSTA VAR LVARIBITAAVE—T2—ADTFITAF VT 4 DHRE

AlE. M3 LAN/SFP AR — MIKT AR~ ROGREN,

[EX

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[PXT A —=F—]

instance-id

<1-15>
KHRA LV H—T 2= ATERESINTWNE MST AV AZ 2 AD ID
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priority 1 <0-240> (16 DfEEN)
TIAF VT 4 fH

(AR E

spanning-tree instance instance-id priority 128

[AJIE— F]

B =T z—AEF—FR

B

MST A VAR L AZBITDHBA v X —T 2 —ADTITAF VT 4 Z&RET D,

no TERTIAT LA I3IIR EITE S,

[/ —}]

A~ RIiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO HG% E W HE,

FEEA v H —T7 = — AR LT D LAN/SFP AR — MIxt L TR~ RERET D Z LT TX 720,
LAN/SFP R— b ZGRELA > ¥ — 7 = — AR S W75 A1E. M3% LAN/SFP AR — MIKRT A AR a~ 2 ROFEEN,
MR EIZR 5,

B!

LANR—F#l ODMST A LV AZ AR DT TAF VT 4 % 16 ITRET 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree instance 2
SWR2311P(config-if) #spanning-tree instance 2 priority 16

6323 MST A LV AF L RZBITBA L FZ—T 2 —ADNNAIA NDRIE

EEy

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[/$F A—%—]
instance-id o <1-15>
KIGA B —T 2= RTREIINTND MST A S AZ L AD ID
path-cost : <1-200000000>
RA A ME
[WIHRRE]
AVH—=Tx2—AD) 7 HEIIS T, LFOMEEERT 5,
YNV S J: 3 RR= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
WP v F— T = — X, PR LTV D LAN/SFP AR— F D U 7 EZ GFF LA JTls, /N2 3 X MEB IR E
Al
[AF1E— F]
B =T 2 —AF— R
[FEA]

MST A VAR L AZBITDRBA VX —T 2 —AD/RAAA N ERET D,

no B TEIT LB EITHREIZR D,

[/—}]

AR=a<> RIiZLAN/SFP iR — F B L UOGHEEA > ¥ — 7 = — AT DO A% E I HE,

FEEA v H—T7 = — A ZHTE LT D LAN/SFP AR — MIxt L TARa~ Y RERET D Z EIXTE 720,
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LAN/SFP R— h ZFBA » % —7 = — ZICHTR S B 51, 4% LANSSFP B— MIxtT 2 A3~ v ROBREN,
MR EIZ R B

(BB

LAN ZR— | #1 O MST A A X 2 A #2 O/3ZA 2 A k% 100000 23R ET .

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #spanning-tree instance 2
SWR2311P(config-if) #spanning-tree instance 2 path-cost 100000

6.3.24 MST V — a3 VIFROFR

EEN
show spanning-tree mst config
[AJIE— K]
FEFEHE EXEC E— R, FFHEEXEC E— K, A/ V¥ —T7 = —RAE— K
[@ ]
MST U —2 a > OifslliE iz 24 5,
[ EBI]

MST V —2 a » O#BIE®REFRTT D,
SWR2311P>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DEG2

6.3.25 MSTP fE# DO FE T

[EFH]
show spanning-tree mst [detail] [interface ifname]
[F—TU—F]
detail DOREHIEH AR T D
interface DORRTDHA ST == AERET D
[/3T A —F—]
ifname : LAN/SFP AR — b E72IE5mEA v ¥ — 7 = — A DA
ERTHA L HE—T =2 —R
[AS1E— ]
JEFFHE EXEC T — R, fMEEXEC ®— R, f V¥ —T 2 —AE— R
[

MSTP D@z R R~T D,

HHFIIMST A Vv AX AL VLAN B, v ¥ —7 = — ZAO BT IE#R 2 RRT 5,

detail ZFEE LT-HAIE, A1 v F—T7 2 —ABLMST 1 VA X o ADFHABERE FRT D,
interface ZEME L72BEIL. T_XTHOA VX —T =2 —ADFRPFREIND,

[/ —H]

ifname |2, FHERA X —7 = —AZHTE L TV D LAN/SFP AR — R & FEET 5 Z L1 TE 20,
[RXEH]

MSTP D@z R RT D,

SWR2311P>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
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Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f2300110
% Default: CIST Bridge Id 8000ac44f2300110

% Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
% Instance VLAN

% 0: 1

% g 100 (portl.8)

LAN R— |k #8 @ MSTP OFEfME R 2 FR T 5
SWR2311P>show spanning-tree mst detail interface portl.S8

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

o\©°

Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44f£2300110

Default: CIST Reg Root Id 8000ac44£f2300110

Default: CIST Bridge Id 8000ac44f2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o° oP

o

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44£2300110

% portl.8: Regional Root 8000ac44£2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£f2300110

% Default: MSTI Bridge Id 8001ac44f2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44£f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > 2 & > ZEHDOFR

[ER

show spanning-tree mst instance instance-id [interface ifname)]
[F—T—F]
interface DORBRTAALE—T 2 —RAEEET S
(/%5 A —5—]

instance-id o <1-15>



a2 KU 77 LA | Layer 2 FEAE | 241
EREN TS MST A v A ADID
ifname : LAN/SFP AR — b E72IE5mEA v ¥ — 7 = — ZADAH]
FHRTHA B —T =2 — A
[ASTE— K]
FEHHE EXEC E— R, #MEEXEC E— R, f v X — 72— AXAF— R
B
FEE L= MST A > A X o ADIERAEFRT D,
interface # GG L7285A1E. FEE LT MST A VAZ UV ANRRKEZINTNATRTOAL VZ—T7 = — ADFRMNER
b,
[/—F]
ifname |2, FWERA X —T7 2 —RAIZFTE L TWD LAN/SFP AR — R & HEET 5 Z L ITTE 0,
[B%E B
MST A v A X A #1 DIEFREFRT D,

SWR2311P>show spanning-tree mst instance 1

% Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44f2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

o°

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000
% portl.8: Configured CST External Path cost 20000
% portl.8: CST Priority 128 - MSTI Priority 128
% portl.8: Designated Root 8001ac44f2300110
% portl.8: Designated Bridge 8001ac44£2300110
% portl.8: Message Age 0
% portl.8: Hello Time 2 - Forward Delay 15
% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O
6.4 /L— 7K

6.4.1 L —7RRHBEEDRE( AT L)
=

loop-detect switch

no loop-detect

[R5 A — 5 —]
switch D VAT AEEONL—T K HSEE DR E
R EME A
enable gx%A/ﬂi%@/lﬁ‘f@tﬂ%ﬁ?’iﬂﬁ@ﬁi@‘
disable ZX?Aéw@wwfﬁm%%%ﬁﬁuﬁ
(#1313 2]
loop-detect disable
[AS1E— K]
Jua—\)var7 4 —y g rEw—R
(R EA]

VAT WEERON— TR E A E TN T D,
no JEATHEAT LIS & 3HIHIBE ISR T,
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[/— 1]
VAT LABIRTAN= 7Y ) — e L L — T R RE A R T & D,
N—TRRIBERE A F T H720I2iF, Ka~r P2z, A v ¥ —7 =2 —ATHL—7 R EZ AT 5
WENRH D,
N—TRRIESRER AR 2B ETH. LT OA v ¥ —7 = — AT — 7RI REIZENE L 72,
o ANR=UTY Y —BEEENENEL T 5 LAN/SFP AR — M X UGRELA > % — 7 = — &, 7272 L, Forwarding 7" — |
TIX LDF OEZIEEITH 720, BEERSIC L D V— 7033584 L2581, V— 7 RIEEESEIET 5,
« X7V VIO T —A— & LTEHIEL TV 5 LAN/SFP A" — |
(BE )
VAT KERTA— TR Z AT D,
SWR2311P (config) #loop-detect enable
VAT DA —T BRI DI T B,
SWR2311P (config) #loop-detect disable

6.4.2 )L — T FRHBEREDERE(AL » F—T7 = —2R)
[ER]

loop-detect switch

no loop-detect

[NTRA—=H—]
switch RS U H—T 2 — AD N — T RIERE DR E
RUENE e
MRA VB —T = — ZAD)— T R
enable T
_ WBA B —T = — A D — TR RE
disable HES T 5
(B E]
loop-detect enable
[AF1E—F]
A H—=T 2 —AF— R
(B8]

KGA VB —T 2= AD— TR REE AR E T3S T 5,

no TR CIAT L 725G A I3V E TR T,

[/— 1]

wgfﬁﬁ%%%ﬁﬁﬁﬁétﬁﬁm\KZVVFKMiT\VX?A@%T%w%fﬁﬁ%%%ﬁﬁﬁﬁé%E

N5,

Ka< ROBRENFE2D LAN/SFP AR — MIGHFHA L X —T7 x— AL LTHRD ZEIFITERWY, 1272 L, AX—

Ty T a7 4 7 EOEA U H—T 2 — AZFTE LTS LAN/SFP AR — h DR EIL, IBEHR— FORENH

AU X —T2—RZ@EAEIN 5,

PR A — T = — A|ZHTE LTV D LAN/SFP AR — MIAR <2 ROEIFITTE R,

N—THRHEBEREN A DR BAETH, WTFDA v ¥ —7 = — AT — TR ZEE L 220,

o AN=U 7Y U —HERENENMEL TV S LAN/SFP AR — M K UwE A o ¥ —7 =— X, 7272 L Forwarding " — |
TIXLDF OEZEEIT O 120, BBHEHEIC L D L— 7 N84 L1, V—7RIHEEENEIET 5,

e IT7—V TN T —R— L& LTEMEL TV D LAN/SFP R — k

ZR= 0 U —BERE(STP) B L OVL— 7R S RE(LPD) DR EIRFBIC KT L T, EH b OMEENA RN R 51 %2 LT

DRITRT,

AR =T — R

LPD %7 LPD A%

STP #%h STP A% STP %) STP A%
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STP %) - - - -
LPD %)
STP A% - STP - STP
AT A
STP 4% - - LPD LPD
LPD A%
STP A%l - STP LPD STP
[RXEHI]

LAN AR— |k #1 O — TR 2 A2 5.

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #loop-detect enable

ABT 4y ViAo B —T = — A # ON—T A AT 5,

SWR2311P (config) #interface sal
SWR2311P (config-if) #loop-detect enable

LACP g A v A —T7 = — R #1 ONV—TKHELZ G+ 5,

SWR2311P (config) #interface pol
SWR2311P (config-if) #loop-detect enable

LAN 7R— b #1 OL— 7 H HHERE 2 N2 5

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #loop-detect disable

6.4.3 L—7BRHEFD Port Blocking DX E

[EFX]
loop-detect blocking switch

no loop-detect blocking

[/XT A —F—]
switch D XA v H —T7 = — A D Port Blocking DX E
BREE S|
enable RGA B —7 = — A D Port Blocking % H
T %
disable xtGiA > # —7 = — A D Port Blocking %
T D
[WIHARRE]
loop-detect blocking enable
[AJIE— K]
AHF—Tx2—AE—NK
[BLAA]

KBA L H—T 2— AT, N—T & LIZ85A O Blocking Z A0 £ 72138024 5,

no X CHEAT L= & I3 IR E IR T,

[/ —}]

Ko< RORENE D LAN/SFP AR— MIGHERA v 4 —T7 2 — AL LTIHERDZEIITERY, 7277 L, AZ—
Ny TFarT 4 7 O, R —T = — 2B LTS LAN/SFP AR — F O EIL., HEER— N OB ENH
BA A —T =R ZHAIND,

FERA A — T 2 —AZFFB LTS LAN/SFP AR — MIA o~ ROEITIZTTE R,

[ EH]

LAN 7R— k #1 TA—7 ZHiH L7284 12 Blocking 5 & 51295,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #loop-detect blocking enable

ABT 4 ViwBiA U H —T 2 — A #1 TA—TZ MM L728A12 Blocking 35 X 9129 %,

SWR2311P (config) #interface sal
SWR2311P (config-if) #loop-detect blocking enable
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LACP i@ A o Z—7 = — A #1 TL—7Z ki L7235 12 Blocking 5 £ 5127 5,

SWR2311P (config) #interface pol
SWR2311P (config-if) #loop-detect blocking enable

LAN 7R— } #1 TL—7 % L728A12 Blocking L2V K 91275,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #loop-detect blocking disable

6.4.4 Port Blocking D)\ — 7 fi#{H % —EHR CHER T 5
[EX]

loop-detect blocking interval interval

no loop-detect blocking interval
[/$5 A—%—]
interval 1 <10-3600>
Jo— T RERERR O TR (FD)
(AR E
mL
[ASIE—F]
Ja—)ary 7 47—y g rF— KR
B
W =T DM S D & RIEEIC Blocking (3RS 2,
Davwr RERETDHE, —ERBTL—7BEINTWDNHERT DX 1275,

Jo— 7 MR & TV AUE Blocking ZRERT 243, L—FREE SN TOWARITIE, BEZORMARET L ET
Blocking ZiflkfEd 5,

no A TIAT L7213, AIHRREICR T,

[/—}]
Port Blocking JRREED R — kB V > 7 # o Lizi54 ., Port Blocking (FZRIFFZfEER S5,
[ E B

Port Blocking O /L— 7 fR {5 e O [ IR & 300 FPIZERET D,
SWR2311P (config) #loop-detect blocking interval 300

6.4.5 L —7RHEIRED U & v b

[EX]
loop-detect reset
[AS1E— K]
F#E EXEC E— K
B
BETDA L Z—T =—ADNL—THHREZ ) &y 5,
[/— 1]
Ka<r FiE, VAT LEEONL—TRHEEN AN RGEICOHRIHATTH LN TE D,
[BREH]

N—7REREEZ Y vy T 5,
SWR2311P#loop-detect reset

6.4.6 )\ — 7B RE DIRBER R

(&
show loop-detect
[AJIE—F]
FEHEME EXEC £ — N, ke EXEC £— R
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[RLBA]
N—TRRHBERE DR ERIR B Z R T 5,
KTRNEITLLTOLEED,
o VAT AEEDNL—TFRHBEREDRE
*  Port Blocking ? /L — 7 fif{Hfife 78 D [ FERF[H ("auto” & 721X "N seconds")
+ LAN/SFP A— F B I WGGHEA v X —T7 = — AT L O A—T O EE
s A UHF—T x—AK(port, sa, po)
+ LAN/SFP R— hEB X UGRBELA > ¥ — 7 = — 2D /)L— T H HBEHE D% 7€ (loop-detect), /b— 71 R AE DS EN/E L
TWDEEIE, (OB ESD
«  Port Blocking M % i Ik H&(port-blocking)
o JL— 7 O K RE(status)
[/ —H
FRERA v — T = — AIZHTE LT D LAN/SFP AR — MMIZE R L2V,
[BEH
N—TRRHRREDRRER TR T 5,
SWR2311P>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable = —-————-
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5DHCP AX—t°

6.5.1 DHCP R X —t' 7 DA REHRE (AT D)

[EA
ip dhep snooping switch

no ip dhcp snooping

[T A =5 —]
switch : VAT ARRD DHCP A X — ' JHEBE DR E
REME Bl
enable VAT AAAKO DHCP A X — B 7 HRED
RIEZANTT D
disable VAT LAARO DHCP A X — B v 7 HERED
REZ T D
[WIERRE]
ip dhep snooping disable
[AF1E— K]

Ja—)ary 74—y g — R
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[FEHA]
AT LARO DHCP A X — ' VT BEREORGE & A 2 F 213N T 5,
no I TEFAT L7125 B 13 IIER E IR T,
[/ — 1]
DHCP A X — b o FHEREZ AN T 5 7-0I121E, Ka~2 Rz T, VLAN A > % —7 =— AT DHCP A X —
VL THREE AN T HMERN D D,
S HIZ, ip dhep snooping trust 2~ > R C DHCP #— =3 SV TWDHR— M ERET DLENRD D,
[BREH]
VAT AERRTDHCP A X— ' JHfe 2 H T 5,
SWR2311P(config) #ip dhcp snooping enable
VAT AART DHCP A X — B2 ZHRE & TN 5,
SWR2311P (config) #ip dhcp snooping disable

6.5.2 DHCP A X— v 7 D RN/ELFRE (VLAN)

[EFH]
ip dhcp snooping switch
no ip dhcp snooping

[/XT A—F—]
switch COXEBA A —T 2 —AD DHCP A X — VL FTHEBED R T
BEE B!
enable B A B —T =2 —AD DHCP A X —E
THEREDREZ BT D
disable %A v H—7 2—AD DHCP AX—t
THERE DR E & iz 35
[FIEIER E]
ip dhcp snooping disable
[AJTE— K]
A H—T 2 —AE— R
[FRHA]

XGRA L H#—7 2 —AD DHCP A X —E » JHRED R E A AN E 11T WhcT 5,

no B THEAT LI G I3 E IR T,

[/—}]

AKav 2 RIXZVLAN A V¥ —7 2 — RO HGHRETE D,

DHCP % % — > Ve & AT B 720IiE, A~y FICAT, ¥ A7 ARKTH DHCP A X — & 7k
BT DUEND D,

S 512, ip dhep snooping trust =~ > K C DHCP — =2 SN TWDLR— M AR ET DLERDH D,
[3% 2 5]

VLANI T DHCP % X — Ut JHEREA AT 5,

SWR2311P (config) #interface vlanl

SWR2311P(config-if) #ip dhcp snooping enable

VLANI T DHCP % X — Ut JHEREA NI T 5,

SWR2311P (config) #interface vlanl
SWR2311P(config-if) #ip dhcp snooping disable
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6.5.3 DHCP A X—t' v 7 DOR— NMERIRE

EEN
ip dhcp snooping trust
no ip dhcp snooping trust
(IR E
mL

[AF1E— K]

AH =T 2 —AF— R

B!

SR A L H —T = — A% DHCP A X —E L 7 ® Trusted IR— MIRTET 5.,

no I TIAT L 25 A I3 IR EIZ R T,

FIHIRRE TIZ T TR — k23 Untrusted R — MMIFRE I TV S,

[/ — 1]

ARa< 2 FIZLAN/SFP R— B X OGBS ¥ —T7 = —RAIZOARETE b,

B U H — T = — AZHTE LTV D LAN/SFP A8 — MIFRE TX 720,

Trusted 78— N CIX DHCP /N7 > b D7 4 V& U 703 Thoiud | (B S 4L72 DHCP h— =034 STV H AR —

MIRET 5,

Untrusted R — K CTliX, LLFO DHCP X7 > D7 4 W HZ Y > FAHINET I D,

e DHCP #— =555 3415 DHCP X7 > N & kT 5,

s NAUT 4T T —HERX—=RAIZMAC 7 RLUADRBEFEIINTWNT, 2OBERA v F — T = — AL [XRR LA
— 72— ANDLEZIGF LI IP 7 N U Afi#fig#K (DHCP RELEASE) BLWOIP 7 R L A EHEMRHEH (DHCP
DECLINE) %33 5,

« MAC 7 RV ARGENRALIDYE, DHCP X7y FOEEFEILMACT RLAE I TA TV =R =T 7 KL A
(chaddr) ZLbEZ L., —FH L72WGEEILN:% DHCP X7 v M & IEIET 5,

«  Option 82 NEZNDYAE . DHCP 7 Z 4 7 > M bH5AE L7z DHCP /X% MZBEIZ Option 82 fH#AMT 5 41TV
% e X, M DHCP 7 v N &S 5,

[BREHI

portl.5 % Trusted " — MIFEET 5,

SWR2311P (config) #interface portl.5
SWR2311P (config-if) #ip dhcp snooping trust

6.54 MAC 7 K L ARIEDH RN/ ERNERE
[EF=]

ip dhcp snooping verify mac-address switch

no ip dhcp snooping verify mac-address

[/3T A= —]
switch . MAC 7 RLU RARREEDHEE
RIEE B
enable MAC 7 R L ARGEDRE 2 HNT 2
disable MAC 7 R L AREEDRRE % FNTT 5
(AR E]
ip dhcp snooping verify mac-address enable
[AJIE— F]
Ja—nm"Nnarz 4 b—va e —R
B

Untrusted "— s TZ{Z L7= DHCP X7 v FDEETTMACT RL AL I T4 T b= R =77 KL A (chaddr)
g L, —H LR WEAIL Y43 DHCP X7 v N &2 EFET 5,
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no JEATHEAT LIe B3R E IR T,
[BXRE )
MAC 7 R b ARRGED X TE & TN %,
SWR2311P (config) #ip dhcp snooping verify mac-address disable

N

6.5.5 Option 82 DA Zh/ERNRE
E=v

ip dhcp snooping information option switch

no ip dhcp snooping information option

ST A—F—]
switch : Option 82 DFXIE
BRIEE B
enable Option 82 DR E X AN T 5
disable Option 82 DFXE % MEHZT 5
(R E]
ip dhcp snooping information option enable
[AFTE—F]
rua—s\varz 4 b—va e —R
[FAA]

DHCP /37 v @ Option 82 1FHRDOAIIN, B, HIBROA RN/ DOREZIT o
no JEATHEAT LIe GBI E IR T,
Option 82 23 AN D 54, Untrusted 78— " CDHCP 27 74 7 > h 22538 L7 DHCP /3% » hZ Option 82 f&# &
5L,
DHCP #—/3—=726 DHCP 7 7 A 7 > i CO R Y /3% kD Option 82 fF# Z Hlkk L ThHak 7 5,
Option 82 fH#HUIZLL FD & B0,
* Remote-ID
o T 74N BNTIE, KD MAC T RLARFE SRS,
« ip dhcp snooping information option format remote-id =~ > K C, Remote-ID (ZATE D74 CEA T
FUCERIRE) 2655 2 LATE D,
* Circuit-ID
© T 74T DHCP 7 74 7 ;775 DHCP /7 > %5 L72 VLANID & A & % —7 = —AFK S HMT
HFans,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
7 7 AT Ry DHCP 737 » h&%{5 L7 VLANID & R— FEFIZEHR T2 LM TE D,
» Subscriber-ID
o TT7HNETIEAAESRRY,
« ip dhcp snooping subscriber-id =~ > N T, XI%RAK— kD Subscriber-ID ITEED LTI AR ET H 2 & TG
o,
F7-. Untrusted 78— h TREIZ Option 82 [H#H AT 5 S L7z DHCP /X7 v b %%(5 L1=4&. £ ® DHCP X7 v b %
WS 5,
ip dhcp snooping information option allow-untrusted =~ >~ K C, Untrusted 78— F (23315 % Option 82 % & ¢» DHCP /¥
7y FORRE AT T HZ LINTE D,
[ E B
Option 82 D IE Z TN T 5,
SWR2311P (config) #ip dhcp snooping information option disable
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6.5.6 Option 82 £} % /3% > b ® Untrusted 8 — M IR E
[ER]

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[WIHIRRE]

L

[AJ1E— K]

sua—nNarsz 4l —ya TR

[BLFA]

Untrusted 78— b "C Option 82 & 23J 5 Z 4172 DHCP /X% v F DEREZF T 5,

no JZTHEAT LI GBI 3R E IR T,

[BREH]

Untrusted 78— I C Option 82 {23+ 5- S 4172 DHCP /X7 v b D¥RiEZ AT 5,
SWR2311P (config) #ip dhcp snooping information option allow-untrusted

6.5.7 Option 82 ® Remote-ID DR E
[

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—VU—F]

string : REMOTEID XX FH &8 ET 5

hostname : REMOTEID (2K A " 2R ET D

[/3T A —HF—]

remoteid D ATREOSCTY CEA ST L OCEMAEE S 63 SUTLAN)

(18I E]

L

[AJTE— K]

A H—T 2 —AE— R

[FRHA]

Option 82 @ Remote-ID (ZAEE D LT 25925 Z LN TE 5,
72120, fEBEOXTIN" 2 ED D Z LI TE R0,

no I TEIT L7285E 1%, Remote-ID IZAMED MAC 7 KL AN S5,
[/ —F]

AKa< RIZVLAN A VX —T = —AZDIHFRETE D,

[BX EH]

Remote-ID (ZAEE DO LFH & 595,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 @ Circuit-ID DR E
(&=

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
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no ip dhep snooping information option format-type circuit-id

[F—TU—F]

vlan-port : Circuit-ID type 0 VLAN ID, Module(A % » 7 ID), i"— b &5 &2 HH T 5
string . Circuit-ID type | {EE DO LFH 2 HEHT 5

vlan-ifindex : Circuit-ID type 2 VLAN ID, ifindex % {# fi 9~ %

[/NT A —=HF—]

string D AREOSIT CEA TR LOARL T 63 SUFLAN)
(AR E

ip dhcp snooping information option format-type circuit-id vlan-ifindex
[AS1E—F]

AP =Tz —AF— N

[@i ]

Option 82 @ Circuit-ID THEHT 2 IEHREFEET D,

vlan-port Zf5E L7284 1%, DHCP 7 74 7> b6 DHCP /87 v b &%Z{5 L7= VLANID &, A ¥ v 7&K H—
NESEM 5T 5,

string 45 7E L7256 13, AEEOXTFINE T 5, 1220, fREDOXFINI" M EEDH T LT TERY,
vlan-ifindex Z# f§E L7-3%81L, DHCP 7 7 A 7> k75 DHCP /37 v &% 5 L7 VLANID &, f V¥4 —7 = — A
FEEMH5T 5,

no I TIAT LI E 1, PIIRREICK D,

[/ — 1]

AKa< RIZVLAN A VZ—T =2 —RAZDIHHFRETE D,

[ E B

Circuit ID |[Z DHCP 27 7 A 7 k726 DHCP /N7 v h & 32{§ L7Z VLANID & R— FES LT 5T %,

SWR2311P (config) #interface vlanl
SWR2311P (config-if)#ip dhcp snooping information option format-type circuit-id vlan-
port

6.5.9 Option 82 ™ Subscriber-ID DX E

E&
ip dhcp snooping subscriber-id subid

no ip dhcp snooping subscriber-id

[/XT A= —]

subid D AR OIIF] CEA T L UM 50 CFELAN)
[#IEIEXE]

L

[AJ1E— F]

A H—T 2—AF—FR

[FLHA]

KA — b D Subscriber-ID (TR DO SLFFN(1~50 L) E /X ET D, 7272 L, LFHNI"MEEZHDH T LILTERU,
no JEITFAT L7235E 1. Option 82 15#IZ Subscriber-ID 23 5 S 41720,

[/—}]

AKa< FIELAN/SFP A— F B L UGEA 4 —7 == AZDHHETE %,

A v F— 7 = — ZZFTE LTV D LAN/SFP AR — MIERE TE R,
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[BREH]
portl.1 @ Suscriber-ID Z & ET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #ip dhcp snooping subscriber-id a room

llll

6.5.10 DHCP /X7 v FZfF L — MHIRDFRE

[EFX

ip dhcp snooping limit rate /imit

no ip dhcp snooping limit rate
(/%5 A—&—]
limit : 10-125
1 ¥ & 72 v |25 15 "IRE72 DHCP /37~ ML (pps)

[FIEIER E]

L

[AJTE— K]

Ja—nary7 4 Jlb—y g F—NR

[FEHA]

VAT LAER T1I B0 IZZEHEZ: DHCP X7 v MEERTET D,
ZELV— bOEREBIRE LGS, ZEV— b EB 2 725%E DHCP /X7 v MIEET 5,
no FETHEAT L728A1E. DHCP /X7 v FDOZAE L — MR AEITH 220,
[ EH

VAT LARO DHCP /347 v hZ1E L — k% 100pps (2% ET 5.,
SWR2311P(config) #ip dhcp snooping limit rate 100

6.5.11 DHCP /% v MNZERF SYSLOG H OB RN/ ERRIE

E&
ip dhcp snooping logging switch
no ip dhep snooping logging

[/XT A—F—]
switch : DHCP /3% v MEZERE SYSLOG Hi /) DX E
X EME B!
DHCP /N v MEFERFIZ SYSLOG (2 /13
enable 2
disable DHCP /37 v MEFERFIZ SYSLOG 1T ) L
VAR
(#1813 2]
ip dhcp snooping logging enable
[AFTE— F]
Jua—)aryz 4 b—y g rETw—NR
[FEEA]

DHCP /™7 v MRFERF I HEEEH 2 SYSLOG (ZH 1§ %,

no JECHEAT L7258 IIHIHIRE TR T,

Bl

DHCP /™7 v M#ERFIZ SYSLOG (IZH)T %,

SWR2311P (config) #ip dhcp snooping logging enable
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6.5.12 DHCP AX—FE VT DV AT AREFBRDOE T

EEN
show ip dhcp snooping
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
[RA]
DHCP AX—E VT DUV AT AREFREFTRT D,
[FRE B
DHCP AX—E LV T DV AT AREFREFTRT D,

SWR2311P>show ip dhcp snooping
DHCP Snooping Information for system:

DHCP Snooping ServicCe ........oo... Enabled
Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ..........ouou... Enabled
Rate limit ......iiiiiiiinneeennnn 100 pps
LOgging v v i it ittt ettt Enabled

6.5.13 DHCP AX—E T DA v Z—T = — AR EFBOIRT

[EX]
show ip dhcp snooping interface
[AFIE—F]
JEFFHE EXEC £ — R, 4§ EXEC £— K
(@]
DHCP AX—¥ T DA v ¥ —T7 2 —AREEREERT D,
[BXE B
DHCP AX—E > 7 DA v F—7 == AREFREFTT D,

SWR2311P>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex
Interface Type Subscriber-1ID
portl.1l Trusted
portl.2 Untrusted a_room
portl.10 Untrusted b room

DHCP Snooping information for vlanZ2:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... vlan-port
Interface Type Subscriber-ID
portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping ... Disabled

DHCP Snooping information for vlané:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... torakusu
Interface Type Subscriber-ID
portl.8 Untrusted e _room

portl.9 Trusted
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6.5.14 NA T 4V TT—H RX—ZADFKR

[ER

show ip dhcp snooping binding
[AJIE— F]
FEREME EXEC £ — N, FibE EXEC £— F
B

NRA VT 4 VT T = A R—=AIHFEINTNDL 2 R —FHREERRT D,

= MY —EHRIILTO B0 T,

« DHCP 7 A 7> F75 DHCP A v — %515 L7= VLAN ID

« DHCPZ A7 F»6HDHCP A v —V2ZE LA v ¥ —7 = — A
« DHCPZ/ 74T FDOMACT KL &

« DHCPZ A7 hDIPT FL A

o U — RAWFH]

Bl
NA VT4 T T =B RXR=ADNEEERT Do
SWR2311P>show ip dhcp snooping binding

DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN Interface MAC address IP address Expires (sec)
1 portl.l 0000.1111.2222 192.168.100.2 259170
1 portl.2 0000.3333.4444 192.168.100.3 112000
2 sal 0000.5555.6666 192.168.200.2 100000
2 portl.1l0 0000.7777.8888 192.168.200.3 infinite

6.5.15 DHCP A X — ¥ v 7 DB HF T~

[EFH]

show ip dhcp snooping statistics
[AJTE— K]
FEHEHE EXEC £ — N, ke EXEC £— R
(R

DHCP A X —t 7 O aHE M A R -7 5,

A B =T 2 —RAT LT, %5 L7 DHCP "7 v b EFES /- DHCP X7 v KO EERRFT D,
[/—}]

DHCP /X7 v b3 5 L— MEBROREIC L > THE SN X7 v MIH 7> b S,
[3% 2 5]

DHCP A X —t > 7 OffisHER & FrT 5,

SWR2311P>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 XA VT 4V TTFT—BZRXR—=2DI VT

[EX
clear ip dhcp snooping binding
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[AJTE— F]
¥5HE EXEC £— K
[
NAYT AT T=IN=2 %7 VT T 5,
[ EH]
NRAT AU TT—=ER=R %7 VT T 5,
SWR2311P#clear ip dhcp snooping binding

6.5.17 DHCP A X— b 7O HEHDO 7 V7

[EX]
clear ip dhcp snooping statistics
[AS1E— K]
FHE EXEC £— R
[BLFA]
DHCP A X — v > 7 OfiattEhz 7 V7T %,
[BREH]
DHCP A X — b 7 OfiattEma 27 V7T 5,
SWR2311Pf#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 KL A EH

71.11Pvd 7 RL ADHRE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label textline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A —F—]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AF1E—F]
AU H—T2—AE— R
[

VLAN f 2 —T7 2 —ZAIZX LTCIPVE 7T RL A LRy h~ AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > F—T x2— A2, T34 <V —T KL REZ1fHé, AL F)—T KL 2% 44
FTRETE D,

VAT LAERTE ET%@E%T%VXiWk8@iTT%é
THHE) =T RLAZRETHEDICIE, HONTDT T4~ =T RLAZRETIHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%W%?éoWM7FVX%? ELRDST-HE81T. 2TO IPv4
7 KL 2 EHIRT 5,

TH A =T RLAZRELTWDHIREET, 7IA4~V —T7 RLAZHIBRTDHZ LITTER,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA B —T 2 —ACRE—Y T %y hOIPVAT RLAZEID Y THZ LITTEXR,
Batl]

VLAN#1 12 IPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ip address 192.168.1.100/24
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71.21Pvd 7 R L ADFERR

[
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[AS1E— F]
FFrHE EXEC E— N, %54 EXEC E— N
[
A H =T 2—RED IPv4 7 NL A &EKRT D,
FRNEITLTO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =~ > NIZ K> TERJIZIPvA 7 R LR MEBEESINTWBEEIL, IPvd 7 KL ZADHIIZ "*" %

ML CTERRT 2,
 ip address dhep =~ > RABKERIZ IPv4 T R L ADRFRIE SILTWRWGE (Y — S 5E) 13, "searching” &
FRT D,

+ ip address =< RETE S TWRWIGE T "unassigned" & FRd 5,
o WEE OIREE
« T2 TEDOIRNE
AU H—T 2 —AEEELFEEAIIEOA L —T7 2 —ADIEREY . B LTEHSIZIPVA T RLAZRETX L4
TOA F—T7 2= ADIFRERTT D,
[/ — 1]
FBELIA L E =T == ARIPVAT RLZZEID B TONRNEDTHLILEITTT =T D,
Bt
ETHOVLANA VA —T 2—ADIPv4d 7 KL A EHRRT D,
SWR2311P>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 547 MZ X AEH IPvd 7 RL ADRE
[

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #r—/"—DHRA NERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIHEIRRE]

7L

[AS1E— R

A B =T 2—AFE— R
[RLAA]

DHCP 7 94 7 > b & LT, DHCP v — = bft5E XN 1Pvd 7 KL A% VLAN A —7 = — R LT
BRET D,
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DHCP Y — _—%$5E T 5 &, Discover/Request A 1 — 2 HostName 47+ a > (A7 ara—K12) &40
THIENTXD,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > RAFEITT 5L BB L TWEIP T RLADRRKA vE—T%
DHCP #—/ " —(Z3£ %,
DHCP 7 A7V EREEENTNDA LV H—T 2 —AIZ, BHLZ V=T FLATRETER,
no JER CHEAT LI=HAIL. DHCP 7 74 7 hOREEHIFRT 5,
[/ — 1]
DHCP #—/3—(Txf L CERT 2 U — A MIRNT 72 BRI CREE &+ 5, 72720, EBRICY — 2 Sh 5 HifHI1% DHCP %
—N—DOREINMAFT D,
KAz FZEY DHCP == bT7 74NV 7=V =A DNS Y — = FT7 /L b RAL A EZBAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I N D,

AKa<wr FEHTELTSH DHCP —_— 5 [Pv4 7 R LU ABRFETX 72V EE . Auto [P BERENH %) 72 VLAN A >
H—T 2 —AZBRY  IPv4d ) > 7 a0 —H T KL A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,

(B EH]
VLAN#100 \Z DHCP 7 A4 7> MZ X > TIPv4 7 L A& ft59 5,

SWR2311P (config) #interface vlanl00
SWR2311P (config-if) #ip address dhcp

714 DHCP 27 A4 T F DIREBDORTR
E&

show dhcp lease
[AFIE—F]
FERFHE EXEC — R, %M EXEC ©— K

[FLHA)
DHCP 7 74 7> FOWREEZRRTH, UTOHEBRERIND,
e« DHCPZ A7V FELTHMELTWVWAA X —T =2 — R
BB THNTZIPVE T KL A
. U—ZHIR
o U —RIERFRHIR
o U —ZAFRIUSGHIR
¢ DHCP #—1—%
« DHCP A7 a3 & L CHALFBR
T N S 4
« FIFNIT—RT A
o U — IR
+ DNS H—s3—
« DHCP #—/3—1D
e KAAUA
[/ — 1]

(B EH]
DHCP 7 74 7 > FOIRBER TR T 5,

SWR2311P>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:
subnet-mask 255.255.255.0
default-gateway 192.168.100.1
dhcp-lease-time 259200

domain-name-servers 192.168.100.1
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dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP #EEDFRE
[ER]
auto-ip switch
no auto-ip
[T A—F—]
switch : Auto IP HEREDEIE
RUEME id
enable Auto IP HEEEZ A NZT D
disable Auto IP #EREZ EZNIZ T 5
[FIEIERE]
auto-ip disable
[AJIE— F]
AL H =T z2—AF—F
[RiAA]

VLAN A > # —7 = — |2 LT, IPv4 U v 7 m—H L7 R L A(169.254 xxx.xxx/16) % H #1453 % Auto IP #§AE

AT B,

Auto IP F§HEIZ. ip address dhep =2~ > RZFRERIZ, DHCP H— 3= 5 IPv4 7 R L ADRRSG TE WA IZO A

PREET Do

Auto IP #HEIZ. 1 DO VLAN A > X — T = — AZDOHBEMNITHZLENTE S,

no FENCHEAT LG & I3 W EICRE T,
[/ —H]

IPvd Vo7 a—R)L7 RLUADPRIE L72%IC DHCP — =5 IPvd 7 RL AR CTEHE . IPvE Y v 7 o —

BT RLUAZMFEL T, DHCP V— _XR—00BE L2 IPvd 7 LA ZH T 5,

[BXEH]
VLAN #2 @ Auto IP ¥ERE & 202§ 5,

SWR2311P (config) #interface vlan2
SWR2311P (config-if) #auto-ip enable

7.2 TPv4 % B I

7.2.1 IPv4 FORR B ER &

[#FX]
ip route ip _address/mask gateway [number]
ip route ip_address/mask null [number|
ip route ip_address netmask gateway [number]
ip route ip_address netmask null [number|
no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|
no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[F—TU—F]

null DNy MEBEETIRET S
[/3T A —HF—]

ip_address : AB.CD
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IPv4 7 KL X
TI7ANNT = U A ZARET H L 130000 £ 95
mask ¢ <1-31>
~YAZEy M
TIANDT= U2 A ZRETDHLEEIT0LTD
netmask : AB.CD
7 RLABEROR Yy b~
T AN DT U A ZHRET D L 130000 £F5

gateway : AB.CD
TF—h 7 =ADIPv4 T KL A
number o <1-255>

EELEREE (RRESERIREFOBEE) ERLIESE 0D
AN ST E SRR &,

[FIEIER E]

L

[ASE— F]

Ja—x\)ary7 4L — g T — R

[FRHA]

IPv4 OFFRJRRIE 2B INT 5,

no B CTHEIT LG EIE,. BE LIRELZHIRT 5,

[EXEH]

FTITFINVEF— T A% 192.168.1.1 £ T 5,

SWR2311P (config) #ip route 0.0.0.0/0 192.168.1.1

BV D3 172.16.0.0/16 DIFED S — N7 = A & 192.1682.1 L35,
SWR2311P(config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 BRIER DFIR
[EFX]
show ip route [ip_address[/mask]]
[73F A —4F—]
ip_address : AB.CD
IPvd 7 R LA
mask 1 <0-32>

v A7y ML (B LTESE : 32)

[AF1E—F]
FERFME EXEC B — K, F5fE EXEC E— K
[

IPv4 #5313 (FIB: Forwarding Information Base) % /9 %,

IPv4 7 R L A ZEME L2581, FIB ONELE T X TERRT D,

IPv4 7 RLVRAETIIFRy NU—2 7 FURZIEE LG E, SiEREND & —ET DT b Y —OFEE# %
FKRT D,

[BREH]

IPv4 IR AT X THRRT D,

SWR2311P>show ip route
Codes: C - connected, S - static
* - candidate default
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Gateway of last resort is 192.168.100.1 to network 0.0.0.0

§* 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, vlanlO0O

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 s CD X7y hakd & JIHEH SN LHREEFRTRT D,

SWR2311P>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* i1s directly connected, vlanl

7.2.3 IPv4 R R DR
[E
show ip route database
[AJIE— F]
FFekE EXEC & — N, %4 EXEC E— N
[RLEA]
IPv4 #2# 3 (RIB: Routing Information Base) % ZF/~9 %,
[BEH]
IPv4 R KR 2 TR T D,
SWR2311P>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
S *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl00
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl00
C *> 192.168.100.0/24 is directly connected, vlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

7.2.4 IPv4 BEFEICEREINTVARKEZY N —DY~< U —DFER

[EX]
show ip route summary
[AJTE— K]
FEFFHE EXEC £ — N, %54 EXEC £— N
[
IPv4 %3 (RIB: Routing Information Base) (2B SN TWVARET L N —D¥ < —%2FRRT 5,
[ERE B

IPv4 R ICEFZ SN TVWDIRKET Y N —DH~ U —%F KT D,

SWR2311P>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3
Total 5
7.3 ARP

7.3.1 ARP T —7 VDR

[EFX

show arp
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[AF1E—F]

FRFME EXEC £ — N, b EXEC E— K
[FEA]

ARP ¥ v v v a2 RRT 5,

[BREH]

ARP ¥ v v ¥ 2RI T D,

SWR2311P>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

7.3.2 ARP T— 7 )V DiHE
ESN

clear arp-cache
[ASIE—F]
F#E EXEC £— K
[BLAA]
ARP X v v a2 VT T 5,
[BREH]
ARP X ¥ v a7 U7 T 5,
SWR2311P#clear arp-cache

733 ARP = Y —DORE
[EX]

arp ip_address mac_address interface

no arp ip_address

[/NT A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WA =T = A A4
(AR RE]
L
[AS1E— ]
sua—\var7 4 b—varyE—R
(@]

By 7 —7 ARP = b U —&2{ERET 5,
no B THEITLIZEEIE, BE L= MY —%HIRT 5,

[ E B
portl. 1 [ZEERE X472 IP 7 R LA 192.168.100.100, MAC 7 K LA 00a0.de00.0000 D ##) ARP =2 K U — & Epkd
Do
SWR2311P (config) #farp 192.168.100.100 00a0.de00.0000 portl.l
734 ARP ¥ A LT 7 hDFE

[EFX

arp-ageing-timeout time
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no arp-ageing-timeout [time]
[T A—=F—]
time : <1-3000>
ARP = b U —{RFrIFH] (7))
(AR E
arp-ageing-timeout 300
[AS1E—F]
AP =T 2 —AFE— K
B
KB VLAN A 2 —7 = — A2 5 ARP = b U —{RFFH 2 L9 %5, Z ORFRINICZAE S 72> 72 ARP
= M) —FHIBRS LD,
no A THEAT L7 a3, ARP = U —Ifi] % 300 FHI2 T 2,
[BXRE )

VLAN #1 ® ARP =2 [ U —{RFFRERT % 10 ICEET 5,

SWR2311P(config) #interface vlanl
SWR2311P (config) #arp-aging-timeout 600

735ARP #A LT 7 hEED ARP UV 7 = X hEEFRDORTE
(&

arp-ageing-timeout request mode

no arp-ageing-timeout request

[/XT A —=HF—]
mode : ARP U 7 =R hiXE =
RIEE B!
imicast ARP % A L7 7 FRFIZIAET S ARP U 7 =
A E=Fy A P CRIET S
broadcast ARP % A L7 7 MRFIZIA(ET 5 ARP U 7 =
ARETR—R¥x A NCTEETD
(AR E
arp-ageing-timeout request unicast
[AF1E— F]
A H =Tz —AF— R
[FiA]
G VLAN A > Z—7 = — A2V T ARP =2 b U —OLRFFIFRHINN T L7z & SICEFET 5 ARP U 7 =X h D)5
KERET 5,
no JZ: N TIAT L 12 B3R E IR T,
[EEBI]
VLAN #1 @ ARP = | U —DOLRFFFFEAN T L2 & SICEETDHARP Y /T A R &7 0 — F¥y A P TEET
Do

SWR2311P(config) #interface vlanl
SWR2311P (config) #arp-aging-timeout request broadcast

7.4 IPv4 BxiEH 4

7.4.1 IPv4 BEREERTE (AT b))
[ER

ip forwarding switch
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no ip forwarding [switch]

[/XT A—=F—]
switch © IPv4 N7y N DERERRE
REE B
enable IPv4 /X7 S DEREZFNCT D
disable IPv4 /377 b ORRE & BT %
(AR 2
ip forwarding disable
[AF1E— F]
rua—\arsr 4 S L—va E— R
[

IPvd /% v bk OEEEE AN E T IR 5.
no T CHAT L =5 A I MR E IO R+,

7.4.2 IPv4 BERRERTE(A Y F—T = —R)
[EF=]

ip forwarding switch

no ip forwarding [switch)

[78T7 A —=F—]
switch : IPV4NT Y b DERIEERE
RIEE A
enable IPv4 /™77y ks DEREEFINZT S
disable [Pv4 /377 b Dfiik Zz N4 %
[WIEIRRE]
ip forwarding disable
[ASTE—F]
A —T2—AE— R
[BFA]

IPv4 737 N ORREZ N E 7213 %,

no I CTHEAT L1253 E IR T,

[/—}]

ARa< RIZVLAN A VX —7 = —RAZOHFETE D,

VAT NTIPVA 23 NEEEISE RN E . ORI~ RTVLAN A v % —7 = —AD IPv4 /37 v NEERA
BB E. FD VLAN A » Z—7 = — AT IPv4 "7 v MEENTDOILS,

7.4.3 IPv4 BE1EFR E DR IR

EEN
show ip forwarding
[AJTE— K]
FEFFHE EXEC £ — N, %5 EXEC £— N
[FAA]

IPv4 /377 > N DERIERRTE & FoRvT D,
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[ EH]
IPv4 /37y S DRRIERE X R T D,

SWR2311P>show ip forwarding
IP forwarding is on

7.4.4 MTU DR E

[F=

mtu mtu

no mtu
[T A —4&—]
mtu : <68-9216>

EEARERR ANy A X

[FIEIEXE]
mtu 1500
[AJ1E— F]
A H—T 2 —AF— R
[AA]
VLAN A & —7 == AN LIREFTRER T v b YA RO KIEMTU B) &3 E T 5.,
KELPEET D87 v b BEOARBEA L3 k(L —T 4 )T 587 v MR R L0 | AR 2N L2 fi5k
(AA v F o IN)TEHAL—F T L—AFHBHN 2D,
IPv4 ~ > % —® Total Length 78 MTUEZ X /37 v M & L3HAET 256, IP 77 7 XA PSS TEESIND,
IPv6 ~ v % —® Payload Length 73 MTU A 2 /37 » b & L3 553 555, ICMPv6 =7 —NIRIE S LT/
v MIBFES D,
mru 2<y RCEREINTAA—V T L —AEIZNEAY AL Oy ERL—F 4 VT ORMBLIRBT-0, x>
RIV—L%N—T 47T H5EIEmu a2~y RCZERRERA —F 7 L —AELZRET HULERD D,
no JEATIHAT L7 A I3 EIZ R T,
[/—}]
A< RIXZVLAN A U ¥ —7 = — A 2D B E Al HE,
MTU fEi%, WIHEZRVTRRKTT OECTRARDIEERET DI ENTE D,
ipv6 enable 73X E S 72 VLAN A > # —7 = — A TlE, MTU OF%E Al RERLPH T <1280-9216> & 725,
MTU B8 1280 LV H/h S FHE SN TS VLAN A % —7 = — A2 LT ipv6 enable =2~ RERIET H 2
LI TE RN,
Bl
VLAN A ' Z —T7 = — A #1IZFTJET 5 LAN A R— M #1 &, VLAN A U Z—7 = — A #2ZFTET 5 LAN R— |k #2
BT, 10240 XA FETOT v R 7 L—AEFE L. MTU % 2000 /34 MNZT 5,

SWR2311P(config) #interface portl.1-2
SWR2311P(config-if) #mru 10240
SWR2311P(config-if) #interface vlanl-2
SWR2311P (config-if) #mtu 2000

7.5 1Pv4 BUdfERR
7.5.1 IPv4 BUERER
[F=
ping host [repeat count] [size datalen] [timeout timeout] [source ip_address]
[F—T— K]
repeat COFTEBAERIET S
size © ICMP 7 —#E# DOR S(3A MO ERET D

timeout © FEATIEIESGY D Echo U 7 = A M &R G LT OISER LM ZRET 5
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source : ICMP N7y FOXEILT RLAEZRHIET 5
[T A—F—]
host : ICMP Echo % %{5 9 5565
RA NG, Fl2lE, 58%ED IP 7 KL A(A.B.C.D)
count DOSATIE (B LTSS S)
REE B
<1-2147483647> BE LIEEEEFEITT 5
continuous CulH+C MANSND ETHETZMY KT
datalen 1 <36-18024>
ICMP 7 —# DR S(N b)) (Bl LIZ5E : 56)
timeout o <1-65535>

INEFEDIRERE (B L7256 1 2)
FZ24TA¥ % continuous (2 L7=GA X ER SN D

ip_address : AB.CD
IPvd 7 N A
[AFIE—F]
F#HE EXEC £— K
[FAA]

ICMP Echo %87 L7 A MZiEH L, ICMP Echo Reply D& % 10,

ISENRHINIE, FOEEERTDH, A~y FOKRTRICHEHEREFRT 5,

[EE B

IP7 RL 2 192.168.100.254 55 TIZF —Z YA X 120 34 k. ETEIFIL 3 B CHORHER 21T 9.
SWR2311P#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms

128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

7.5.2 IPv4 BRI
[EX]
traceroute Aost
[7XF A—&—]
host D R A RER T Dt
BRA N, Fl2E, 58580 IPvd 7 R L A(AB.C.D)
[ AJTE— K]
ke EXEC £— R
BN
FELERA METORKBIEREFFT D,
(B EH]

192.168.100.1 £ TORBEHEREZIT O,

SWR2311P#traceroute 192.168.100.1
traceroute to 192.168.100.1 (192.168.100.1), 30 hops max
1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms



266| =~ > KU 77 L A | Layer 3 #&HE

2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms

3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms

4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms

5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms

6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.6 IPv6 7 K L A& H

7.6.1 IPv6 DR E

[EF2

ipv6 switch

no ipvé

[/XF A—&—]

switch : IPv6 OEWE
B EME B!
enable IPv6 2202 %
disable IPv6 Z MEZHIZ %

(IR E]

ipv6 disable

[AFIE—F]

AV H =T z—AF— R

[

VLAN A v Z =7 = —RZF LTIPV6e AN LY 7 m—h 7 RL 2% B#EERET D,
IPV6 [THc K 8 fHE TD VLAN A > ¥ —T7 = —ATHIIT DI LN TE 5,

IPv6 % M L7=35G . BT 2308 b [FRFICHIBR S D,

no JER CTHEAT LIS A THMIR EITR D,

[/—}]
HEhRXE S 7 a—H/L7 R AL, show ipv6 interface brief =~ > R TR TX 5,
[ E ]

VLAN #1 @ IPv6 BN T %,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ipv6 enable

7.621Pv6 7 R L ZADHRE

[ER
ipv6 address ipv6_address/prefix_len
no ipv6 address ipv6_address/prefix_len
no ipv6 address

[73F A —5F—]
ipv6_address DX XXX

IPv6 7 R LA
prefix_len ;. <0-127>

IPv6 L7 4 v 7 A
[AJ1E— F]
A HF—Tz—AEF—FR
B

VLAN A 2 —T 2— AR LTIPV6 T KL AL LT 4 v 7 ARERET 5,
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IPv6 7 K L A (X ipv6 enable =~ > RMRFHE SN TWND VLAN A V' H—T7 = — A |ZRETDHIENTEX D,
K=< RiL, ipv6 address autoconfig, ipv6 address dhep, ipv6 addresspd =~ > R LT 5,

IPv6 7 KL AL 1 DD VLAN A VX —7 = —A|Z, 7' u—/3L 7T KL A(RA #%E, DHCPv6 7 74 7 > I, DHCPv6-
PD 2 L7-IPv6 7 RL ADBEEGINE SHETE, Vo a—ILT KL% | HRETE 5,

VAT AERTHERETELIPv6 7 RLRAIHRKSEETTHAHA(HEMIZH VY THNDY 7 —H)LT KL XA
ZBR< ).

no JEATEIT LGB FEE LIZIPv6 7 R L AZHIBRT 5, IPv6 7 F L AZRIE L 1o Bid, 2T O IPve
7 KL ARA #E, DHCPV6 7 74 7 > k., DHCPv6-PD Z i L7= IPv6 7 K L A D% E & &0 & HIBRT 5.,

[/ —}]
BHEDOA L =T 2—AZF—V TRy FOIPV6 7 KL AZE Y B THZ LI TER,

[EXEH]
VLAN #1 |2 IPv6 7 R L2 & LT 2001:db8:1::2 #HET 5,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31IPv6 7 KL AD RA &
BN

ipv6 address autoconfig [stateless]

no ipvé address autoconfig
[F—U— k]
stateless : A7 — kLA DHCPv6 ZEEESH 5

[FIEIRRE]

7L

[AJTE— K]

A B =T 2—AE— R

[

RA ZfEH LT, VLAN A V' #—7 = —RAIZIPv6 7 KL A ZRET 5,

RA [T ipv6 enable =~ > RVRE SN TWVD VLAN A U X — T = —RZRETH I LN TE B,

Az~ RiL, ipv6 address, ipv6 addresspd =~ REfFHTE 5,

ipv6 address dhep, dhepvé-server (DHCPv6 — S —5f T T LD A) 2~ 2 KT TIZERE I TV D VLAN A >
B —T7 2 — ATITRRETE RN,

Ko<= REARZ L7-%. Router Lifetime 25 A %172 RA ZZ(E LT E. RAZEE LM OT RLARN, F7
NV NT—= R U A BN D,

% 7-. Router Lifetime 78 0 ® RA %[5 L= EIE, T 74V 87— MU = A 225 RA 245 LTI O T RL AR
HIBR S 4L 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3G E SN TN HHLEIE, RAICES T 740 R — |
v A OBINIITOILR,

stateless Z# $57& L7244 . DHCPv6 @ Inoformation-request % i5{5 L C. DHCPv6 A7 — k L A&— R CTEIfET 5,
stateless Z+57E L7284 (X, ipv6 dhep client pd =~ > R TIZEHE SN TV D VLAN A > ¥ —7 = — R TITHE
TEA,

1 20 VLAN A % —7 = — A2, DHCPv6 A7 — F L AL 1 DIZITRETE 5,

stateless ZF5E L72AR a2~ NI KT8 D VLAN £ X —7 = —RAITRETE 5,

ipv6 address autoconfig stateless ==~ > N % % E L7214, ipv6 address autoconfig =~ > F T E#EH X L7254 DHCPv6
AT — L AE— RIEIET D,

no 3 CHEIT L 72 841E, RA ORRELHIBRT 5,

[/ — ]

ZIELIERAD O 7T VinA > Th2HInA 7 Tl 2 MR stateless Z48E % &, DHCPv6 D AT — h LA
BERNENC2 D,
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AT — kL AEERE, DHCPv6 H— 3—|Z%F L C, [OPTION DNS SERVERS| (47 3 v 2— K23)&,
TOPTION_DOMAIN LIST| (A7 3 v a— K 24) 28K $ 5,

DHCPv6 H— =SB AT a B> TEZE &, DNS b — =T34, RAA VA MI6MHFE CTHE
T& 5,

AT — b L AEMERFOERIZ L > THUA L7z DNS H—/3N—_ KA A U A hiX, show ipv6 dhep interface =~ >
THERTE 5,

BERLEZRAAL YA ND RAL EADOREIZ T BRWEAE. [ M5 aEns,

AKa< FIZLY DHCPv6 H—/ 3= 5 DNS —"—_ BB KA A U X &S L725A TH. dns-client name-

=

server. dns-client domain-list =~ > KOREDITE I NBLREEIN D,
VAT BIFEE SN DNS r— 33— KA A U A ML, show dns-client =~ N TR TZ 5,

(B EH]
VLAN#1 12, RAZEHLTIPV6 7 RL A RET 5,

SWR2311P(config) #interface vlanl
SWR2311P(config-if) #ipv6 address autoconfig

7.6.4DHCPvV6 7 S AT > MZX BB IPv6 7 RLADHRTE

[F=

ipv6 address dhcp
no ipv6 address dhep

(IR E]

L

[AJIE— F]

B =T 2 —AF— K

[RiAA]

DHCPv6 7 7 A 7 > h & i/l LT, DHCPv6 H— =B A1 5.7 IPv6 7 R L A% VLAN A » Z— 7 = — ATxf
Az~ R, ipv6 enable 2~ FX3FRE IFLTUVWD VLAN A V¥ — 7 = — AT ETE D,

1 OO VLAN A v Z—7 = —R|2, Ra~vr FE 1 7 TRETE 5,

AK=a<> FiL, ipv6 address, ipv6 addresspd =~ > FEfHTZ 5,

Aa<wr Rid, ikKT8D VLAN A >4 —7 = —AZRETE D,

ipv6 dhcp client pd, ipv6 address autoconfig, dhcpvé-server(DHCPv6 ¥ — /N—XfILET /LD H) 22 KINT TITFH
ESNTND VLAN A ¥ —7 = — AT ETE R,

IPv6 7 R L A ZHifF L7 IREE T no ipv6 address dhep =~ > R &2 T35 & B LTV IPve 7 R L A DFffig A
vt —3% DHCPv6 —/ "—(Z£ D,

no FECHELIT LA X DHCPYG 7 74 7 > FOREEHIRT 5,

ipv6 =~ K73 disable IR E SN T-E, Ko<y RLHIBREN S,

[/—}]

AKaxw RTIPV6 7 FLAZHERET 256G, V7 4 v 7 ARIE 11280 L7125,

ZELIZRADOM 77 7R A L ThHNA 7 THLINCERRL, Ra~vr REERET H &, DHCPv6 D AT — b
7 VENMEIA NAYRSENZ 2D,

DHCPv6 7 7 A 7> X, DHCPv6 #—/ 3—(Z%f LT, TOPTION DNS SERVERS| (4 7'+ a > a—K23)&,
TOPTION DOMAIN LIST| (A7 v 3> a— R 24) % ERkT 5,

DHCPv6 Hr— = OO AT a V3R> TEzL & DNS —_"—F 3, RAA U X MNI6HhE TS
T 5,

DHCPv6 7 7 A 7> b DHERIZ L > THAF L7= DNS #—3—_ KA A > U A KX, show ipvé dhcp interface =~ >
R CHERTE 5,

BELIZERAAL LY RARD RAAL UAOKRRBIZ [ BeWGEIE, T BMPEEhd,

ARa< FIZEY DHCPv6 — 3=/ 5 DNS Hh— 3—_ R KA A U 2 M2 RS L7286 T8, dns-client name-
server. dns-client domain-list =~ > ROFZEDIT O NEHLEN D,

VAT BITRE ST DNS — 33— R A A > U A M, show dns-client =~ > R TR TE 5,
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Ka< o REFZ L=, Router Lifetime %72 RA 225 L7=5A. RA ZBE LIZEEROT RLVAMNR, 77
FI =T = A IBINENS,

F7-. Router Lifetime 20 D RA ZZELT-HEIE. T 74NV " F— T2 A 1B RAZEE LIEROT RLan
HIEEN 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3 FHE SN TV DHEAIEX, RAIZESS T 74V 7 — b
v = A OBINIITOILR,

[ E B

VLAN #100 {Z DHCPv6 27 74 7 MZ L > TIPV6 7 FL A&l 57 %,

SWR2311P (config) #interface v1anl00
SWR2311P (config-if) #ipv6 address dhcp

7.6.5 DHCPv6-PD Z{EH L7~ IPv6 7 KL ADRE

&3]
ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

no ipvé address pd pd_prefixname pd_ipv6_address/prefix_len

[/XF A —5&—]

pd_prefixname : DHCPv6-PD 7 7 A 7> b (ipv6 dhep clientpd =~ R) TRELTE T VT 4 v 7 A4
FAYHT . Ry b N T2 T o Z—3—() (32 LFLIN)

pd_ipv6_address . X:X:X:X
DHCPV6-PD 7 7 A4 7 hCHAF LT L7 4 v 7 RZH &3 IPV6 7 KL A
DHCPv6-PD 7 7 A7 N CTHRIGE LT VT 4 v 7 RIZR LT, FAL(FED) DS AR ET
)
DHCPv6-PD 7 74 7 > N CTHAF LT L7 4w 7 ZER3ITH LTI, T0) ZRET 54208
»H5

prefix_len : <0-127>
IPv6 'V 7 4 v I AR

(IR E]

7L

[AF1E— K]

A H—Tz—AF— R

[FLRA]

VLAN A ' Z =7 ==X LTIPV6 7 KL AL T VT v 7 ARERIET D,

IPv6 7 R L AL ipv6 enable =~ > RN EINTND VLAN A > ¥ — 7 = —RITHKETH I ENTX D,
DHCPV6-PD 7 74 7 MERIZL > THRA LT LT 4 v 7 RIS E IPv6 7 KL A EERT 5,
R E 72 IPv6 7 R L AL, show ipv6 interface =~ > N CHER CTX 5,

A=< FiL, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ > NEJFHTE 5,

IPv6 7 RLAIX1 DD VLAN A v ¥ —7 =— AT, Za—sLT FLZ(RA RE. DHCPv6 7 54 7 M%&)
ZS5EETE, Vo Zua—UAT RLAZ 1 HERETE 5,

VAT AR THERETEDIPv6 7 RL A IR K SEETTHHA(HEMIZEH VY ToNDY 7 r—HLT KL A

2B <)o
no JEATHEAT L7cHalE, FBELZIPv6 7 FL X ZHIERT %,
[/ — ]

DHCPV6-PD 77 7 A4 7 > MERET., L7 4 v 7 AEREZIFIGTE TORWEEAIL, IPve 7 KL A TR I 20,
LT 47 AERE FALT RUAODHAELENIELLS RWNEERe, A v ¥ —T7x2—AMTH 7 Xy FAEHL
728560, IPve 7 R L AR IR,

(B EHI]

VLAN #100 T DHCPv6-PD 7 5 A4 7 > MZ X > TIPv6 L7 4 v 7 2% EET 5,
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Bff L7717 4 v 27 A4 [PD_VLAN100] %M\ T, VLAN#200 (2, IPv6 7 KL AZFHET 5,
Z ZCiE, TPD_VLANI100) (2T, [2001:db8:1:aaf0::/60] % Hif5 L7z LRET 5,

PUF OF%E T VLAN #200 (2, [2001:db8:1:aaf2::1/64] 2SR E S D,

SWR2311P (config) #interface vlanl00

SWR2311P (config-if) #ipv6 dhcp client pd PD VLAN100

SWR2311P (config) #interface v1an200

SWR2311P (config-if) #ipv6 address pd PD VLAN1OO ::2:0:0:0:1/64

7.6.6 DHCPv6-PD 7 74 7 K DHE

[EX]
ipv6 dhcp client pd prefixname

no ipv6 dhcp client pd
[/3T A =4 —]
prefixname D BB TONLET VT oy 7 RIS D NER 224 i
AT, By MO A T2 T o F—r3—() (32 XFLW)
(IR E]
L

[AS1E— K]

A H =T 2 —AF— K

[BAA)

KRA 4 —7 = —ATDHCPV6-PD 7 7 A 7 > MERZANMEL. L7 4 v 7 ZDEIY B TEERT 5 L HITK

ET D,

Az~ RiL, ipv6 enable 2~ 2 RPRFKE I TS VLAN A V¥ — 7 = — AT ETE D,

Ao~ RO prefixname THRAG L= V7 4 v 7 AX, UFTHEATE S,

« ipv6addresspd =~ NIZC, BUGLZ7 V7 4 v 7 A&MHLT, IPv6 7 RLAZRET 5,

« DHCPv6 E— F®range =2~ RNIZT, BfFLI V7 4 v 7 ZZH LT, DHCPv6 H— S—THEIFJIZHID Y4
THIPv6 7 KL ADHFPHZRET D, (DHCPVE T — =% JiET /LD )

+ DHCPv6 &£— R ® prefix-delegation =~ > NiZC, G L7V 7 4 v 7 A& LT, DHCPv6 —/—T7
L7 4y 7 ZAOFEIN U TaRET D, (DHCPV6 ¥ —/S—3IEE T /L D)

1 OO VLAN A » H—T =— A2, Ra<wr NI 1 OFFRETE 5,

AKa~ s FiFmRKT8DVLAN A UV F—T = —AITKETE D,

ipv6 address dhep. ipv6 address autoconfig stateless, dhcpvé-server(DHCPv6 H—/N—XfSET /L DA) a2~ 2 RHRT
TIZRESALTVD VLAN A ¥ —7 = — ATITRE TERUY,

IPv6 7' V7 4 v 7 A% EUS L72IKAE T no ipv6 dhep client pd =~ > REZFETTH L, BEELTWET L7 4 v 7 A
DFF{EA > & — % DHCPv6 —/3—(Tik D,

no A CEAT L2 iDmmmPD7747/%® BOE 2 HIERT 5,

ipv6 =~ > K73 disable [ZRXE S NT-HE, Ka~vr RuHllRSN D,

[/—}]

ZfELIZRADM 777 BA L THLHINA 7 THLNTERR S A<y FE2®RET % &, DHCPV6-PD D AT —
~ 7 VEMEIA PDYNEZIC 5,

DHCPv6-PD 7 A 7> hit. DHCPv6 #—/S—|%f L C. [OPTION DNS_SERVERS| (47 a1 o— K 23)&,
[OPTION_DOMAIN LIST| (A7 3 v a— K 24) 28K 5,

DHCPV6 Y — =M EED AT a PRI TE L & DNS ==X 3 FAA U X M6 % THAF
TE 5,

DHCPv6-PD 27 7 A4 7 > N THH L7 DNS h—3— RAA U X ~E, DHCPv6 E— K@ dns-server, domain-
name =~ R THIHT 2 Z LA TE S, (DHCPV6 Hr— S =Xt inE T /LD Ir)

DHCPv6-PD 7 74 7 > N OERIZ L - THAF L7 DNS H—/3—_ KA A U R ~Z, show ipv6 dhep interface =
~ U FTHERTE %,

BELIERAL Y AND RAAL UAOKRRBIZ [ BWGEIE, T BMPEshd,
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Azt~ FIZ X D DHCPV6-PD #—/3—7 5 DNS #— 38— B# KA A 2 U 2 hZEE L7284 Th. dns-client
name-server. dns-client domain-list =~ > FOREDIT D NER I NS,
VAT BIEESI NI DNS r—s3—_ KA A U A M, show dns-client =~ F TR TE 5,

Ko< REFEMZ L7=%. Router Lifetime NG %172 RA ZZELT=HE. RAZEELIMMEIEOT RLAN, T7
FV R = U= ABMEN D,

F7-. Router Lifetime 230 ® RA ZZE L=/, T 74V M F—bu oA 005 RA Z3BE LIZEROT KL AN
HIFR SN D,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K23 E SN TN DL EIE, RAICHK ST 740 R — |
U = A OBINIITOILRN,

[ E ]

VLAN #100 T DHCPv6-PD 7 7 A4 7 MZ X5 TIPV6 7'V 7 4 v 7 A& HGT 5,

B3 L7727V 7 4 w7 24 TPD_VLAN100] % AV T, VLAN#200 (2, IPv6 7 R L A& HET 5,

Z ZTlX. TPD_VLANI100] (2T, 2001:db8:1:aaf0::/60] % HifF L7z EAET D,

LU OF%E T VLAN #200 (12, [2001:db8:1:aaf2::1/64] D3EXE S5,

SWR2311P (config) #interface v1anl00

SWR2311P (config-if) #ipv6 dhcp client pd PD VLAN100

SWR2311P (config) #interface v1an200

SWR2311P (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

76T RAZEADT 74V 7 — b U= A DBEENBRERE
EN

ipv6 nd accept-ra-default-routes switch

no ipv6 nd accept-ra-default-routes

[/XT A —=HF—]
switch D RAWCEDT 740 N — NU = A BEIREGEE
REME A
RAICE DT 74N b7 — U =A BB
enable oyt .
BEE AT D
disable RAIZK DT 74N NF— U = A BEPEEK
RIE & WA T D
(AR E]
ipv6 nd accept-ra-default-routes enable
[AF1E— F]
A B =T z2—AEF—FR
B

RHEEDA v 5 —T 2= ATZAE LI — X —[KERA)DIEAT KL RIS &5, IPVv6 DF 7 4L kA — k7 = A
O HEPRER DA RNER) 2 RET D,
Ko< R, 1pv6enable A RPEEIILTCND VLAN A ¥ — T = — A TRETE D,

no JEATHEAT L7613 E & A1 HIEL )jz’i—g—o

ipv6 =1~ > K73 disable | _mﬁ?éﬂf_ a. KRavr RufllkRans,

[/—}]

ipv6 address dhcp. ipv6 dhep client pd, ipv6 address autoconfig =~ > RE%EWRF RA 2% /5 L7z & X2, Ravwo K
DORENTEH D,

INbOavy RRREINTOWRWESIE, KRa~vy FRRAICHREIN TN TH, 774V EF—h U =A D

EEUEROIEC Aoy (AN

[ EH]

VLAN #100 TRAIZK DT 740 b7 — b U = A BEVRERRE Z BT 5,

SWR2311P (config) #interface v1lanl00
SWR2311P(config-if) #ipv6 nd accept-ra-default-routes disable
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7.6.8 IPv6 7 K L A DFER

[ER
show ipv6 interface [interface] brief

87 X —5—]

interface : VLAN A V' F—7 = — A4
RRTHA VA —T = —R

[AJIE—F]

FEFFHE EXEC £ — I, $§ EXEC £—

(@]

AH =T 2 —RAFDIPV6 T RV A% RRT 5,
e IPv6 7 RL- XA
* ipv6 address dhep 2~ > RIZ K o TEIFYIZ IPV6 7 R L ADERE SN TV DHEAETL. IPv6 7 K L A DHIZ "*"
AL CERT D,
* ipv6 address dhep =~ > RZFLERIC IPV6 7 R L ADRRRE STV WA (P — ¥ H1%8)1%, "searching"
LFRIRT D,
* ipv6 address pd =~ > NC pd prefixname VW TEIE LT RLUADGAEIL, IPv6 7 K L ADHNZ "*" & ff
ML THRRT D,
o IPV6 7 R U ADGHRE SN TWRWIEGA L "unassigned" & 725,
. PEEORE
o T2V I EORE
A B =T =2 —RAEBE LR BITEDA 4 — 7 = —ADEHRE, B LEBAILIPV6 7 FLARRE SN2
TOA =T 2= ADIFEREFRT D,
[/— 1]
FRELIEA v H =T 2—ZNIPv6 7 RLAZEIN U THNRNEDTHLHAIET T —ITh D,

[BAEBI]
ETHOVLANA v HA—T =2—ADIPv6 7 KL A B K RT 5,
SWR2311P>show ipv6 interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan?2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up
down
vlan3 unassigned up
down

7.6.9 DHCPv6 7 54 7 F DIRBOET
&

show ipv6 dhcp interface [ifname]
[/XT A —HF—]
ifname : VLAN A VX —T = — R4

[ASE— K]

FEFFHE EXEC £ — R, F#tE EXEC £— K

[FHFA]

DHCPv6 7 74 7 > b DIRBER FRT 5,

ifname HIEE LI 128568, TXTDO VLAN A V¥ —7 = — ADFEHRELXRT D,
[/—}]
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TRTHOVLAN A HZ—7 =—AD DHCPv6 7 T4 T > FOREEER T RT 5,

SWR2311P#show ipv6 dhcp interface

Interface vlanl
Client Type
Address
IATD
DUID
preferred lifetime
valid lifetime
expires

Interface vlan2
Client Type
DUID
DNS Server
DNS Server
Domain Name

Interface v1anl00
Client Type
Prefix name
prefix
IAID
DUID
preferred lifetime
valid lifetime
expires
DNS Server
DNS Server
Domain Name

IA NA
2001:db8:1:aal0::dd2d
0f28924a
000100010000000000a0de000000
604800

2592000

2023/4/19 07:25:48

Stateless
000100012ce737dbac44£f284efdd
2001:db8:1:bb10::100
2001:db8:1:bb10::200
example.com.

IA PD
PD VLAN100
2001:db8:1:aaf0::/60
0£28924a
000100010000000000a0de000000
604800

2592000

2023/4/19 08:08:04
2001:db8:2::100
2001:db8:2::200
example.com.

7.6.10 DHCPv6 7 AT bD VY I
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[EX]

clear ipv6 dhcp client ifname

[/3T7 A =5 —]

ifname

[ASTE— K]
et EXEC B— N

[FLFA]

KBDOA 2 —T7 2—ZATHIEL TS DHCPV6 7 A T > "2 27 ) 745,

VLAN A & —T = — A4

Ka<wr REFETTDHE, HBOA ¥ —7 =— A THIS L7- DHCPv6 DIFHN —EiESh 5,

Zo LT, BAFLTWEIPVG 7 R L ADfEH A » & — % DHCPv6 Hh— S —~ik D,

Z DOt DHCPv6 #—/N—~DERPFELIE(E S4L, DHCPV6 7 7 A 7 > P OFREZAT 9,

DHCPv6-PD 7 A4 7 > & H L T\ =54, ipv6addresspd =~ > KT, BGL7=7 V7 4 v 7 A&MHL TV
TlE BEL QWA E—T=2—ADT RLALERESND,
DHCPv6 H— 3 —EHEIC T, DHCPv6 E— K range ==~ > K, prefix-delegation =~ > K, dns-server =~ > K
domain-name =~ > N T, BU&G L72E# A H L Uiz & &, DHCPv6 V— S —HEE S Fa%E S5, (DHCPv6 B

— =TT LD &)
[/ —}]
[ EH)

VLAN #100 ® DHCPv6 7 A4 7 "2 7 VT35,
SWR2311P#clear ipv6 dhcp client vl1anl00

7.6.11 DHCPv6 7 7 AT 2 "RERFICRIETAND DS VT 4 v 7 ADERE

E&

ipv6 dhcp client nd-prefix prefix_len
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no ipvé dhcep client nd-prefix
87 2 —5—]
prefix_len o <1-127>
ZETOHINDDOT VT 4 v AR
(AR E]
mL
[AJ1E— ]
A HF =Tz —AE—F
B

ipv6 address dhep =~ > RIZE S TIPV6 7 RV A(F L7 (w7 A /128) S HENFEE 4172 VLAN A V F — T = — R
TIE, BEITIPV6 7 R L R 539X T M ND(Neighbor Discovery)/ N7 v & 5257 5,

Ka<vr ReERETDHEND ATy PRERIZUTOWELZ, RELLT VT 4 v 7 ZOFMATHE L, [F—&7
AV RMDOBEITITZEDOND X7y NeZET 5, F—E7 AL FTIERWEEIZIZ, ZOND Xy MEEET 5,

+ ipv6 address dhep =~ NIZ K> CTHERYESIN/ZIPv6 7 R LA

o Z{ELTND /YTy ROZEFEILIPVE 7 R LA

Az~ RiL, ipv6enable 2~ R ESNTND VLAN A VX —7 2 — R IRETDHZ ENTE D,

ARKa<w FOxG L7 D ND 237 v R, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D T %,

no IR TIHAT L7286 1%, DHCPV6 27 7 A 7 2 MRERHIZAZET O ND DS L7 v 7 A% HIBRT 5,

[/— 1]

ipv6 address dhep =~ > RIZL > TIPv6 7 KL A(F L7 4 w7 A /128N HENERE S 72 VLAN A V¥ —7 = — A
TOHMET S,

[ 2 H]
ipv6 address dhep =~ > FIZE > TIPv6 7 R U AN HENERE S4L72 VLAN#1 T, U7 %> K /64 725D ND 737 v
NDOARZFETEHLHITT B,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ipv6 dhcp client nd-prefix 64

7.7 IPv6 % Bl 4

7.7.1 IPv6 HHIR X TE
E=v

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé route ipv6_address/prefix_len [null [number]]

[F—U—F]
null DNy M EREERETICIKET S
[/XT A= —]
ipv6_address D XeXeXeX
IPv6 7 R LA
TN ENTF—= b T oA ZRET D E XX (0:0:0:0:0:0:0:0 DEMET) &35
prefix_len : <1-127>

IPV6 7'V 7 4w T A
TIFNMT— U= ZRETHEEIT0ETD
gateway D XXX X
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F—=hroxADIPV6 T KL A
IPv6 V> a—hNT RLRAERETD XX, A VX —T =2—ALRETLHILERH
5 (fe80::X%vlanN D)

number o <1-255>
EHEREE (RIERIEBREEOELE) (B LSS D)
ED NS NE EESEEE D E,

[AS1E— K]

Jgua—)aryz 4 lb—ya ' w—NR

[REA]

IPv6 D EIFERE 2804 5,

no WA CTHFAT LI &1, 5E LIoRIEZHIBR 5,

[/— "}
TIHNVIT =T = OREIF, RAICKDHRELY b, FHHORKICKLORENREL SIS,
[BXEH)

%D JE75 2001:db8:2::/64 DI D7 — F U = A % 2001:db8:1:1 &+ 5,
SWR2311P (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1
T 7 N = b T = A BRE VLAN #1 O £e80::2a0:deff:fe:1 &35,
SWR2311P (config) #ipve route ::/0 fe80::2al0:deff:fe:1%vlanl

7.7.2 IPv6 ERIER DFIR
EEV
show ipv6 route [ipv6_address[/prefix_len]|
[/3T7 A =4 —]
ipv6_address D XeXeXeX
IPv6 7 N LA
mask ;o <0-128>

IPv6 7'V 7 4 v 7 AR (B LI=%E : 128)

[AJ1E— F]

FHHFHE EXEC & — N, FrkE EXEC £— R

[

IPv6 5153 (FIB: Forwarding Information Base) % #/~R7 5,

IPv6 7 R L 2 &M L2 %&1d, FIB ONEZ T X TERT 2,

IPv6 7 RLAETEIAR Yy U= T RUAZRE LG G., 5EPENG & —8HT R K= M) — OGR4
TR D,

[/—}]

(B EHI]
IPv6 Rk K % T X CERT B,

SWR2311P>show ipv6 route
Codes: C - connected, S - static
Timers: Uptime

S ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08

C 2001:db8:1::/64 via ::, vlanl, 00:01:10

S 2001:db8:2::/64 [1/0] via 2001:db8:1::1, wvlanl, 00:01:52
C fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1::2 58 CHO/Nry M &HED & XA IN IR EFRT D,

SWR2311P>show ipv6 route 2001:db8:1::2
Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
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Last update 00:18:27 ago
* directly connected, vlanl

7.7.3 IPv6 R FE DFER

&3]
show ipv6 route database
[AJIE—F]
FEFFHE EXEC £ — N, %54 EXEC £— N
[FiA]
IPv6 #2i# 7 (RIB: Routing Information Base) % &/~ %,

[/ — P}

Batil]
IPv6 MK R A FRT D,

SWR2311P>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QnOQwn

7.7.4 IPv6 BEFEIZBEBEIN TWVWERKZ ) —DY <) —DFER

[ER]
show ipv6 route summary
[ASTE— ]
JEFFHE EXEC £ — R, 4§ EXEC £— K
[FA]
IPv6 $%# 5% (RIB: Routing Information Base) (Z8H SN TWARKE = ) —DHh~ U —&2FRT 5,
[/ —h]

[B%E B
IPv6 R FR OV~ U —2 KT 5,

SWR2311P>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor ¥ > ¥ =

7.8.1 ##HY Neighbor ¥ ¥ vy =2 N —DRE

&

ipv6 neighbor ipv6_address interface mac_address interface
no ipv6 neighbor ipv6_address interface

[/NT A —=HF—]

ipv6_address DX XXX
IPv6 7 N LA

interface : vlanN

VLAN A & —T = A A4
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mac_address . HHHH.HHHH.HHHH
MAC7 FL A
interface : portN.M

WA S —T = A AH,

[AJ1E— K]
Ja—x\)ary7 4L — g E— R
[FREA]

Neighbor ¥ ¥ » ¥ 2 ([ZFFHYT > b U — 2384 %,

no I TIAT LG AL, FE LIk b Y —ZHIFR %,

[/— "}

[BXE B

VLAN #1 L@ portl.1 IZd& %, IPv6 7 KL & 2001:db8:cafe::1 ™ MAC 7 K L X % Neighbor ¥ ¥ v ¥ 2 [TFET D,
SWR2311P (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.l

7.8.2 Neighbor ¥ ¥ v ¥ 27—V DFIR
(&R

show ipv6 neighbors
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K
B
Neighbor & ¥ v v a7 —7 NV EERT D,
[/— 1]
[BEH]
Neighbor % ¥ v ¥ 27— 7 )V ERKRT B,
SWR2311P>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bc4:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22f£:£e33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =27 —7 VDHEE
[ER]

clear ipv6 neighbors

[ASTE— K]
et EXEC B— N

B
Neighbor ¥ ¥ v 2% 27 VT4 5,

[/ — P}
[ EH)

Neighbor ¥ ¥ v > 2% 27 VT4 5,
SWR2311Pf#clear ipv6 neighbors

7.9 IPv6 Bt 4

7.9.1 IPv6 ERIEFRE
B

ipv6 forwarding switch
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no ipv6 forwarding [switch]

[/XT A—=F—]
switch © IPv6 /N7y DERERRE
REE B
enable IPv6 /N7 N DEREZFNCT D
disable IPv6 /377 b DfRk & 9%
(AR 2
ipv6 forwarding disable
[AF1E— F]
rua—\arsr 4 S L—va E— R
[

IPV6 /7y ks ORREZF RN E T IT DT 5,
no JE A THEAT LGB BHIHIBE ISR T,

7.9.2 IPv6 B85 5% FE DTN
EN|
show ipv6 forwarding
[ASTE— R
JERFHE EXEC & — N, %7 EXEC £— F
B
IPv6 /X7 N DERIRERTE & RonT B,
[ EH]

IPv6 /377 N DHRIER TE A RN T D,
SWR2311P>show ipv6o forwarding
IPv6 forwarding is on

7.10 IPv6 BRIBHERS

7.10.1 IPv6 BB
EEy

ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address)

[F—U— k]
repeat DRI ERET D
size : ICMPv6 7 —ZE DR S(NNA MR AR ET D
timeout D SHTEESY D Echo U 7 = A h & k5 LR OISERFHRFH 2 ET 5
source : ICMPv6 /N7y FDEEILT FLAZRET D
[R5 A — 5]
host © R A ML FETIEL IPVE T R L A(X:X:X:X)

ICMPv6 Echo % 15154 2 %65E
IPv6 V7 a—inT RLUAEZRETHHAIT. BHA LV F—T7 =2—ALIEETHILENRD
% (fe80::X%vlanN D)

count DT (AR LTSS 0 S)
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RIEE B!

<1-2147483647> AR L7 EIERAT S 5

continuous Ctrl+C WA SN D E THFATZAMR D KT
datalen 1 <36-18024>

ICMP 7 — X DR S(3 b)) (Bl L7I=355 : 56)
timeout 1 <1-65535>

ISERFBREE (AW LTSS 2 2)
EAITEISR % continuous IZ L7 AITEHR IS

ipv6_address DX XXX
IPv6 7 R L X

[AJ1E— K]

FitE EXEC £— R

[BEAA]

ICMPv6 Echo Z#57E L7274 A MMk L, ICMPv6 Echo Reply 2325 531 TCL 2 D& FD,
EOLNTEES, FOEEFRTH, a~vr RBRKRTT 5 EMELHRHEREFRT D,
[/ —}]

(B 2B
fe80::2a0:deff:fel11:2233 %6 CIZBAMERR 21T D o

SWR2311P#ping6 feB80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell1:2233%vlanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=1 ttl=64 time=4.760 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

-—- feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 RRBEHERR
[EX]
traceroute6 host
[/%5 X — & —]
host : 7‘%}:&% %‘—fﬁ%wujﬂé ?Bfifi
RA N, FT2IE, FEED IPV6 7 R L A(X:X::X:X)
[ASTE— K]
et EXEC E— R
B
FBELIZARA N E CTORKIEREFRT D,
[/ —H]
B&l]

2001:db8:1::2 F TORBRIHEREZIT O,

SWR2311P#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max
1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms

2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
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5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 10.413 ms 7.681 ms

TJIIDNS 7 A4 T~k

7.11.1 DNS ~DOf W& HEEDRE

[EFX]

dns-client switch

no dns-client

3T A—5—]
switch : DNS 7 747 FOBE
REfE B
enable DNS 7 747 v bEHNZT S
disable DNS 7 A4 7 v b &M T 5
(IR E]
dns-client disable
[AS1E— K]
ra—\)vary7 47—y a e — R
[FHA]

DNS ~D W& HOEHERE 2 A %) £ 72T ERhIC T D,
no FERCIAT L 72 H 13RI 5,

[BREH]

DNS ~DWHhEHiEE AT 2,
SWR2311P (config) #dns-client enable

7.11.2 DNS ¥— 13— U X F OFRE

[EX]

dns-client name-server server

no dns-client name-server server

[7RT A—F—]

server : AB.CD
DNS $—/3—®D IPv4 7 K L A
XXX X
DNS #—/3—®D IPv6 7 K L A
IPv6 U > 7t —NT RUAZIRET 2HE1E, kA v /=7 == AL EETLOLERH
% (fe80:X%vlanN DFE )

[FIEIERXE]

L

[AJ1E— K]

sa—\)varZ 4 S L—varE'— R

B

DNS H—X—1 X MZHP— =% BT 5,
P N— TR I HETRETE D,
no IR TEIT LA, FEE LY —3—% DNS —— U X kB HEIRT 5,
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[/ — ]

ip address dhep. ipv6 address dhcp, ipv6 dhep client pd. ipv6 address autoconfig stateless =~ > R{Z &> T DHCP ¥
—/N—=/5 DNS = "= U X FEEG LG, Ka~vy RORENELEEN D,

722 L, A<y FIZ& 2 DNS Hr— 3= U 2 F OBEED 3 fERIGOSE 13, A5t 3 £ TU 2 FOKREIZ DHCP
P R—=nBHF L 72 DNS $—/3— U 2 M 2817 5,

[BXE B

DNS #—/3—=U Z MZIP 7 R L A 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fel1:2233 #1813 %,

SWR2311P (config) #dns-client name-server 192.168.100.1
SWR2311P (config) #dns-client name-server 2001:db8::1234
SWR2311P (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

TAN3T 74V b AL VEZDRE
[EX]

dns-client domain-name name

no dns-client domain-name name
[/XF A—F—]
name D FAA % (BeK 256 XXF)

[FI#AER ]

2L

[AS1E— K]

ra—npvar 74—y g rE— R

[FAA)

DNS WA DOERHIEAT 5T 74V N RAAL VA ERET D,

no B CEATLIZH AT 74V b RAAL VA ZEHIBRT 5,

[/—}]

ip address dhep 2~ > RIZ K5 CTDHCP — =BT 7 4Lk RAAL VAT v ara— R 15 LIZY
B Rav s FORENMELRIND,

dns-client domain-list =~ > R THRE N AL VU A FDRRESINTWEIHE/RIT, Aa~r RCTRELEZT 744V R
AA 4, BEON ipaddressdhep 2~ RIZ K> THERRESNZT 74/ b RAA VAT S,

[BREH]
T 7 4 b KA A 4 % example.com (ZFXET D,
SWR2311P (config) #dns-client domain-name example.com

TNABRBRAAL ) X FNORE
EEN

dns-client domain-list name

no dns-client domain-list name
ST A—F—]
name D RAAL 4 (K256 XF)

[ E]

L

[ATTE— K]

Ja—)ary 47—y g — R

B

DNS WA O BRFIHEHATIMBE RA A U A MIRAL & EBINT 5,
MBRAAL LY A MIRKO6HETRAL LV ERETE D,

no R TEITLIZEAIT, BELIERAAL VA EZRBR AL Y R RDLHIKRT 5,
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[/ —F]
Ka<w RTHBERAAL LY 2 MBRRESN TV LS. dos-client domain-name =~ > R CHE LT 74/ R
AA %, BEO ipaddressdhep =~ RIC K> THERKE SN2 T 7 44 R RAAL AIMEH S8,

ipv6 address dhep. ipv6 dhep client pd. ipv6 address autoconfig stateless =~ > N{Z X > T DHCP % —/3— L3R
RAAL YA RNERG LSS, Aa~vy FOREMELRENLD,

722 L, Ravy FIZEDMB RAAL U A FOBEED 6 fERMOGA 1L, &t 6 £ TYU X FOFKEIZ DHCP
P N=NORG LTZR R AL U R M &BEINT 5,

[BRE B

R A A 4 examplel.com, example2.com % fR58 K A A U 2 MZBINT 5,

SWR2311P (config) #dns-client domain-list examplel.com
SWR2311P(config) #dns-client domain-list example2.com

711.5DNS 7 74 7 MEROFR

[EX]
show dns-client

[AFTE— R
JEHFHE EXEC ©=— K, $# EXEC £— K
B
DNS 7 94 7 v ME#RERRT B,
FTIARIZILUTOEBY,

HH B

DNS Client is enabled DNS 7 74 7~ M3 AR

DNS Client is disabled DNS 7 74 7 > b A ER)

Default domain T 7 FN N RAAL 4

Domain list RN AA U AR

Name Servers DNS #r—/3—U X MIP 7 R L R)
[BREBH]

DNS 7 74 7 v MEHREFERT 5,
SWR2311P>show dns-client

DNS client is enabled

Default domain : example.com
Domain list : examplel.com example2.com
Name Servers : 192.168.100.1 2001:db8::1234 fe80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP or DHCPv6 Client.
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HE
IP = /L F % ¥ A ~MEIHE

8.1IP v /L FF ¥ R MEAKFRE

811 KRAD~NLFF¥ AT L —LADUHEFTEDORE

[ER]
12-unknown-mcast mode
[NT A—=F—]
mode AT FR Yy A NT L— AOME T
BRIEME il
discard (€ B pra)
flood 7I9TATTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—)arz 4 L—va rE R
B
MAC 7 RL AT =T BRI TR LT F X 2 7 L— L0 IEEZRET D,
Bl

RKHDO< VT F v A NEIET 5,
SWR2311P (config) #12-unknown-mcast discard

812 KRHDTNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)
[EFX]

12-unknown-mcast mode [except-routing]

no 12-unknown-mecast

[F—T—F]
except-routing RO ILTF XY A RN T L — L EIN—T 4 T OREITT S,
[/%5 A —5—]
mode WL TFFy AT L— AONEL A
REME B
discard IS5
flood TI9TA4TTD
[WIERRE]
L
[AF1E— F]
A B =T == AF—
[
VLAN A U # —T7 2 —ATEZE LI MAC 7 RL AT =T LIRS ILTWRNT LT F ¥ A N7 L— LD
BaRET 5,

~NF Xy A N7 L—LOMPEFED discard, 7> except-routing ¥ — VY — RREE STV 7R WGHE



284| 2~ KU 77 LU AP w0 FF v A MMl

224.0.0.0/4 OFIPHCRMDO <L F X ¥ A N7 L—ABRHEFE I, IGMPPIM IZ LB~V LVTF XX A Mv—T 4 7
DRIRIZIT T2 B 720,

AT AT 12-unknown-mcast forward link-local Z % ET A & TN TF¥ AR I a—H LT KL R
(224.0.0.0/24) ZREFEGTITHRIE T H 2 LN TE D,

VLAN A % —7 = — AT 2-mcast flood =~ > RZHHT 5 Z & THEMNOLFFr A RNT R R EHHFEET
WCHEE T D Z R TE B,

2T X x A RNT L— AOBLHFIEN discard, 7> except-routing ¥— 7 — RBEEIN TV BH5E

no FERTEIT LIEHAITOHIREIZRY . VAT AEKORMO~LFH v A F 7 L— DU FIED

224.0.0.0/4 DFIPFH TRMDO~NLF X ¥ A N7 L —LABHEFEI L, IGMPPIM IZ X5~ VTF XX A Mv—T 7
DRI D,

L A7 LT 12-unknown-mcast forward link-local 5% E L CH~/LTFF v A MY o7 a—LT KL A
(224.0.0.0/24) ZHRET H Z LT TE RN,

VLAN A % —7 = — AT 2-mcast flood 2~ > R HT 5 Z & CHEMNOLVTFFr 2 NT R R EiEdHEET
\CHRET D Z LN TE D,

EWZHED o

R

[/ — ]

AKa<y RILVLAN A ¥ —7 = —RZDOHRETE D,

Kawy RIZVAT ABEORMO~Y LT X v A R T L— MU FIEORE L VBRI D,

except-routing ¥ — 7 — NI~ /L F F ¥ X 7 L —LDWBLSTED discard DS EDHIEET D Z LN TE D,
except-routing ¥ — 7 — RN|T IGMP/PIM (IZ L 5~V F X ¥ A M—T 4 TS LTI COARIRET HZ LT
2,

[3% 2 5]

VLANI TRHDOZILF X ¥ A T L —AZWET IV LTFXy A N 7 a—R LT RL R ZTHEET 5,

SWR2311P (config)# 1l2-unknown-mcast forward link-local
SWR2311P (config)# interface vlanl
SWR2311P(config-if)# 12-unknown-mcast discard

VLAN2 TRHD<ILFF ¥ A 87 L—LEMWHST L IGMPPIM IZL D5~V TFFx A Mb—T 4 T DORRITT
%, F72. VLAN2 T mDNS(224.0.0.251) & Dante(224.0.0.230-233) |Z#5169 %

SWR2311P(config) # interface wvlan2
SWR2311P(config-if)# l2-unknown-mcast discard except-routing

(

(
SWR2311P(config-if)# 12-mcast flood 224.0.0.251
SWR2311P(config-if)# 12-mcast flood 224.0.0.230
SWR2311P (config-if)# 12-mcast flood 224.0.0.231
SWR2311P (config-if)# 12-mcast flood 224.0.0.232
SWR2311P(config-if)# 12-mcast flood 224.0.0.233

813V v ru—hN<)FF¥ A N7 L —LDOEERE

E&

12-unknown-mcast forward link-local
no 12-unknown-mecast forward link-local

[ E]

L

AT E— K]

Jsa—)ars 74— g — R

B

12-unknown-mcast discard ZFHRE L CTW\WAH L&, Vo7 u—hAr<AFxy AT RLADT L—AZWES T2
%j—éo

no B CEIT LG, BE LERELHIFRT 5,

[/—F]

Ka<wr o RZBITh, Vovrza—n<LFXxy X N7 RUAIZLLTO&H &1 5,

IPv4: 224.0.0.0/24
IPv6: f102::/112
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IPv4 v~V FF+ AT RLAZETHERITELESNZ, ZOBEXREENI 2T 4 2P ANTEEEITH
BIAYIZ 12-meast flood =~ > RICEZ# 2 B b,

[BXEHI]
Yo ma—RN~vLFXXYARNT RLADT L—LERMOVLFF ¥ A2 & U THESFICHEEST S,

SWR2311P (config) #12-unknown-mcast discard
SWR2311P (config) #12-unknown-mcast forward link-local

814 v NTFFXF¥ AT L —LDERERE

[ER
12-mcast flood ipv4_addr

no 12-mcast flood ipv4_addr
[73T7 A =4 —]
ipv4_addr : AB.CD
IPv4 v /L F X A T LA

(IR E]

2L

[AFTE— R

A H =Tz —AF— R

[FREA]

VLAN A V2 —T =2 —ATZE LI~/ FF¥ A MBEEOTCTHENEELZIPVE~LVF XY AT RLADT
V—L%ET7 79T 47T D,

Ko<y RiZv AT ALK T 100 il £ TREN T 5.

0 FERTET LS. BELEIPVE~LF XY A T RL AR EFHIET 5,

Fo  IPASILFXRY A RNT RLAZEK LUSAI1T. T XTORTELZHIRT 5,

[/ —F]

RKa< 2 RIEIVLAN A VA —7 2 —RAIZORBHKETE D,

AKa<w L RTHRESNEZIPVE < /LTF X4 ZA T RLZATIGMP A X —E L F OGR4 L7 5,
[B% e

VLAN #1 TZAE L7236 IPvA 7 KL AM 239.0.0251 D7 L—L % 7T T 47T 5,

SWR2311P (config) #interface vlanl
SWR2311P (config-if)#12-mcast flood 239.0.0.251

8.1.5 MR P—EHER:DO IGMP/MLD 7 =V —EEHEEDAES)ENHRTE
[EF=]

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—HF—]

time : <1-30>
IGMP/MLD 7 =V —ix{5 4% H R (F))

(AR E]

12-mcast snooping tcn-query disable

[AJ1E— F]

Ja—)ary7 4l —y g rF—NR
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[@iA]

ANR= 7YY =28 D bARr —EERIC, 72U 7 = IGMP/MLD 7 = U —Z (5§ S aE O BIfE 23T+
%o

no I CTFAT LGB ITHIMIRR EICR 5

IGMPMLD A X —t' > 7 L ZANR=0 7Y U =2 LEBRIZ, PR P—ZEHIZ L > T/ F v 2 MlfE s —iy
HNZIEAE R D 2 ENDH DN, AR EN T Z oMM 2T 5 2 L3 TE 2,

AT LT=HEE, PR P—EH BT 2 L, FESNRffF>72d & IZIGMPMLD 7 = ) — k5T 5,
TN LT2GE1E, PARRY—ZENH > TH IGMP/MLD 7 = U —Z 345 L7220,

[BXRE )

FARE P —EF KO IGMP/MLD 7 = U =X 526 L, fFHHHZ 5 BICRET 5,

SWR2311P(config) #12-mcast snooping tcn-query enable 5

AR\ =R KO IGMP/MLD 7 = I —ik {5 2 2§ 5,

SWR2311P (config) #12-mcast snooping tcn-query disable

82IGMP AX—t' v

8.2.1 IGMP A X — V> 7 OEL) Wi E
BN

ip igmp snooping switch

no ip igmp snooping

[RF A — & —]
switch © IGMP A X — ¥ > 7 O#hfE
R B
enable IGMP A X —t" > 7 HZT 5
disable IGMP A X — "> 7 % iz 4 %
[WIHIRRE]
ip igmp snooping enable
[AJ1E— ]
f o H—T 2 —AE— R
[RLBA]

A UH =T 2—ADIGMP A X —E > 7 OEMEEHET D,
no FECHAT LG A 3R EICKE D,

[/— ]

Ka<w U RIZVLAN A U ¥ —7 = —RZDOHHFRETE D,
[EE B

VLAN#2 @ IGMP A X —E > 7 E T 5,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping enable
VLAN#2 @ IGMP A X —E' > 7 & Whiz3 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping disable

8.22 IGMP XA X —t°» JEm RO E

[EFX]
ip igmp snooping fast-leave [auto-assignment]
no ip igmp snooping fast-leave
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[F—T— ]
auto-assignment  :  LAN/SFP 7R — NEL FIZAA v FHREEHE S VTV D55 12 m i BB EE 2 50235,

[FIEIER E]
L

[AJ1E— ]

A HF—Tz2—AEF—F

[RFA]

AL H =T 2—ADIGMP A X —t" > J ik &= Hd 5,

no FEICHEATT 5 &, IGMP A X —t" > 7 md ik 2 0295,

auto-assignment 47 > 3 U MEE SN HA X, LAN/SFP AR — ML FIZ Y~ BIA A o F RS TV D54
Z DR — hTOH BB m R RE 2 2T 5,

LAN/SFP AR — MEL FIZ Y= AL v FRBEREINTNDNE I I, 4% — FTZE L2 LLDP 7 L — A% fif
B, LUTFOTRTOEMEE - THA RO D & W 5,

+ WIZATLV @ ChassisID (MAC7 KL R) @O OUI NV~ BTHDHZ L

«  JFEASHEL TLV @ Enabled Capabilities |Z [Bridge] "&ENnTn5 2 &

Z DI, auto-assignment 7L =5 AT DB, AR &R A A~ F O T LLDP DEZE AN L,
WEET7 L—ANIEARFEHETLV 2815 2 &,

[/—}]

AKa< FIZVLAN f VX —T7 2 — A ZOHRETE D,

Az~ RiX, LAN/SFP R — MIBE DR A N STV 5D VLAN A ¥ —7 = — A TlX, auto-assignment 4
Ta EAINCT D0, EEURERE AR A BT 2 L,

[ EH]

VLAN#2 @ IGMP A X — ' 7 @&l 2 G+ %,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 B iR & a3 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ip igmp snooping fast-leave

8.23 VILF X ¥ R M —F — DRI DR IE
[

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname
[T R =5
ifname : LAN/SFP R— F DA v & —T = — A4
WRET DAV F—T =R
(AR E]
L

[AJ1E— K]

A H—T 2 —AF— R

[@HA]

<V IVF X ¥ A ML—F =D STV D LAN/SFP iR — k2 i0ICi%ET 5,
no X THFAITT D &, RELMWIET D,

[/—}]

ARa<2 RIZVLAN A VX —7 2 —AZOBRGHFKETE 5.
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FE LT LAN/SFP R— M2, vV F X ¥ A ML —F =23 NTWAZ &, Ly — =5 IGMP LA— &
ZlETH L, RE LT LAN/SFP AR— MIHsET 5,
[ EH]
VIV F Xy A R—F—DREGE L TLAN R — F #8 2% ET 5.

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping mrouter interface portl.S8

VIVTF Xy A RML—F — OGRS LAN AR — k #8 244,

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P(config-if)#no ip igmp snooping mrouter interface portl.8

(]

8.24 7 ) —RIEHEREDERE
BN

ip igmp snooping querier
no ip igmp snooping querier
[WIHIRRE]
L
[AJIE— K]
A F—T 2 —AE—F
B
IGMP 7 = ) — A EHRE 2 AT %,
no JEACEITT D L, IGMP 7 = ) —iX{EHRE & T2,
[/— 1]
ARa<w FIZVLAN A VX —7 = —RAZOIHHETEX D,
AREEZANILIZELZIP T FLRAZEET L E AFRICIELWIP Y RLATZ 2 —2 X5 L 5D THE
BToZ L,
[BEH]
VLAN #2 O&EHREZ AT 5,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping querier

VLAN #2 OXEHERE 2 NI 5,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P (config-if) #no ip igmp snooping querier

8.2.5IGMP 7 = V) — X ERIE DR E
EEN|

ip igmp snooping query-interval interval

no ip igmp snooping query-interval

ST A—F—]
interval ;. <20-18000>

7 = ) — x5 R D)
(AR E
ip igmp snooping query-interval 125
[AJIE— F]
A B =T z—AE— R
B

IGMP 7 = J — DX ERIEZ R ET D,
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no FEXCTHEFTT 5 & IGMP 7 = U — D &{E IS & FIHRR &2 R4,
[/ — 1]
RKa<w RIZVLAN £ VX —7 2 — A ZDOIHRETE B,
[ EH
VLAN#2 O 7 = ) —ikEHIR A 30 FICERET D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping query-interval 30

VLAN #2 ® 7 =V — 245 RIbg 2 g1 I R 3

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ip igmp snooping query-interval

8.2.6 IGMP /34 v s @ TTL {EARFEHERE DR E

E&
ip igmp snooping check ttl switch

no ip igmp snooping check ttl

5 X —5—]
switch : IGMP /37 > @ TTL fERMGERRE
REME B!
enable B+ %
disable T B
(IR E]
ip igmp snooping check ttl enable
[AJIE—F]
A B —Tz—AEF— R
(LA

IGMP /347 b @ TTL fEMGEREE 2 R ET 5,

no IH CHEIT L= BB IR EIC R 5,

HINZ LIz A1E, P~y ¥ —O TTL ERAARIE(L LA 72 IGMP X7 > N &R EET 5,
N L2 B, Uik N7 > MEEEE T, TTLEZ 1 ICHIE L CiET 5,
[/—}]

Aa< L RIZVLAN A VX —T 2 — A ZDHFRETE 5,

[BREH]

VLAN #2 T IGMP /37~ k@ TTL fERGHEREZ 2T %

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping check ttl enable

VLAN #2 T IGMP /34~ b TTL [EMFFHEEE 2 224 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping check ttl disable

8.2.7 IGMP /4 v k@ RA HFEERE DR E
[EF=]

ip igmp snooping check ra switch

no ip igmp snooping check ra
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[78T7 A= —]
switch : IGMP /3% > | @ RA FRREHERE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping check ra disable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMPV2/IGMPV3 /3% v b @ RA #EFHEREZ R ET 5,
no JIERCHEAT LI A I3 EIZK b,
BN L5813, IP ~v 2 —IZ RA (Router Alert) 7> = v NEEN TV IGMPV2/IGMPY3 /347 v | ZiEEE

T3,

N L HAIT. YAy y FEESET, P~y ¥ —ICRA ST a &5 L ClE%T 5,
[/—F]

AKa<w 2 RIZVLAN A V Z—T = — AIDBHRETE D,

[ E B

VLAN #2 T IGMP /34 > b D RA Wi BEZ A1 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping check ra enable

VLAN #2 T IGMP /34 > b D RA WiEFHSBE 2 21 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping check ra disable

]

8.2.8 IGMP /34 b D ToS MRIFHEBED R E
B

ip igmp snooping check tos switch

no ip igmp snooping check tos

[T A—%—]
switch : IGMP /37 kO ToS Ml HE
REME S
enable BN D
disable T D
[WIHIRRE]
ip igmp snooping check tos disable
[AS1E—F]
A B =Tz —AFE— N
[FHA]

IGMP /X% K @ ToS MRFEFERE A FX ET 5.

no IR CHAT L =GB IS0 R TCITRE D,

BN LB AL, TP~ Z—® ToS @ IP Precidence (3 £~ M)A ARIE(B'110 LAZM) 72 IGMPv3 /347~ ~ ZRREE L,
ZNLIAME ToS % 0xc0 (2 EEX L CHakd 5,
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N L2 A 1%, IGMP 237 v h ZREEE$2, ToS % 0xc0 (& E#EX L Clskd 5,

[/—}]

RKa<w RIZVLAN £ VX —7 2 — A ZDOIHRETE B,

(B EH]

VLAN #2 T IGMP 737 k ® ToS WiFtsfe 2 AN+ %,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping check tos enable

VLAN #2 T IGMP 737 k ® ToS WiFte 2 M2h2 4 %,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping check tos disable

829IGMP R— 3 L DHRE
[EX]

ip igmp snooping version version

no ip igmp snooping version

ST A—F —]
version C<2-3>
IGMP /X— 3 >
(AR E
ip igmp snooping version 3
[AJIE— F]
AP =T 2 —AF— K
B

IGMP ODNX— 3 U ARET D,
no FECTHEFTT 5 & IGMP N— 3 > Z IR E (VIR
[/—}]
A< RIZVLAN A VX —T 2 — A ZDOBRFRETE 5,
REL IR DHNN—2 2 D IGMP N7y N EZE LIZGE. LTOEEL 75,
o V2 RERF

e V3 —%ZELISGAE, V27 ) —& L THak

« V3LAR— I EZELESE, WE
o V3 EXIERF

s V2272V —%ZELSGA, V272 —& LTHRE

« V2UR—= I EZELESSE, V3 ULAR— k& L TiRE
[ 2B
VLAN#2 TIGMP N— g % 2 ITRET 5.

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping version 2

VLAN #2 T IGMP N—< 3 > 2 {IHHMEICE T,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ip igmp snooping version

8.2.10 IGMP L RN — +liflHSRE DR E
(&)

ip igmp snooping report-suppression switch

no ip igmp snooping report-suppression
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[78T7 A= —]
switch : IGMP LR — RmifilHAE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-suppression enable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMP L AR — MMl RE & 3 ET 5.

no IERCHEAT LI A I3 EIZK b,

AN LT A1E, 15 L7z Report A v E—UR° Leave A vE— VO EIEFREZ D &IZ, F/NMRORA v E—U%
I F X A ML —F—R— F~EETH,

BN Lo a1, %15 L7z Report A v E—UX Leave A v — YV EZFR~/ILTF v A ML—H —R— h~Zkd
50

[/—F]

ARa<2 RIZVLAN f V' H —7 2 — A ZDHHRETE D,

[B%E B

VLAN #2 T IGMP L 7R— MMIHIREEEZ AT %,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~HIERE 2 50123 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping report-suppression disable

8.2.11 IGMP L R— MNEEHEBEDHRE
BN

ip igmp snooping report-forward switch

no ip igmp snooping report-forward

[NT A —=HF—]
switch : IGMP LAV — MRAHERE
REME S
enable BT D
disable BN D
[WIHIRRE]
ip igmp snooping report-forward disable
[AS1E—F]
A E =T 2—AE— N
[

IGMP LR — MNIGEEREEZRET D,

no TC K THEAT LTS A ITHIMRR EIC R 5,

B LIHEEIE, T % ¥ R bLb—Z—FR— MIMz T, LAN/SFP R— R TIZv~w B2 1 o F 0385 S
TWBHEAIZ, FOAR— Mk LTIGMP Report A vt —%° Leave A v — U %2#5%57T 5,
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M LI2G /T, T v A Mb—F —R— FMIDH, IGMP Report A v Z— X Leave A v — V& iEi%ET
2o
LAN/SFP N — FEL FIC Y v A A o FREERR SN TV D E 9 nid, Y%A — b T%f5 L7 LLDP 7 L — A & fif
BL, LTFTOTRTCOEMFEEMZTHAICERD D LT 5,
« WMZATLV @ Chassis ID (MAC 7 KL A) O OUI BRY~"BTHDHZ &
« JLAKEFE TLV @ Enabled Capabilities (& [Bridge] A& ENTW5DH Z &
ZDTD, AEREZ AT 2T, ARG E XA A~ F O 5T LLDP O%ZE b HEM L, BE7 L— Ao
AEHTLV 280425 Z &,
[/—}]
RKa<w RIZVLAN A U H—7 = — R ZOHFRETE D,
AKEBEZ BN T DB AL, IGMP LR — HHIRERE 2 2N 9 5 2 &,
[ EHI]
VLAN #2 T IGMP L 7R — MNREEEEZ BT 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping report-forward enable

VLAN #2 T IGMP L 7R — MEREHERE & Bahi2 3 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping report-forward disable

m

82.12 ¥V F X X A bb— & —H— b~ DT — H RIS ORE
X

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[78T7 A —=5F—]
switch DT F Y R R —H— R b A~DT — Z RS RS
REME S
enable AT D
disable £::37) ] Rl )
[FIHIRR RE]
ip igmp snooping mrouter-port data-suppression disable
[AF1E— ]
A F—=Tx2—AF—FN
B!

VNV FF ¥ A M—H—R— h~DF — X R EMFIRE 2 R ET 5,

no FECHEAT LGS I3WHIREICR 5,

A LIGEE, vV TFF v A F—F—K— b TReport A v E—VEZFE LIS DOHENT —F 2~ LT X
¥ A Mb—H —R— F ~H5kd 5,

RN LI BEIE. WO R— FTReport A v E—V %% E L TOIUE, 4T — X~ FF v A hL—4&
—AR—=MIbiREIND,

[/—h]

ARa< RIZVLAN A V¥ —7 2 —RAZOHGFETE D,

[ EH]

VLAN#2 TNV FF ¥ A hb—F —KR— h~O T — X EE MGl EEZ AT 5,

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping mrouter-port data-suppression enable

VLAN #2 T/ FF v A hL—HF —R— b ~DTFT — X IS EE 2 1 5,

W
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SWR2311P#configure terminal
SWR2311P (config) #interface vlan2

SWR2311P(config-if) #ip igmp snooping mrouter-port data-suppression disable

8.2.13 ¥ /L F F ¥ A b )L—F —HEGR— MERDOFER

[

show ip igmp snooping mrouter ifname
[/3F A =4 —]
ifname : VLAN A & —T = — R4

BRT DAV A —T = —RA

[AJ3E— R
FEREHE EXEC £ — N, ik EXEC £— N
[FFA]

I FEB IR, FREHOICRE L~ ALTF Xy 2 b L—F —HpiR

[BEH]
VLAN #2 O /)L FF ¥ A ML— X —HgiR — O #RE R TRT 5,
SWR2311P#show ip igmp snooping mrouter vlan?2

— MEBREETT D,

VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49
8.2.14 IGMP J )V — 7 A U X —3 o FIFMORIR

[EX]

show ip igmp snooping groups [detail]

show ip igmp snooping groups 4.8.C.D [detail]

show ip igmp snooping groups ifname [detail]
[F—T— K]
detail D R
[/RT A —F—]
AB.C.D D NV TF XY ANV —TT RL A
ifname : VLAN A ' Z—T = — R4

FKRTHA LA —Tx—A

[AJ1E— F]
FEHFHE EXEC E— N, ke EXEC £— R
B
IGMP )V —T" X =y TR E R AT 5,
[BREH]
IGMP /' )V—"" X 3= T OEREFR AT 5,
SWR2311P#show ip igmp snooping groups
IGMP Snooping Group Membership
Group source list: (R - Remote, S - Static)
Vlan Group/Source Address Interface Flags Uptime Expires Last
Reporter Version
1 239.255.255.250 portl.5 R 01:06:02 00:03:45
192.168.100.11 V3

IGMP 7 V=T A 3=y T OFEME I & 2T %,
SWR2311P#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5
Group: 239.255.255.250



v R 77 LA |IP /LT F v A MMilfH | 295

Flags: R
Uptime: 01:07:10
Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.15 1 V' ¥ —7 = —AD IGMP BHEIFH % £~

E&y

show ip igmp snooping interface ifname
[/$5 A —&—]
ifname : VLAN A ' F—T = — A4

FRTAL L H—T 2 —R

[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
VLAN A % —7 = — A0 IGMP B#fE# & £ R 5,
[ERE B

VLAN #1 ® IGMP BE A £RT 5,
SWR2311P#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is enabled
IGMPv2/v3 fast-leave auto-assignment is enabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMPv1/v2/v3 Report forwarding enabled
IGMP Snooping check TTL is enabled
IGMP Snooping check RA is enabled
IGMP Snooping check ToS is enabled
IGMP Snooping Mrouter-port Data suppression disabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.l (F,R)
portl.2

F - Fast-leave auto-assignment is enabled
R - Report forwarding is enabled

8.2.16 IGMP /L —F AL _R—L o 7Dy Y —HIE&
[EX]

clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D

clear ip igmp snooping interface ifname
[F¥F—T— k]
group COHIBRT O ATF XY ATV —TT RUAERRET D
interface © HIFRT D VLAN A > ¥ — T = — A ZET H
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[78T7 A= —]

A.B.C.D DI TFRXRY AR IL—TT KL R
RUEEEE B

ifname © VLAN A > ¥ —7 =— R4
HIbRT DA v X —T7 = — A

[AJ1E— K]

Kt EXEC £— K

[REBA]

IGMP V)V —TF A=y T Oxr ) —%HIERT 5,

[BEH

VLAN #1 @ IGMP Z L —F A o=y T O b Y —%HIRT 5,
SWR2311P#clear ip igmp snooping interface vlanl

83MLD AX—t°

L]

8.3.1 MLD X X —¥ > 7 DAL, &%

e
(&=

ipv6 mld snooping switch
no ipv6 mld snooping

[/3T A —HF—]
switch : MLD AX—t > 7 DEE
RIEME B
enable MLD AX—VE 7G5
disable MLD A X — V> 7 % W+ 5%
(IR E]
ipv6 mld snooping enable
[AFTE— K]
A H—T2—AF—F
[RLBA]

A H =T x2—ADMLD AX—E 7 OEEERET D,
no IR CHAT LGB I3 IR E IR b,

[/— k]

AKawy RIZVLAN A VX —T7 2 — R ZOHRETE D,
[BREH]

VLAN#2 O MLD A X —E > 7 /M9 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — "> 7 Z B4 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping disable

832 MLD AX—VY vV EEBEDOHRE

EEy

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave
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[F1EIER E]
L
[ASE— K]
Ao HF—T 2 —AF—FR
BN
A B =T x—AD MLD 2 X—E vV EEBEE Gt 5
no TR THEITT D &, MLD AX— V> ViR 2 M4 %,
[/—}]
RKa<w L RKIZVLAN A VX —T 2 —AZDBHHRTETE D, £72. MLD AX—E U I REMBRIEEDRRETE D,
ARa< Rk, LAN/SFP /R— MIBEE OB A SRR SN TWD VLAN f V¥ — 7 = — AT L72nZ &,
Bl
VLAN #2 O MLD A X — b 7 @ d ik 2 Hhc 4 5,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping fast-leave

VLAN #2 O MLD A X — ¥V 7 EE iR 2 a4 %

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping fast-leave

833 v/ T F ¥ X M —F —DERRICDBRTE
[

ipv6 mld snooping mrouter interface ifname

no ipv6 mld snooping mrouter interface ifname
[2XT A—&—]
ifname . LAN/SSFPR— DA vV H—T = — R4
BRETHA L Z—T = —A
[FIEIER E]
L
[AFTE— K]
AR —=T 2—AF— K
[FRHA]
< ILF Xy X R L—F =D S LTS LAN/SFP AR — bk A #EIC R ET 5,
no TETHEATT D &, REEZWEFET 5,
[/—F]
ARKa<w RIZVLAN A VX —7 2 — R ZDHHFRETE D, £/, MLD AX—E L I RENRGEDLHLERETE D,
% E L72 LAN/SFP AR— hMZiX, =V FF ¥ 2 M —F —0NEHRINTWNWH I L, L——0n5 MLD LAR— %
SAET D &, BE L7z LAN/SFP AR — MIHR%ET 5,
(B 2]
< NVTFX¥ A M—Z—OFFE L TLAN AR — N #8 R ET D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping mrouter interface portl.8

TNTFF ¥ A B—Z — DR D LAN R— b #8 2449,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping mrouter interface portl.8
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8.3.4 7= ) —X[EHEEDRE

[EFX]

ipv6 mld snooping querier
no ipvé mld snooping querier

[FIEIER E]

L

[AFTE— R

AV H—T 2 —AFE— R

BN

MLD 7 =V — £ EHEEZ BT 5,

no FEXTEITT B L, MLD 7 = U —&EHEREE |z 5,

[/ —F]

ARKa<wy RIZVLAN A VX —T7 2 —RAZOARETE D, £7o, MLD AX—E U I RHERRGEDOAHEETE D,
AR 2 3 555813447 ipv6 enable 1~ > RZ WD VLAN A »F—7 = —RIIHETDH T L, ipve
enable 2~ RNRESNTWARWEAS, MLD 7 = U —[IEEENZ2VOTHEET L Z &,

[ EH]

VLAN#2 ® MLD 7 = ) —i&{EHaE 2 AT 5,

SWR2311P#configure terminal

SWR2311P (config)#interface vlan2
SWR2311P (config-if) #ipv6 mld snooping querier

VLAN#2 @ MLD 7 = U —X R 2 0245,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping querier

B E

m

8.3.5MLD 7 = U —X/E[HEBED

E&

ipv6 mld snooping query-interval interval
no ipvé mld snooping query-interval

ST A—F —]
interval : <20-18000>

7 = — X HIFRE)
[FIEIERE]
ipv6 mld snooping query-interval 125
[AS1E— K]
Ao BT 2 RE— R
[

MLD 7 =V — DX EMR AR ET 5,

no JEX THEITT %5 &, MLD 7 =V —DEE M2 HIHR E IR,

[/—F]

ARKa<wy FIZVLAN A V' F—T7 = —RCDHFEETEZ D, £/, MLD AX—E I BRENRGEDHEETE B,
[ EH]

VLAN#2 O 7 = ) — £ GERIEZ 30 FMICERET 5.

SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping query-interval 30

VLAN #2 ® 7 =V — 2415 RIbg 2 A c R,
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SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD N"—T 3 VDORE
[EX]

ipv6 mld snooping version version

no ipv6 mld snooping version

3T A= —
version : <1-2>
MLD /"—3 3
(AR E)
ipv6 mld snooping version 2
[AS1E— ]
AV HE—T2—RAE—NK
[FAA]

MLD O — g U ARET D,
no JER THEITT % &, MLD N—2 = » E IR EVOIZRET,
[/ — 1]
AKa<w U RIZIVLAN A V¥ —T 2 —RAZOBRFKETE D, £72, MLD AX—E U I NE G EDAHRETE D,
BRELBIHNN—Ta D MLD N7y bEZELESAE, LFOEEL 25,
o VI RERE
s V20 —%XZfELSGE, VI 72U —& LTk
o V2 LAR— MEZELESGA. B
o V2 RRERE
e VI —%ZELESE, VI 7 —L L TlkE
« VI VAR—=FEZELESES, V2 LAR— & LTk
[ EH]
VLAN#2 TMLD "— 3 % 1 ISRIET D,

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping version 1

VLAN #2 T MLD — 3 > A MBI RS,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #no ipv6 mld snooping version

8.3.7 MLD L 7~ — MHIHSRE DR E
B

ipv6 mld snooping report-suppression switch

no ipv6 mld snooping report-suppression

[23F A —%—]
switch : MLD L 7R— MNHIkERE
BEME FLEA
enable BT 5
disable L1509 ) [ A )
[ E]

ipv6 mld snooping report-suppression enable
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

MLD L R— HHIRE 2 221 5,
no IR CEIT LI A IR EICE S,
BN LI25E1E, 548 L7 Report A v EB—UR Leave A v —UNOEEEHRE D L0, R/DBRBORX v E—V%
vw%%yka%&%f%%«%ﬁﬁé

i Li=5a {8 L7z Report A v E—%° Leave A v E— TV HBIRV LT F ¥ A fL—F —KR— h~HEET
60

[/ —}]

RKa< RIZVLAN A VX —7 = — R ZDOHFRETE B,

[l

VLAN #2 T MLD L AR— MIHERE 2 A4+ 5

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping report-suppression enable

VLAN #2 T MLD L 7— b #NHIBERE 2 #0124 2,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping report-suppression disable

8.3.8 v /L' F ¥ ¥ R h)L—F —EEHHR— MERDOER

[EF

show ipv6 mld snooping mrouter ifname
[/3T7 A —5F—]
ifname : VLAN AV H—T = — A%

ERTAAL A —T 2 —R

[AJIE— ]
FERFHE EXEC E— I, %5 EXEC E— I
ﬁ%]
A E SN, EREFHICERE LTV TF v X bL— 2 —Hi AR — MEREERT D,
Bl

VLAN #2 D~ )V F ¥ ¢ A fb—Z —Hfgin— F O AERRT 5,

SWR2311P#show ipv6 mld snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.1l1l (dynamic) fe80::ae44:£2£f£:£e30:291 00:01:04

8.3.9 MLD /L —F A N\ — v FIERDFRR
[

show ipv6 mld snooping groups [detail]

show ipv6 mld snooping groups X:X:: X:X [detail]
show ipv6 mld snooping groups ifname [detail]

[F—T—F]

detail £ L

[/3T A—F—]

XX XX DAL TFXRY AN TA—TT KL A
ifname : VLAN A V' FZ—T = — A4

FTRT DA H—T =2 —A
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[AF1E—F]

JEFHE EXEC &— N, 45HE EXEC £— R
[

MLD 7 /V—T" A =y TR ERRT 5,
[BREH]

MLD 7 b—TF A 83—y FOIEHE FoRT 5,
SWR2311P#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface
Reporter
ff15::1 portl.3

fe80::a200:27ff:£fe8b:87e3
MLD 7' )V—"T A =y T OFEME R E R TT 2,
SWR2311P#show ipv6 mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: f£f15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: fe80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )
Source Address Uptime v2 Exp
fe80::221:70£ff:£fef9:8a39 00:00:03 00:01:06

83.10 f V¥ —7 = —AMD MLD BAEER L FE R

Uptime Expires Last

00:00:44 00:01:07

Fwd Flags
Yes R

By

show ipv6 mld snooping interface ifname
[73F A —5F—]
ifname : VLAN A & —T = — R4

FRTHA LA —T 2 —A

IASIE— F)
FHHFHE EXEC & — N, kg EXEC £— R
B
VLAN A > % —7 = —AD MLD Ei#lE# % #rT 5,
[EXREH)

VLAN #1 ® MLD Bl z 2R3 %,
SWR2311P#show ipv6 mld snooping interface wvlanl

MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDvl fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 127
Number of vl-query-warnings: 0O
Number of v2-query-warnings: 0O
Active Ports:
portl.l
portl.2
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83.11 MLD 'V —F A _"— POy Y —HiER

EEN
clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X
clear ipv6 mld snooping interface ifname

[F—TU—F]

group OHIBRT A AT XY A NI L—TT RLRAERET S

interface D HIBRT D VLAN A v X —T7 = — R ERET D

[T A—%—]

XX:: XX D WATFFXRXY AR NA—TT R A
I T b —

ifname : VLAN A V' F—T = — A4
Mg 54 v 2 —T7 2 — R

[ASTE—F]

HE EXEC £—

[BEEA]

MLD Z V=T A=y T Oz b — 28T 5,

[BREH]

VLAN #1 O MLD 7'V —7 A R —3 7T Oy b —ZHIRT 5,
SWR2311Pf#clear ipv6 mld snooping interface vlanl
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A

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y 2 N DAERK

[EX

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZF5E L2 E . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,

op

protocol IZ tep ZFRE L= %

op

LRI TCP ~Y A D FIN 7 5 V2 EET 5,

protocol |Z tep ZFEE L7eHE . R TCP ~>y ¥ O PSH 7 7 V% 18ET 5.,
protocol |Z tep ZFEE L7eHE . SR TCP ~y ¥ O RST 7 7 V& 18ET 5,
protocol |Z tep ZFEE Lo, SRIEIZ TCP ~> ¥ D SYN 7 7 7 2 46ET %,
protocol (Z tep ZHRE L72A . FRIEIZ TCP ~> ¥ D URG 7 7 7 #1RET b,

op

op

<1-2000>
IPv4 7 7 EAY XD ID
<1-65535>

V=l U AEE, BTV AY A MNNIZBT L = N - EERET D,
V= VAR EA LIZGEAIT, VA NORKREICZY RN —RBINEhD, Z0LE,
BEfFORERT Y MY —I2 10 ZNE LIZERFH- N —0FK S L LTHEREIND,
WO = o AR/ SR LTEBMLESES, = ) —0F 1L 101274 5,)

T 7R ARMECH T DEMEELRET D

R EME A
deny FHEES"T 5
permit B S i B R )
K3 H7a s a Vi ERET S
REME B
<0-255> IP~y XD 1 haLNks
any T_TO IPv4 /3w b
tcp TCP /X% v
udp UDP /X7 > b

ST AERETIPVE T FLABFHREHRET D



34| 2~ KU T 7 LA | NT 7 4 v 7 HIH

REME Bl

T4 RI— Rty MEFEGH)ff & O IPv4
7 FLA(AB.CD)ZfEET D

Y7 % v b~ 27 EMbinftx o IPvd 7 R

A.B.CDEF.GH

AB.C.D/M

L A(AB.CD)&ZEET 5
host A.B.C.D H—DIPvd 7 KL A(AB.CD)RIEET D
any TRXTOIPVE T RV RAZXG LT 5
src-port 1 <0-65535>
protocol IZ tep, udp ZH57E L7256, R & T 0 ME LR — FEEH<0-65535>%fET 5. A&
3252 &b Ahe
BEHE B
eq X R— MEZX)EEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info DR LE T A IPVA T LU AERAERET D
R EE LA

J AV KI— Kt NEFEGH/f& O IPv4
7 FLA(AB.CD)ZFRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0IPv4 7 L A(AB.CD)&ZFEET S
any TRTOIPVE T RLRAEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH57E L72 e, =& T 250088 — M 5<0-65535>%fRET 5, Ak
THZ L bR

BESIE B!

eq X R— FEEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIERRE]
2L
[AS1E— F]
Ja—x\)ary7 4L — g T — R
B

IPvd 77 A A NEAKT D,

AR L7778 AU R MCiE, BEMAX256 D&M ERETDH I ENTE 5,

AR LIZIPvd 77 v AU A & SE85581E, A X —7 =—AF— R T access-group 2=~ > K& HT 5,
no XA T action LI 215 E L7255 & 1%, FIUEETH BT H1IPvda 7 78R Y X N &HIBRT 5,

no FE T action LAREZFEE Le o 72 AiE, 7278 AV A MO ID B —ET 5 IPvd 778 AU X N &HIBRT %,
[/ — 1]

LAN/SFP AR — B L OGHELA v ¥ — 7 = —RZHEA L TWD T 78 A Y X ME, no B THIBRT 2 Z LiFT& 722
W, ST Z R L T DHIBRT S Z &,

src-port, dst-port 3£(Z | range THIPHNFEE TEX DN, ZO LD ICHPHEZFRE LT IPv4 77 A U A NIV AT A 4fK
T—2721F access-group 2~ > RE 7= (X vlanfilter 2~ R CTA ¥ —7 = — AT TEX 5,
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[ EH]
E(ETT 192.168.1.024 D7 A2 vt 172.16.1.1 ~DEZ4EET 5 IPvd 772U 2 b #1 Z{ET 5.

SWR2311P(config) #access-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWR2311P (config) #no access-1list 1

9.1.21IPv4 77 &2 Y 2 ~ OFHAIGEAN
[

access-list ipv4-acl-id description line

no access-list ipv4-acl-id description

[/3F A —&—]
ipv4-acl-id 1 <1-2000>
LA BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCII T 32 3UF & TR E Al
[FIERRE]
7L
[ASIE—F]
Jsa—m\)arZ 47—y arE—FR
[BLAA]

ERLTHDIPvE 778 AY A MIEHASCEZBEINT 5,
o ERTEIT LIS, IPVvA T 78R X NOFBSCEYIRT 5.
[/ —F]

LAN/SFP R— F B L OHHA v F—T =2 — AT /7B AV A M ZHEASE-H# S, Kavwr RCHAZBENT 5
ZLIEETHE, (BRAEDOTUHAXN EEET D)

(B EH]
PE(ETT 192.168.1.024 DT A2 Fovd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b+ #1 Z1ERR L, #RBISC
[Test] #i1BINT 5,

SWR2311P (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWR2311P (config) #access-1list 1 description Test

913IPv4 77 A Y X N DEH
B

access-group ipv4-acl-id direction

no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
HWHTAIPvd T Z7EAY A RO ID
direction D M7 L—A0FmERET S
R EM A
in ZE7L—AIx L CHEASED
out EETL—LICH L THEHASES
[FIHIER 2]

L



306 =~ RUZ77 LY R | NT7 4 v 7 il
[AJ1E— K]
AR =T 2—AE—F
[BA)
LAN/SFP R— h B L UGS v X —T7 = —R(ZIPVA T 7B A Y 2 M &5,

FZEEET VLT 7R AV A RORIELE —HLIGE, T2 EAVANDT 72 a Y BEE T L—AICxHT 5
7 7 3 a v (permit, deny) & 72 B,

no B CTEITLIEHA. WA LIET 78 AU A F%& LAN/SFP R — B L OGHEBEA v ¥ — 7 = — A BLHIRT 5,
[/—}]

T7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(in) L EE 7 L—LOut)DZENENIZ 1 DT Lok
FRTER,

EET L=k 57 78 AY A NI LAN/SFP 78— Xt L C DA TEE,

N— hF T diPHrange X Y)AZFRE L2 IPv4 77 £ XY XA ME, VAT ARKT 1 DOAEMARET, *E7 L—24
(out) | ZIFE M T 722\,

ZETL—LIIT AT 7B A Y 2 RRERE S LAN/SFP AR — MIGHELA v 2 — 7 = — X TR TE R0,
ZETL—AIKT AT 7 EAY X MIGHEA X — T = — RITFTB LTV A LAN/SFP R — Moxf LGl ¢
N, L AZ—= b T v T ar7 g 7 Bl A oA —T7 = —AZFTE LT\ LAN/SFP AR— MIZ(E7 L —
LZRTET I BAV R RNREDHDHHE. EBER— NOREDREA V4 —T7 = — R ZHEHA I N5,

[B%E B

LANR—F#l OZET7L—HIZ LT, 778 RAY A M#l 28T 5,

SWR2311P (config) #interface portl.1
SWR2311P(config-if) #access-group 1 in

9.141IPv6 727 AU X FDARK
E=N|

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[T A—F—]
ipv6-acl-id ;. <3001-4000>
IPv6 727 AU X D ID
seq_num 1 <1-65535>
V= U AF N, WMRT AR A MNNCE T LT M) —DALEEAEET Do
D= AFRGEEKLIEGAIE. VA FORBRICT N —=RBiENnD, ZOLE,
WEFEORERT MY —I2 10 ZINE L2l e N —0F S L LTHERES LD,
BNy —r o AR/ BR L CEMLESEAE, = N —OFZIL 101272 5,)
action LT BEAGMEICKT 2EMEREET D
REE B
deny FEEHEST 5
permit %,ﬁ:%vlgq:m‘u—a—é
sre-info DT AEEITIPVE T R AERERET D
B EME A
XX Y7 Ry bv A7 BMbit)yft & D IPv6 7 K
XX:XXM L AXXaXX) R AR ET %
any TRXTOIPv6 7 L AZXHRLET S
(IR E]

L



av R 77 LA | T 74 v 7l 307

[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

IPv6 77 AU A NEAEKT 5,

AR LT 782U R MCiE, BEMAX256 D&M ERETDHZENTE 5,

AR LT 78 A) A Ml SEL5A0F,. A X —7 x2—RXF— KT access-group 2~ > R&H 45,

no X T action LIEZIEE LI-HE1E. FMEETHR—&THIPv6e 77 BA U 2 N ZHIRT 5,

no FE T action LI E Lo 72358101, 778 AV A MDD ID N—ETBHIPv6 77t AU A M &HIERT 5,
[/ — 1]

LAN/SFP R— b B L UOGHELA v X —7 =2 — R ZHEA L TWET7 78 AU 2 M, no B THIBRT 2 Z Lidcark
W, HTTEHZER L T DHIBRT S Z &,

[ EH]

3fe:506::/32 N EH DNy M EESET D IPv6 77 B AU A K #3002 21T %,

SWR2311P (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 77 AU A k#3002 ZHIBRT 5,

SWR2311P (config) #no access-1list 3002

9.1.5IPv6 77 &R U X s OFBHIGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[$F A—%—]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 77 EAU 2 R ID
line © BN BRI, ASCII C 32 307 & TR E Al e
[FIIRRE]
L
[AF1E—F]
ra—r\)var 74— a rE— R
[FEEA]

ER L THDIPve 778 A Y A MIEHASCEZBINT 5,
no FERTEIT LIS, IPv6 7 7B XU A NOFHACEHIRT 5,

[/—F]
LAN/SFP R— FB L OGBS LV XA —T7 2 — AT 7B AV A M2 EASE %L, Ko~y FCBAZBEMNT5
ZEEARE, (BAEDBAX T LEEET D)

[ EH]
3ffe:506::/32 VB Dy NEFEST S IPve 772 AU A k#3002 ZVERR L. BB [Test] #5803 5,

SWR2311P (config) #access-1list 3002 deny 3ffe:506::/32
SWR2311P (config) #access-1ist 3002 description Test

91.6IPv6 7 7R YU X ~DiEH
EEN

access-group ipv6-acl-id direction

no access-group ipvo-acl-id direction



308 AV KU Ty LU A | bT 74w il

[78T7 A= —]
ipv6-acl-id : <3001-4000>
WHTHIPv6e 727 AU 2 LD ID
direction AT L—ADFMERET S
X EME SiEH
in ZEZ7 LA LTHEASED
out EE7LV—LIR L CHEASES
[WIERRE]
7L
[AFTE— F]
AVH—T2—AE—R
[FLFA]

LAN/SFP R— b B L UOGHHEA v X —7 = —RIZIPv6 T 7B A Y A &M 5,

ZERERT V=BT 72 A R MORMEE B LIEHA, T/ EAVAMDT 7 ¥ a VS 7 L— AICHT 5
7 7 3 a v (permit, deny) & 72 B,

no X CTIAT L7=A. WHLZT 78 AU R % LAN/SFP R — F B L OGREA ¥ —7 = — A LHIBRT 5,
[/—}]

TIRAVANE, WO X —T72—A2, ZIET L—2AL(in) L EE T L—L(ut)DZNTIUT 1 DT D LK
FETE 7220,

EETZ7 V=2t 57 78 A Y A M LAN/SFP A — MK L COAEMAARETH 5,

HFFEIXLL T O# b,

ZIET L —DIRIT BT 7 A Y A FIRERIE S 72 LAN/SFP iR — MIGHELA v X — 7 = — R TR TE 20,

ZETL—AIHTBET7ERAY R MIHEA v Z— 7 = —R|ZFB L TVWA LAN/SFP R — Moxf L CiEf T
R, 2L A= T v ar 7 4 7 BB A A —T7 = —AZFTE LTS LAN/SFP iR — MIZE7 L—
DT BT I BAV A NRED D DHE. ABZR— FOREDGHEA VA —T7 =2— R CHEA SN 5,

[ EH]
LAN AR— R #1 OZ{ET7 L— LI LT, IPv6 7278 A YU X k#3002 2T 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #access—-group 3002 in

9.1.7TMAC 77t R Y 2 FDAERK
[EFR]

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

35 A—5—]
mac-acl-id : <2001-3000>

MACT7 7 &AUARDID
seq_num 1 <1-65535>

V=l U AEE, BT VBRIV A MNNIZBIT L = N =DM EERET D,
=T U AFFEEM LIZGEIT, VA NOFRZRRBICZ N —RBNEhD, Z0LE,
MFOREBERETY N —I2 10 ZMELZERFH= ) —0F S L LTHEREIND,
FWON = o AR SR L TEBMLEES, = ) —0FZIX 101272 5,)

action D T BASGMCK T A EMEERRET D



av RU 77 LA T T 4w 7 309

REME A
deny SEEEE"T 5
permit BN T R )
sre-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW) & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
R —— %; > MAC 7" K L % (HHHH HHHH. HHHH)
EIRET D
any TRXTOMACT RLREXRETD
dst-info DML T BEE MAC T LA RERET D
REME B
DAL EHI—FEY b
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)H % O MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHH HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL ARG ETSH
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4L —v g rET—FR
[FiEH]

MAC 77 €AV A N&EAKT 5,

AR LT 78 A U A MCE, BEMAX256 D&M E2RET D LN TE 5,

B LT 7RV R M EHEASEL581F, 4 ¥ —7 = —AF— KT access-group 2~ REFEITT 5,

no JE. T action LI 28 E L7280, M2 TH—ET25 MAC T 7 BA U A M &HIERT 5,

no T action LUEZHRE L2288k, 778 AV A DO ID BN—FHT 25 MAC 77 AU X MEHIERT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = — A ZHEHA L TWDET7 27 8AY X NI, no B THIFRT 2 Z LixT& 722
VY, ST Z R LT DHEIBRT S Z &,

"W", "H"X 0-9,a-f,A-F 5725 1 XFLER 5D,

[ E B

MAC 7 F L A 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 A U & | #2001 /BT 5,

SWR2311P (config) #faccess—-1ist 2001 deny 00A0.DE12.3456 0000.0000.0000 any
MAC 77 AU A | #2001 ZHIpr3 5,

SWR2311P (config) #no access-1list 2001

9.1.8 MAC 7 7 EZX U X s OFBAIGEN
[EX)

access-list mac-acl-id description /ine

no access-list mac-acl-id description
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[73F A —%&—]
mac-acl-id : <2001-3000>
A SCAE BN 5 MAC 772 AU A hdDID
line ©BINT AR, ASCII T 32 305+ TREE FlBE
[WIERRE]
L
[AJ1E— F]
sa—mnarz 4 S —varE—NK
[BLFA]

ERLTHD MAC T 7 AU A MNMIBASCEBINT 5,
no R TEIT LIS, MAC T 782U 2 N AEEIRT 5,
[/ —F]

LAN/SFP R— "B I OIS v X — T 2 — AT 7B AV XA MR HAISE-#%Y, Aavwy NCTaBSIEZEBNT 5
ZlFATRE, (A DOUAIN EEET D)

(B EH]
MAC 7 R L & 00-A0-DE-12-34-56 7" 5D 7 L— A %HEHET 5 MAC 727 AU A k#2001 Z{/ERk L. #HAASC Test)
ZBINT 5,

SWR2311P (config) #access-1ist 2001 deny 00A0.DE12.3456 0000.0000.0000 any
SWR2311P(config) #access-1list 2001 description Test

9.1.9MACT Z7ERAY X +DEH

EEN
access-group mac-acl-id direction
no access-group mac-acl-id direction

[/3F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R 2 LD ID
direction D WAL= ERET D
R EM B
in ZEZLV—AH L TEASED
(AR RE]
L
[ A1 — ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP R— h B L OGHEIA v ¥ — 7 =2 — A L TMACT 782U 2 F&2HEAT 5,

ZET V=BT VB AV A MORMEL K LIHE, 77 EAV A MDT 72 a UREE T L— AT 57 7
¥ a M (permit, deny) & 72 5,

no B CTEITLIEHA. WHL/ET 78 AU A F% LAN/SFP R — B L OGREBEA v ¥ — 7 = — AL HIRT 5,
[/—}]

Fl—DA v F—T 2= A EEOT 72 AY A NERETDH I LIXTER,

HFEEIZLL T 0@,

ZETLU—LIRTET 7 BAY A NPERE ST LAN/SFP AR — MIGRELA > ¥ — 7 = — A ZHTE TE 72uy,



o<y RU 77 LA | N7 4w 7311
ZRETZV—LIHT DT 78 A Y A MEGEA ¥ — 7 = — ZITHTE L T % LAN/SFP R — Mokt L CEM T &
R, TR AF— T T a7 g 7 BICEEA 2 — 7 = — ZZFTE LT D LAN/SFP AR — MIZfE 7 L —
DT BT 7B AY A DRED D HHE, RAE R — FOBEPHILA > ¥ —7 = —ATHEA SN D,

[EEHI]

LAN R— | #] OZF7 L— Ak LT, 727 B AU A b #2001 #58H7 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #access-group 2001 in

9,110 £ L7=T 7R Y XA FNDOFER

(&)
show access-list [ac! id]
[T A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI7EAUYZXNDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT 7E®ARAY A NEFRTH,

acl id Z#EME L7GA1E, 2 COT 78 AV A NEERT D,

A E—T 2—RZHEA I, o, ST hH o7 —2% 1 O FSEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/—h]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v S5,
[ EH]
—BEFRRT D,

SWR2311P>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 FHFE DI VT

EEN
clear access-list counters [ac! id]
87 X —5—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
T7I78ATVAMDID
[AS1E— K]
FHE EXEC £— R
(A
show access-list @~ > N CHER I D HEit K (match)z 27 U 79 %,
[BREBH]

etz 7 V79 %,

SWR2311P>clear access-1list counters



32| a2~ RU 77 LU A b T 7 4 v 7l
9 INR AV EZ—Tz—RWHLET 7R X FDOFRR
[EX]

show access-group
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
B
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[FRE B
—B\ERTT D,

SWR2311P>show access-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB L NRVLAN 7 7 A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name YA EETR L OEATE(256 LFLRN)

TR AT v T

[FIEIER E]
L
[ AFTE— K]
Ja—)ary7 4 Jb—yg rEF—NR
[FRHA]
access-map-name CIEE L7244 BID VLAN 77 B A< v THEKR LTZ2OB VLAN 7 7 B A< TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT 5,
no B THEIT LB EIT. HBE L VLAN 7 7 B2~y FHHIRT 5,
[/ —}]
VLAN 7 7 B A<y E— Kb ra—"Lary7 47— g ET— RNIEAICTexit 2~ R L., HikE
EXEC £— RIZEAZiZ end 2~ FEEHAT S,
[ EH]
VAMOOl & WHARHID VLAN 77 v A~ v 7HEMR LT, VLAN T 7 v A~ v 7E— R~BITT 5,

SWR2311P(config) #vlan access-map VAMOO1
SWR2311P (config-vlan-access-map) #

9114 VLAN T 7 ¥ A= v FIZxtT 57 78R Y XA FORE
[EF=

match access-list /ist-id

no match access-list /ist-id

[R5 A —X—]
list-id o <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY X NEE
(18I E]

L



A R T77 LA BT 7 4w 7l 313
[ASTE— R
VLAN 7 7 & A< v FE— R
B
SRVLAN 7 7 B A~y FWZCH@AT 2778 AV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —F]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiREL MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 7 7 B A~ v 7Z2{ERL LT, 192.168.0.1 2D 8w haHEETLHT 78R A M
%&}\’:‘E“j‘ 50

SWR2311P (config) #access-1list 2 deny any 192.168.0.1/32 any
SWR2311P(config) #vlan access-map VAM0OO1
SWR2311P (config-vlan-access-map) #match access-list 2

91.15VLAN 7 7B A~ T 4 VX —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
35 A—%—]
access-map-name ;A FHT I LOCEA T E(256 LTFLIN)
vlan access-map 2 ¥ R THEINTWNWDHT 7V EAY v 74

vian-id . <1-4094>
vlan =¥ > FC enable JRAEIZEE 41TV V5 VLAN ID

direction DA LA LMERET S, AW LEBARZET LA L THEHASRD

BREME Bk

in ZE7 VAR L THEASES
out EEZL—HIRHLTEHASES

[WIHIRRE]

L

[AJ1E— ]

ra—\)varyz 47—y a Ee— R

[RLBA]

FBELEVLANIZVLAN T 7 v A~y T 7 4 MV —5HHT 5,

no R CTEITLIZHAIE. FBE L7 VLAN KT 5 VLAN 7 7 v A~ v 77 4 WV E—%HIRT 5,

[/—F]

disable JREEIZERE I N TS VLANID IZKf L TARa~ > REHRETDH I EIETER,

VLAN 7 7 B A~ L, W—DA 2 —7x—R|2, ZE7 L—2A(In) L IEET L—L(ou)lIZENER 1 DT D
HTtx5,

MAC 772U A2 FARE LI VLAN 7 7 & 2~ v 7F1d, HET L—Lu)ZITiEH T 22w,

F— NS HiH(range X ) ZHEE LI IPVA 7 7 EAY A NI, VAT ARETI DOAEH AT, EE7 L —2A
(out)IZIFEH TE 72\,

(B EH]

VAMOOL & WO AHTD VLAN 77 B A~ v 7 Z{ERL LT, 192.168.0.1 3HD 87w h2HESETHIT 78R A M
FELT-DOH, VLAN #1000 D315 7 L— A2k LT VAMO01 23T %,

SWR2311P (config) #vlan database
SWR2311P(config-vlan) #vlan 1000
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SWR2311P
SWR2311P
SWR2311P
SWR2311P
SWR2311P
SWR2311P

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B XA~ v S DER

[ER]
show vlan access-map
[AFTE— R
FHrHE EXEC E— N, %M EXEC E— I
[FiHA)
BEESNTWS VLAN 77 B A~ v T HERT D,
UToOHEANERIND,

« VLAN 727t 2~ v 7 DO4Hi

e VLANT7 7t RA<=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7t A~ v 7 OIEREFRT D,

SWR2311P>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER

[ER]
show vlan filter
[ASTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7 v A<= v 77 4 VA —DOERFEREFR T D,
UITOEBNFREND,
e VLAN 7 7 & 2~ v 7 D4
» VLAN 77 A~ v M@ 4 Tv5 VLAN ID
« VLAN 77 k2= v 7R T\ 5 7 L— ADFhl(in/out)
(B EH]
VLAN 77 2 A< v 77 4 VW E—DIEREFRT 5,

SWR2311P>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAER - FhH{H

&

qos action
qos_disable

[XT A—F—]
action © Qos DEE



a~vr R T77 LA | T T 4w 7l 315

REME il
enable Qos ZHINZT 5
disable Qos Z SNz T 5
(IR E]
no qos
[AFTE—F]
srua—)arz 4 L—vg E— R
[FFA]

QoS Z AT 5,
no ER CEITLI-HA. QoS #MuT 5, ok X, Bl#d 5 QoS & b [RIMFICHIRT 5,
[/— 1]
7 u—flEOY AT LEEBANLEE. Qos wAMIZTH I LITTERN,
QoS BHIE v > FiE, QoS A HAMMI L TEMNRNVEETTERNVLDONEZH D D,
[BXRE )
QoS ZH T
SWR2311P(conf1g)#qos enable
Iz
(

QoS N 5,

SWR2311P (config) #gos disable
92277 4V K CoS DRE

[ER]

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 #/V bk CoS &

(R E]

qos cos 0

[AJ1E— K]

A H =T 2 —AF— R

[FEHA]

LAN/SFP R— F B X OGEIA v X —T =2 —ADT 7 /L b CoS ZRET D,

no I TIAT LG E . FIHIME(CoS=0)Z X ET 5,

T74NECoSIE, A X —Tx2—ADFTANE—RBCoSIZHESNTWNWDORETH 7 L7 L—LEZF L

FEICER SN D, (7 L— A2 CoS MBREE SN T2 ®))

[/ —}]

ARa<r REFEITTDHITE, QoS A LT 2 &,

FATT DA H—T 2—AD KT A ME— KB CoS TlHaWHE, Ka~vy RIFET=I—L7i5,

T 7 4V b CoS BF72 D LAN/SFP 7R — NMIFRELA » H —T7 = — R L LTHIRD Z LT TE R,

FITT A4 =T == AWNmEA U F—T = — AR L TV 5 LAN/SFP 7R — h D6, Ka<r FIEETE

~&ﬁ5 ttb x&~b7/7:/747i@ MELA X — 7 = — R ZFTE LT % LAN/SFP 7" — h O E
KT R — FOBRENHEA > X —7 = — A ZHH I D,

[ﬂﬁ%]

T 7 F b CoSfEA 2 IZRET D,

SWR2311P(config-if) #qos cos 2
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7 7 4V | CoS % WIHWIMEIZ T,
SWR2311P (config-if) #no gos cos

923 FT7 R hE— RORE
[EF=R]

qos trust mode

no qos trust

[7NT A—=F—]
mode : M7 ABME—FR
REME i
cos EEF 2 —% CoSHICESWTIRET S
dscp 5 ¥ = —% DSCPEICE SV TIRET S
port-priority AR CRRE SNV E A EA T 5
[WIHIRRE]
qos trust cos
[AJ1E— K]
A HF—T2—AF—FR
B

LAN/SFP R— FB X OHBIA o X —T 2 —AD N T A ME— RZHRTET 5,
no JTETIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

F T A RE— R cos DAL, ZET7 L— LD CoS 1l A 15 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA VA —T 2= AITRES
TBREITEESNT, FEF 2 —DREZIT I,

CoS fEX° DSCP fE, ZAEAR— MIHISTT 2 XEF 22—, LTFTOa~y FTEET L LNTE D,

FFRALE—F EEFX 2 —RECHEATOIRERE | HEavrF

CoS CoS-EEx¥ = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7—7 /L | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUEDOH T, EEXF a2 —ZRETHETETHXA IV TIX4FHED D,
EEX 2 —H0 Y Th

7 TAYy FICEDEEF = —IEE

I IASy N E DTV~ —% U TIRE

JIAwy TN EB Y ~v—F TIRE

2,3,41 X F 7 A FE— R"CoS"£721X"DSCP" DL EDAIEEFRETH Y . WTHOHEHLAHZD M T A ME— NIt
J6T % TEEXa—IDEBT —T V] 2ZRTHZLICLD, EEFa—DHVYTLEND,

[/—}]

Ka< REFITTDHITIE, QoS #Ahc L TR Z &,

LAN/SFP R— F B L OGRS, v 4 — 7 2 — AR —< v FREHEIN TV EEHE, FTI A ME—ROLEF LT
ERAAN

Mo A FE— KPR/ 5H LAN/SFP R — MIGRELA v F —T7 = — AL LTHRNPAD Z LI TE 220,

A A —T =2 — A LTS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, =L, AX—1FT v
7:/747L® GHA X — T = — ZIZFTE LTS LAN/SFP AR— R DR TEIT. A ER— FORTEDHIEA
H—T7c— A ZHEHEENS,

QoS HAETIE, T A PE— RICL > TEITHIRA D D b O, RFRFHRORIRD LONRD D,
BB
LAN/SFP R— B X O A v X —T7 =2 —AD M7 A E— K% DSCP IZRET D,

Eal ol
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SWR2311P(config-if) #gos trust dscp
LAN/SFP R— b B L OGBS v X —T =2 —AD F T A FE—RET 7 4 /L M(CoSITERET D,
SWR2311P (config-if) #no gos trust

9.2.4 QoS HRED R ERE DR
E&N
show qos
[AJ1E— ]
FEHFHE EXEC &— R, R EXEC E— K
[RFA]
QoS HRE DA %h(Enable), fE#)(Disable)ikfEE FRT 5,
[ EH]
VAT LD QoS DIEREREERKRT D,

SWR2311P#show gos
Enable

925 A F—7 = —ZAD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP A— MBI WGRBLA ¥ — 7 = — R4, BRI ER— b Extg s 35,
KT HA L H—Tx—RA

[AJ1E— F]
FEFEHE EXEC £ — N, FrkE EXEC ©— F

[FEBA]
FRELIZA v F—T7 2 —AD QoS RIEHME LR T H, RTHNETILUTDOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T 2= R EHEHDORY —~ v T LT
7 A~y THEHRAE 1)

Port Default CoS Priority 7 7 4V & CoS fE(IE 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7 740y 2— T (R— HET)

Egress Traffic Queue Shaping KT T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 27 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND T L—LDEEF =2 —15E

EDHEHSNTWDEIRY =<y TRRWDGEIFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— FR"R— MEE"OLBEDHERIND,
H4) b7 A FE— KR"DSCP"DFEDIRERIND,
[/—}]

RKa<wr FEFEITTHITE, QS =AML THL T &,
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[BREH]
LAN AR— b #1 ® QoS R EZF~T D, (M7 A FE— R CoS)
SWR2311P#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Scheduling:

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R— K #1 @ QoS X Ex &K ~T 5, (F7 A FE— K DSCP)
SWR2311P#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Scheduling:
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 £fE ¥ = —EHROFTR
[ER]
show qos queue-counters [ifname]
5 X —5—]
ifname : LAN/SFP &R — N, BREFEI R — N ERGLET 5,
TR T DA H—T 2 —R
[AJ1E— F]
JERFME EXEC £ — K, ¢t EXEC E— 1
[FHA]

F8E L7z LAN/SFP AR — h DEE X 2 —BOFHEL X RT D, F2—OFHRIILLT CHET S,
(Fz—DEHF) = (F=2—ICHEHII TSN 7758/ (F=2—DRALR)
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[/ —}]
A== FiZ QoS DIRREHE RN b ST TX 5,

[ EH]
LAN R— b #1 OF 2 —flif iR A2 FK T 5,

SWR2311P#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhD R O
OO WO oo

P O o O O OO
o o° o° A o o o o

He
el

9.2.7 CoS-EEX a2 — ID BT — TN D
EE

qos cos-queue cos-value queue-id

no qos cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07>
CoS EIZ G T % EEF = — ID
(IR 2|
[/ — M=
[AFTE— R
Jua—nrarz 4 L—varE—R
[FL8A]

KEX2—ZRETHOICHHT 5 CoS-EFX 2 — ID BT — T VOEERET .

no I THAT L7254, $8E L7z CoS D E(E ¥ = — ID Z WM EIZR T,

CoS-HEfEFa— ID AT —T X, N7 A ME— RPN CoSIZRESNTWHIHEEIHEH NS,
[/ —}]

AKa<wr FEFETTHITE, QS E#AMILTHELL I &,

CoS-EfEF 2 — ID BT — T NV OYPHEIXTFEO LR,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7
B!

CoSfH"0"IZK L CIEEF =2 —# 2HID 4T D,
SWR2311P (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWR2311P (config) #no gos cos-queue 0

9.2.8 DSCP-EEX = — ID BT — T L DOHRE

EEN

qos dscp-queue dscp-value queue-id
no qos dscp-queue dscp-value

[73T7 A =4 —]
dscp-value 1 <0-63>
ZE it 0D DSCP i
queue-id ¢ <0-7>
DSCP EIZHIET D 15(EF = — ID
[FIEARRE]
[/ — MR
[AFTE— K]
rsa—)rary 7 40— g F— R
[FRA]

EEX 2 —ZRET DO AT 5 DSCP-5{5F = — ID BT — 7 VOB AR ET D,

no TR CIFAT L7=45A . 857E L72 DSCP EDOE(E X = — ID ZAIHEEEICH T,

DSCP-i4{§ % = — ID a7 — 7 /M iE, b T A ME— KA DSCP IZHE SN TWDLHAICHAIND,
[/—}]

AKa<r REFITTHITE, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREILTTEDO LB,

DSCP f& EEX=2—

0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWR2311P (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWR2311P (config) #no gos dscp-queue 23

B AE

m

9.2.9 h— MERED

&

qos port-priority-queue queue-id
no qos port-priority-queue

ST A—F—]

queue-id : o <0-7>
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[FIHIERE]

gos port-priority-queue 2

[ASE— ]

A H—T2—AF— R

[

LAN/SFP AR — M B L UGRELA v ¥ —7 = — A2, ZfEA v ¥ —7 = —RICxHET DB EEGHEF = — ID)ERET
Do

no W THEITLIEBE, IBELEA LV —T7 2 —ZADEEF 22— ID Z2UHIEQ)ICET,

A— MEEEX, T A ME— RR"F— MEE"CRESN TV ELAEDOREF 2 —DOWREICHEH SN D,
[/—h]

AKavy REFITTHITE, QS #H/MILTHL Z &,

FATTHA v H—T 2= AD T A ME— R — MER"TIERWEE, Ko~y RRFEfT=I—Lid,

N NMEJEEENE 72 D LAN/SFP AR — MIGEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 220,

RITT DA v F =7 2= AN VF —7 = —ZITHTE LTV D LANSFP R — b6 Ao~ RIFEIT=7
—LB, LIl AX— R T T ar 707 EOmBEA ¥ —7 = —RZHTE LTV 5 LAN/SFP " — ks D% E
I, BB R — FOREDTHIEA v X — 7 = —RAZHEA S5,

[BRE 5]

LAN R— h #1 OFR— MEEEL LT, REXT=2—1D#M E2FV 4 T5H,

SWR2311P#interface portl.1l
SWR2311P(config-if) #gos port-priority-queue 4

9210 A1 v FARENOLEEFEIND 7 L—LDEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AJ1E— F]

sa—m\)var7 47—y aryE—FR

[BFA]

AL FAMK(CPU) D 45 LAN/SFP AR — b ~XE SN D 7 L — LD DREF 2 —2RET D,

no A CEAT LG E. FIHHE Z23ET 2.

[/—H]

Ka<xy FEFT7T 21203, QoS #A#C L TH 2L,

CPUMNDLKEESNL T L—LDEREZ FT 5L, KVEEEDOHNF 2 —n0bDORENMELRINL 2D, mAakt
DIRAET L2MS RN — 77 EOBRENEIE L 22 < R TR B D, Z D728 ARREMITFIRERIR Y K& 72
E(EERE) L T2 2 &2 #E+ 5,

[EXRE )

CPUMNBHIXEEND 7 L — L DEREF 2 — & #5 ITRET D,

SWR2311P (config) #gos queue sent-from-cpu 5
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9211 7 T A< (NT 7 4 v 7 DHFREM) DR
[EX]

class-map name

no class-map name

[7XF A—&—]

name T ATy T4 (20 LTFLLT. KT/ EXBIT D)
[AJTE— ]

Ja—N")naryz4J—g T — R

B

I IRy T eAERRT B,

Ay TN, ZRETV—LENT T4 I I TACGET D20 D0FEMEERTHHOTHY, match 2~
RCER LIS L 2Tk 57 7 v a U (permit/deny) THEL S VD, 7 T ARy T DT 73 a  E RO LD IT
25,
« 7278 AU A NMACL) % 8T L7-%4 (match access-group =~ > N % Z17)
ACLIZXT DT 7 avNI TR~y T DT Ivarbind,
« TRV A RNACLLSERE LIZGA
FF Al (permit) & 72 5,
Rk, TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA 1X, FHE LT T A~y T HHIRT 5,
[/—}]
AKa<wr RaeFAT9 512013, QoS ZAMIC L T Z L,
HBE LY 7 A~y TRERBE OGS, AiEOREICH L TERRMTRbRS, 7220, R v—~vv 7N
LAN/SFP R — h B L UGREA v ¥ — 7 = —RTHHE A OEE, R v—~v v FICEEf TN TWE 7 T A~y
TR - HIBRT 2 Z &I TERY,
[3% 2 5]
7 Z A< Fclass1" VR T 5,

SWR2311P (config) #fclass-map classl
SWR2311P (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
E=N

class name

no class name
%7 A — & —]

name L IRy TIA

[AFIE—F]

RN =~y 7E—F

[FiHA]

RV =~y T T A~y 7 &BEEMT D,

77 A=y ZOEMTICKNT DL, R o—vo T« 7T 2= RNIIBIT D, R V—vv T 7T RE—
RTIE, b7 742727 FABITUTOREEITI Z LN TE D,

s TLw—F T ETREX 2 —RE

« A—=ZV T

e KUV

e Uw—F 7

no WA TIAT LG AR, AV o=~y TG 7 7 A~y 7 OREMN T ZiERT 5,
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AU —~< v 7D S 472 LAN/SFP A — MBI OGREEA v X —7 = — AT, BEMTE2 L7 T A~y T D5
B TZET V=B N T T4 v I I TRAINET D, VTA~Yy T DT Vv a ) permit DE, %4 -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—DODORY =~y FIHEMIT oD T Ay FIE, 8 0FETELT 5,

[/— 1]

Ka< REFITTDHITIE, QoS #Ahc LTS Z &,

deny 77> a D774y 777 A LT, QoSMUHDFREL L THEMEN2,
BE)

LAN R— h #1 DZ[E7 L— LI L CUTOREET D,

¢ 10.1.00 DXy T =IO DNT T 4 v 7 ZFFHA]

 CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

«  Green:fizik, Yellow:DSCP fE% 10 ([CFEE#x . Red:MLEE

[N 7490 0T ADESE

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P (config-cmap) #match access-1list 1
SWR2311P (config-cmap) #fexit

[RY > —DRE]

SWR2311P
SWR2311P

config) #policy-map policyl
config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10

SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P
SWR2311P

config) #interface portl.1l
config-if) #service-policy input policyl

~ e~~~ o~~~ —~

9.2.13 b7 7 4 v 7 D FESME DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X K ID
<2001 - 3000>
MAC 77 %A U A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE—NR
[BLFA]

FNTT 4w 7T ADGEEKMCT 7 A A TS,

ZETV—2NT 78RV R NSRBI —H LTEGE, T7RBAVANDT 72 a BT T 49T T TADT I
3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 ML DEMEREXHIRT D,
[/—}]

AKa<wr FEFATTHITIE, QoS ZAMC L THL Z &,

FNoT 4y I ETT 78R A MIRETEDRMFITRKRIGFETERD,
B!

25 A<y 7 classl"DESARCT 7B AU A - #] ARET D,
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SWR2311P (config) #class-map classl
SWR2311P(config-cmap) #match access-1list 1

9.2.14 ~ T 7 4 v 7 3 FEEHEDFTE(CoS)

[EX]
match cos cos-list
no match cos

[73F A —F—]
cos-list o <0-7>
YRR E LTHET S CoS i, ek 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
[FAA]

NF T 4D 7T ADFEERMIC VLAN & 7~ XD CoS =M AT %,
no R TEIT LA, CoS OEMFREZHIBRT 5,

BEH D LIREB )£ T, REZHBVIRTZENTE D,

[/ —}]

ARa<r REFEITTDHITE, QoS A LT Z &,

B!

7 72'7 /7"013881"@ iﬁ ﬁ: C081 "1"&"2"% ﬁjﬁé

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match cos 1 2

9.2.15 T 7 4 v 7 8BS ORE(TOS BILE)

[ER
match ip-precedence fos-list
no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
SRS E U CTHERT B IP o~ Z D TOS #55E (precedence) 7 « —/V NE, K 8 il £ TH
TE D,

[AJ1E— F]

7 TAYy TE—F

[RLFA]

T T 4w 7T ADGFERMITIP ~ v XD TOS B (precedence) 7 « —/V RMEZ I HT %,
no JEITIFAT L72GA . TOS BIEEIC K 2 & EZ HIbRT 5,

BERE O FIREQ ) E T, REEAMOIRT LN TX D,

[/ — 1]

Kavr REFEITT5I21E, QoS AL TR 2L,

B!

75 A= 7 class1"DAYHASAEIT TOS B E 3" L "4 &% iET 5,

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match ip-precedence 3 4

9.2.16 ~ 7 7 4 v 7 5HFRSEMHE DR E(DSCP)

[ER
match ip-dscp dscp-list
no match ip-dscp
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[$F A—%—]
dscp-list : <0-63>
SRS L LTEM T 5 IP ~ v % ® DSCP(DiffServ Code Point) 7 -1 —/L i, &K 8 {HE T
BT 5D,
[AJTE—F]
JITARy TE—R
[FHA)

N7 T 4 w7 7T ADGFESMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZ T %,
no X CIHAT L7284, DSCP IC K D 5M3E&HIBRT D,

BEED FIRGE)E T, REZXHRVIRT Z LN TE D,

[/— 1]

AKa<xr RuEFATT 5121, QoS ZHMC L T Z L&,

[BEH

7T A~ v 7 class1" DAY FAZAEIC DSCP 48" L "56" &2 % ET 5.

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match ip-dscp 48 56

9.2.17 F T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type

match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN % J & ZHRET S

untagged D KM VLAN Z 77 LA ET S

[/XT A —=HF—]

type D A=Y Ry NI L —LDE A TERET S,

X EME B!

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— F]

7 IARy TE— R

[

NI T 4T TADNESIEA —F Ry T L — LD F A FEE VLAN & 7 DFELFETT 5,

no R TIITLHA, A=V Fy F 7L —2DX A FEE VLAN ¥ 7 OF I L 5 5:M5%E 2 HIRT 5,
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 5,

[/—}]

AKa<xr RueFATT 51213, QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZBEH LA L2 D(T 7 B AR— N TR T EZ 7 L— 2% bW 2w),
Bl

77 A= T elass1"DIPHSRIFIZ, A —H Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWR2311P (config) #fclass-map classl
SWR2311P (config-cmap) #match ethertype 0x0800
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9.2.18 N7 7 4 v 7 HFRSKMHE DR E(VLAN ID)

[EFX]

match vlan id
no match vlan

[R5 A—&—]
id o <1-4094>
SRS L LCEM T %5 VLAN ID
[AF1E— F]
JTAYy SE— R
B

N7 T 4w 7T ADG AR VLANID 27 5,

no R TFEAT L728A. VLANID I X B 5M30E &2 HIFRT 5,
BEHD LIRGOE)E T, BREAMY KT Z LN TE D,
[/—}]

AKavwr REFATT 511, QoS ZAMT L T Z &,

[ EH]

7T A~ 7class1" D3RI VLAN #20 X ET 5,

SWR2311P(config) #class-map classl
SWR2311P (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFDORENVLANID L ¥ VHE)

[ER
match vlan-range id-start to id-end
[$F A—%—]
id-start 1 <1-4094>
SRS & LTI S VLAN ID O BRAR1E,
id-end ;<1 -4094>
SYMESME L LT % VLAN ID O#& T 1,
[AJTE— K]
7 IARy TE— R
(@]

T T4y 7T ADGRESEIMIZ VLANID 2 %,
SESAEZEIBRT 554 1L. nomatch vlan =2~ > R&EHT 5,
matchvlan 2~ ROBRELHHATHZ EnTE D,

PAR/N G HET £ TOFEEHIPH I3 H K T 30,

ekx o EBR(30 )% T, match vlan =~ > FX° match vlan-range =~ > FORELE MY KT Z LN TE 5,

[/—F]

ARKa<wy FEFITT 5T, QS AN L THLS Z &,

[ E B

7 T A~ 7 class1"O 3 FASAIZ. VLAN #20 2> H#30 £ THRTE

SWR2311P(config) #class-map classl
SWR2311P (config-cmap) #match vlan-range 20 to 30

9.220 7 T A< v TEBROFER

T2,

[EX

show class-map [name]
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[NT A —=HF—]
name DU T ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FERFHE EXEC £ — I, %5 EXEC £—
B
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 Ay THBOFTFNEFITZLUTOLEY,
vI7varv IEH 2157
57 55 (match) Match Access-List 772 AU 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &5 )&
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEON DL ITRRIND,

o ST $HET D a2 Rmatch) 2332 E STV RWIEAIEE R SR,

[/ —}]

AKa~<r REFITTHITE, QoS =AML THL Z &,

[ E B

7T A= T class1"DIFRE £RT D,
SWR2311P#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZfET7 L—AIZHTHRY r—~< v T DAERR
[EF=

policy-map name

no policy-map name

[78T7 A —=F—]

name DR =y T B2 LFUT. KT/ F % KR %)

[ASTE— R

Ja—x\)ary7 4L —y g T — R

[FRHA]

RV —<w o TFEEFRTSH, R —<o I ZETL—AICKHTAUTOLEY NF 7 4 v T 7T RAEBIZE L
DEHLDOTH D,

s FTT YT

s Tlw—F U

« A—XULT

s RITUT

c Uv—F 7

RKa<y FCTHEKLERY —~< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b L OGREEA > ¥
— 72— RAIZEATLZENTED, kY, RV v—~vTHNDOEI T A<y FIZE>TZET7L—L0 b
T4 w77 TACGEINDG LRV, BT T 4 v 7k LT —HF—DFEE L7z QoS MER 7o s L 9
2725,

., TONEERET LR v—~v v 77— NIIBEIT 5,

no IR TEATLIEGE., HELLERY v—~ v 7T EHIRT 5,
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[/ — 1]
Ao~y REFETTHITE, QS AL T 2L

?ELKT)/_7/7W$Wﬁﬁ@ﬁD\m@@ﬂEuﬂbfﬁﬁﬂﬁ@bﬂé 72720, R v—< v 7N
LAN/SFP ;R— F B X OGHELA ¥ — 7 = — A ZHEHBEHAOEE . RE « HIBRT 5 Z LI1XTE 220,

[BREH
LAN R— M #1 OZET7 L — AT L TCUTOREET 5,

¢ 10.1.00 DXy NT—I 0D NT 7 4 v 7 ZFFA]
. aR%mmcmn%wwEwlkwmf W T A %53
«  Green:fizi%, Yellow:DSCP % 10 ICEXH#ix | Red:AEE

[NTF 74T 7T ADERR

SWR2311P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

SWR2311P(config-cmap) #match access-list 1

SWR2311P (config-cmap) #fexit

[RY 2 —DFFIE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #fremark-map yellow ip-dscp 10

SWR2311P (config-pmap-c) fexit

SWR2311P (config-pmap) ffexit

SWR2311P (config) #interface portl.l

SWR2311P(config-if) #service-policy input policyl

92N ZET L —AIZHTHIRY —< v FDEHA

[EX]
service-policy input name

no service-policy name

P85 A —5—|

name D AT ARY —= v T4
AT E— K]

A HE—T 2 —AF— R

B

RV v —~v 7 %% %3 5 LAN/SFP A" — B X OGRS v ¥ — 7 = —RZEH T 5.

no B THAT L72A . LAN/SSFP A — B L UGHEEA v ¥ — T = —ANO R v—~ v T ERERT 5,
[/—}]

ARa<r REFEITTDHITE, QoS A LT Z &,

BEIZARY >—~ v 75 LAN/SFP AR — b B L UOGRBEA ¥ — 7 = — R THEMAHE A DOLE. =7 — &b,

RN —=w FAICEEMNT N7 T A~ v IOV T, LANSSFP R— B L OHELS VX —T =2 —AD T A I
F—RERMGELBEWVERTEN D THLEENTWEGE, =7 —¢ERb, JIARYTDOREDNDI B, M T A ME—
Rz Xk 2@EAFIERRH D3~ RIZLLTO LR,

FFAFE—F awr K il PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FFRABME—F a<w R HIRRPIZ
Port Priority set cos i FH A< W]

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

police, remark-map U ~—% 2 I REAEEEIMER
AR(E D)

WDV ~—F 2 IR ER AT &1, police 2~ KD yellow-action F 7213 red-action 73 remark (23 E ST
D, Ho, ZY% A0 remark-map N E SN TWDLEAERET,

RN =~y 7TOMEH S V72 LAN/SFP AR— NI, faBlA v ¥ —7 = —RIZPTB TE R0,

R v—~ v FIIGHEA ¥ —7 = — A ZHTE LT\ D LAN/SFP AR — MMZxf L T TE RV, 72720, AX—Fh
Ty Tar 47 BICEA A —T 2 —AIZFTE LT D LAN/SFP AR— MIR U v—~ v TRIEN D D 85E. &
BERAR— FOBREVNHIA o H—T =2— R THEA S5,

R EHI

LAN R— K #1 12K Y v —~ » 7 policyl #iH T 5.,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #service-policy input policyl

LAN R— k #1 53R Y >—~ v 7 policyl &R %,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #no service-policy input policyl

9.2.23 L= —F L J DFEE(CoS)
(&=

set cos value

no set cos
[NT A —=HF—]
value o <0-7>
TLw—F% T TRET D CoS fE
[AJIE— F]
R)v—~vv 7« 7 TAE—FK
B

SEULIE T T 47 7T AD CoS %, HRE LT CoSHICAEE T D, £/, FTAME— RICHIELTCAFEF =
—ID T =T MIEESE BEX 2 —DOFEID Y TEIT I,

no W THEITLIEG G, NF 74927 7 T RZxT 5 CoSTHD T L~ —F o TR ZHIRT 5,
[/—H]

Kavwy REFATT HITIE. QoS ZAMC L T Z &,

Tl —F% 73, FEF—HRERE LTS Z LiIFTE RN,

[BEH]

LANR— h #1 OZET7 L— LI LT FOREET D

¢ 10100 DRy NT—=U MDD NT T 4 v 7 ZFFA]

« LN T T4y 7T A% CoSE2"ICERT S

[T 74 v 7T ADERK]

SWR2311P (config) #faccess-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P (config-cmap) #match access-list 1
SWR2311P (config-cmap) #exit

[RVU T —DFRIE]
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SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set cos 2

SWR2311P (config-pmap-c) fexit

SWR2311P (config-pmap) ffexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9224 7L ~v—% 2 F DR ETOS BELEE)

EEN
set ip-precedence value
no set ip-precedence

[/3T A —HF—]

value o <0-7>
T=—F 7 TERET D TOS BILE

[AS1E— ]

RV =<7« 7T AE—F

(@]

LI NT 7 47 7T ADIP ~v X O TOS B E (precedence) 7  —/L RfE%, 5E L7- TOSEICEHE T %,
F72, PTARAPE—RIZHIGLEEEXF2—ID T =T MIESE, BEF2—0OFHE Y Y TEITH,
no JEATEIT LIS, FT7 7477 T AT D TOSBRED T L~ —F o ZWHEHIFRT 5,
[/—H

Ka<wy FeFT1 51203, QoS ZAMC L T 2L,

Trr—F% 7%, REF—HRERKRE LN 2 Z LixTE Ry,

Bl

LAN R— k #1 OZ[E7 L— LK LTUTOREEZT S

© 101.00 DRy FU—=IIN6D T T 4 v 7 ZiFA]

« DELIENT T4y 00T A% TOS B ICAEET S

[NF T 4277 T ADER

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any

SWR2311P (config) #fclass-map classl

SWR2311P (config-cmap) #match access-list 1
SWR2311P (config-cmap) #fexit

[R VU —DF%E]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set ip-precedence 5
SWR2311P (config-pmap-c) fexit

SWR2311P (config-pmap) ffexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.25 FL<=—% 7 DFREDSCP)

[EFX

set ip-dscp value

no set dscp
[73F A =4 —]
value : <0-63>
T~ —F 7 TEET D DSCP A
[AS1E— ]

NI o—~y 7« 7T RAE—F
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[FEHA]
ST NT 74y 2777 ADDSCP %, $5E L7 DSCPEICEE § 25, Eiz. F7 A ME— FITxHR L7%E
Xa—IDT—7MIEDSE, BEEF2—DOHFEV Y TEITI,
no R TIATLISA. NTF 7 4 w7 7 7 RIkT 5 DSCPED T L~ —F » Z B EHIFRT 5,
[/—}]
ARKa<wr REFITTHITE, QS ZAMILTHLL Z &,
T =X 73 BEFa—EEER LT Z LIXTERY,
RFC THERR S L CWR W DSCP IE~D T L~ —F% 2 7)) ~—X 2 7%, Gt 4 FHE T2 CT& %5, RFC THESE
% DSCP %, FEROLEBY,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BXEH)

LAN R— M #1 OZET7 L— ALK LU T OREEZT S

¢ 10100 DRy NT—=7nBD T 7 4 v 7 &7

« HELIZbNT 74> 7T A% DSCPE"10"CE T %

[N 74w 0T ADES

SWR2311P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

SWR2311P(config-cmap) #match access-list 1
SWR2311P (config-cmap) #exit

[RY > —DRIE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set ip-dscp 10

SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #exit

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #service-policy input policyl

9.2.26 AR Y —DRER > TV 1L—})
B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—T—F]
single-rate DU L— MR —EFEHT S
[NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L — h(kbps)
CBS : <11-2097120>
WA h—2 v Ny RDsS—R R A R (kbyte)
EBS ¢ <11-2097120>

il b —2 Ny D= A X (kbyte)
action DOk T RIS Ny R OEME
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RIEME BifE
transmit i3k
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— ]
RN)o—~vv 7« 7 TF7RAE—N
[RLBA]

B NT 7 47 7 AR LT, fHRAR Y —( T — MaERET D,
BEIZ police =~ & R TRIEVMTON TV DEAIT. NEEZEHT 5,
A—=Z ) TE, YN b— b 38T —<——RFC2INZHEESNTITV, S LIk 7 2 cx LT, LL
TORHAFRET D5 LNTE D,
*  Green : #5315 D Z(F5E R AT)
© Yellow : #iik, fE#E, U ~—F 7 n6ER
« Red:ff3E, V~—F 2 78R
72770, V~—%270%, Yellow,Red D EH L —HDOAIRETHZ LINTE 5,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ v 7 « 7T ZAE—R)TITH, action 73 "remark" (2 5%
EINTZDIZNb BT, EOHIRT 7 26T 5 U ~—F 0 7 OFMBRED R o726, U ~—F 2 713 ED)
LD, ZOBE. WIHIERE(Yellow:fi51%, Red: AHE) A% fH S5,
no B TIEIT LIS G, A= V7 - RV T - Uv—F 0 ZOWREHIRT 2,
FEHIAR Y - —(police-aggregate =~ > R) & OFFHITTE 720y,
[/—}]
ARKa<wr FEFETTHITE, QS E#AMILTEL Z &,
[BRE 5]
LAN R— h #1 OZET7 L— LI L TUTOREET S
¢ 10.1.0.0 DRy NU—=Z LD T 7 4 v 7 &
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, ###~7 7 A % 43 ¥d
+  Green:#5i%, Yellow:DSCP % 10 ([ZE & #i 2. Red:Al3E
(R T4 w200 T7 ADER]
SWR2311P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

SWR2311P(config-cmap) #match access-1list 1

SWR2311P (config-cmap) ffexit

[RY 2 —DRE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #fexit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.1l

SWR2311P (config-if) #service-policy input policyl

9.2.27 fHBIR Y p—DFREC A > L— 1)

E&
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU— ]
twin-rate D VA b= MR =TS
[/XT A—F—]

CIR : <1-102300000>
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~5 7 4 w7 L— h(kbps)

PIR : <1-102300000>
v'—2 b7 7 4 v 7 L— b(kbps), CIR LW/ NSUVMEIZFEETE 220,
CBS ;o <11-2097120>
WA h—2 Ny RON—Z M A X(kbyte)
PBS 1 <11-2097120>
E—2 h—=27 7y FOR—Z A X (Kbyte)
action DM T RSNy b O@E
B EME BifE
transmit iRk
drop T HE
remark ) <= —33 7 (CoS/TOS/DSCP)
[AJ1E— F]
R =~y 7 7 TAE—F
[BFA]

DL T 7 4 w7 7 T RH LT, R F—(V A v b— NERET 5,
BEIZ police =~ RTREMTOINLTWDEEIL, NWEZEHT 5,
A—=BZ ) TE, VA b— ]« 3HT—~—H—(RFC269)ZISWTITW, L8k 7 7 2z LT, LLF
DI EITEST D Z LR TE D,
*  Green : #5125 D A (FHE R A])
o Yellow: §i525, ZE, U ~—F 7 HiEiR
o Red:ff3E, V~—F2 7 nHiER
722l Vv—F 7%, Yellow,Red DEL LM~ OBRIEET D LN TE D,
U~—% 2 7 OFMEREIX, remark-map 2~ R(RY —~< v 7 « 7T AE— R)TIT9, action H"remark"|Z7%
ESINTZDIZPb LT, Z2OMHET 7 25T 5 ) ~—F 0 ZOFEMBREN o T HEe, )~ —F o 73S
LD, ZOBE. VIR E(Yellow:fi5k, Red: IR Nl SN 5,
no R TEITLIEGE, A—Z V7 - RV T - U=w—F U TONHEEHIRT S,
EHAR VU Y —(police-aggregate =~ > )& OHFHITTE 2L,
[/ =}
ARKav s REFITT 512, QoS AL THL Z &,
[BEH]
LAN R— M #1 OZET7 L— ALK LU T OREET S
¢ 10100 DRy NT—=7nBD T 7 4 v 7 ZFFA]
+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte ¢, #i7 7 A % 435
+  Green:fizi%, Yellow:DSCP f% 10 [ZE X i % . Red:fi3E
[NF T 477 T ADER
SWR2311P(config) #ip-access-1list 1 permit 10.1.0.0 0.0.255.255
SWR2311P (config) #class-map classl

SWR2311P (config-cmap) #match access-group 1

SWR2311P (config-cmap) #exit

[RY > —DRE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #exit

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #service-policy input policyl
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9228 EHRBIAR Y Y —D ) ~—F T D

e
&l

[EFX]

remark-map color type value
no remark-map

[/XT A—F—]
color D U= T RATOHY T R
BEE LA
H% 7 7 A Yellow DV ~—F v FRREETT
yellow 5
red W7 7 ARed DV ~—F U TEREEITD
type Y= TR
REME A
cos CoS V=—F> 7
ip-precedence TOS ) ~—F 7
ip-dscp DSCP U ~w—*% 7
value o <0-7>
CoS, TOS B ED U ~—F > 71l
<0 - 63>
DSCP V ~—3F > /i
[AJTE— K]
RV o—v T s T AE— R
[FRHA]

BRI U — T/ L= #82 F X Yellow, Red (2% % U ~—% > VBIEOREEITH, £/-. FFZ bE—NIC
SIS LB EF2a—ID T — TS E, BEXF2—OFED B TEITH,

U~—X%271%, CoSfl. TOS ESEE . DSCPEOWTNMNERIRT DL Z ENTE D,

no JERTET LSS, V~—F U FHREXHIBRT 5,

V==X T 5ATH120IE, Aa~<r ROREDIED, police 2~ K(KRY —<v 7« 7T AE—R)Ti%47
L7 7 ADT 7 a v E remark"lTERTE L CTBLS MLERDH D,

[/ —F]

AKa<r FEFEITTHITE, QS AL THELL I L,

Ve—F 7%, TLe—F U IREEXFa—DRELIHT LI LN TE S,

REC THERE I N TWARWDSCP E~D 7 L~—F /) ~—F% 73, 4FiHE Cha—V—EH/MEEL L THEAT
HZ LN TED, RFC THESEX LD DSCP fEIZ., TERDOEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0,8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BXRE )

LAN R— R #1 OZ{ET7 L — A LTCUTFTOREET S

e 10.1.00 DRy NT—=IMBD NT T 4 v 7 &FFA]

« CIR:48kbps, CBS:12kbyte, EBS:12kbyte C. #~7 7 A % 4348
o Green:#izit, Yellow:DSCPfEZ 10 I2ExH#1x . Red:fik3E
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[N 7400 T ADESR
SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

SWR2311P (config-cmap) #match access-list 1

SWR2311P (config-cmap) #exit

[RY T —DFFE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.29 FEHIAR YU Y —D AR
[

aggregate-police name

no aggregate-police name

[2¥3T A —&—]

name O ERR YA (20 TFLUL T, KT/ LT % X 5)
[AJIE— K]

Ja—nnarz 4 r—ya rE'w—R

[FHA]

RV Y —% AT D, BECAEREAOHGIE, TORNRERET D,

I RREIT 5L, BNV P—ONEEMET HENR Y —F— FIZEBT D,

no A THEITT 5 & LRV b—2HIBRT 5,

LIFOHAE, EHRV Y —ONFE2EHETLHZ LI TERVENR D —F— RIZEB LRV,

o BRIV —ORESNTLI T Ay TEELRY —~ v 7 ) LAN/SFP R— B L OGHHEA 4 —7 = — R
WEH SN TND

LUFOBE, /KR Y F—2HIBRT 25 Z L3t
* police-aggregate =~ NIZE VD ERIRV =N T 7 4 v 7 7 T RATHESNTND

[/ —}]

Ko< REETT DI, QoS #ANCLTHL T L,
Bl

EHIR Y B —"AGP-01"Z 4T 5

SWR2311P (config) #faggregate-police AGP-01
SWR2311P (config-agg-policer) #

9230 EEHNR Y S —DREC I/ L— 1)
E&V

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—U—F]
single-rate DI L— MR —EEHT S
[73F A =4 —]
CIR : <1-102300000>

FZ 7 4> 7 L— k(kbps)
CBS ;o <11-2097120>
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WA h—2 vy R DR—Z h YA X(kbyte)

EBS ;o <11-2097120>
i b —2 Ny DN —Z M A X (kbyte)
action DA T AT ST Ny S OEME
RIEME BifE
transmit ik
drop &S
remark ) < —% 7 (CoS/TOS/DSCP)
[AS1E— K]
ERRY Y —F—F
[BLFA]

ERRY S —IT, DT NL— bR —DREEIT,
no JEATETLIGE. A—2 V7 R 7 - Ux—F 0 TORMEEHIRT 5,
A—=Z ) TE, TN b— b 30T —<—D—RFC29TNZFESNTITV, LK 7 2cxk L <, B
TORBEZIREST D LN TE S,
Green : 516D A (FEEAR 1)
o Yellow: #4325, EE, U ~—F 7 6iEiR
o Red:flfFE, V~—F 27 nHiER
7277 L. Uv—F 271, Yellow,Red D ELHMN—FHOREETHI ENTX S,
U ~—% 7 OFMREIX. remark-map =~ FEEKIAR U —F— F)TIT 5. action 73"remark" Lﬁﬁﬁéﬁ’btﬁ)
b BT, EORET 7 ACKT D) v —F T OFMBREN P> GE, V~y—F o ZI3ES 25, =
. FIIRE (Yellow:#53%, Red:filgE) 2@ H Sh 2.
[/—H
Ka<o REFITTDHITIE, QoS #Ahc L TR Z &,
[BXEH)
EHKIR U P — "AGP-01" Z1ERLT D,
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM I LD A —& U 7% FAT
* Yellow:DSCP i % 10 |[Z#E & #i 2 . Red: 3
[SERI7R Y —DAERL]
SWR2311P (config) #aggregate-police AGP-01
SWR2311P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) fremark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

9.2.31 EHNR U b —DFREC A L— 1)

E=Y
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate DV MR —EEHT S
[/RT A —F—]
CIR ;. <1-102300000>
NZ 7 4> 7 L — F(kbps)
PIR : <1-102300000>

v—27 K77 4 w7 L— h(kbps), CIR £V /NSUVMEITIEETE 220,
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CBS ;o <11-2097120>
WA h—2 vy R DR—Z h YA X(kbyte)
PBS : <11-2097120>
v —2 h—27 N7y RO/N—Z A X(kbyte)
action DA T AT S TNy S OEME
RIEME BhfE
transmit ik
drop &S
remark ) < —% 7 (CoS/TOS/DSCP)
[ASIE— K]
ERIRY p—F—F
[BLFA]

FERRY Y —I12, VA v b— bR F—ORELTT I,
no B TIAT LGS, A—F V7 - RV 7 - U=—% 0 FTOWMBEZHIRT 5,
A—=Z ) TE, VA b— ]+ 35T —<—H—(RFC2698)IZHSNTITV, B L-dk 7 7 2 LT, BLF
DR ZIEEST HZ LN TE D,
Green : 516D A (FEEAR 1)
o Yellow: #4325, EE, U ~—F 7 6iEiR
o Red:ffFE, V~—F 2 7 HiER
722l V=% 71E, Yellow,Red DEHEN—HDORIEET D LN TE D,
V~—%2 7O EIX, remark-map =~ > REEKR Y H—F— R)TIT 5, action 73 "remark"|Z5%E S L7z D
DO ZOHIRY T AT LV v —F T OFFMREN IR o T mE . VY —F o S\ LD,
DY, FIIRLE(Yellow:#Aik, Red: )3 H S 2,
[/—H
RKa<wr FEFEITTHITE, QS =AML THL Z &,
[BXEH)
EHKIR U P — "AGP-01" Z1ERLT D,
+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ LD A —& U 7 % FAT
*  Yellow:DSCP i % 10 |[Z#H & #i 2 . Red: i3
[SERI7R Y —DIERL]
SWR2311P (config) #aggregate-police AGP-01
SWR2311P (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

ILNEHNRIY—D) ~v—F L FTORE
[

remark-map color type value

no remark-map

[8F A—F—]
color DU —F T ERAITHOH T A
R EM A
Hlk7 7 A Yellow DU ~—F% v V&R IEELT
yellow 5
red WAk 7 5 A Red DV ~—F L THREZITD

type U ~—F U JFER
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BRIEME i
cos CoS V~—F 7
ip-precedence TOS B E Y ~v—F 7
ip-dscp DSCP UV ~v—F% 7
value : <0-7>
CoS, TOS #SEED V) ~—F > /{H
<0 - 63>

DSCP V ~—F o JH

[AJTE— K]
HEHRY p—F— K
[FA]

ERRY S —THE LR 7 & Yellow, Red IZXT 2V ~—F  JEIEOREEITH, £, NI A ME—FIZ
SIS LT B ERa—ID T — T NICESE . BEX 2 —OFHE( DY TEITH,

U~—% 2713, CoSfE. TOSEE ., DSCPHEDOWTNMNEIRINT L2 LN TX 5,
no R TEIT LIS, V~—F U FRELHIKRT 5,

Ve—X 0 75T~ . ARawr ROREDIEN, police 2~ REEKIRY —F— N T4 o4k 7
ADT T =a /%"remark"hﬁﬁﬁ? LTBLMEND D,
[/—}]

Ka< REFITTDHIT1E, QoS #Azhc LT Z &,
V=% 7F, 7L~ —F U IREEFa—DRELIMHT LI ENTE S,

RFC THERE SN CWRWDSCPE~D T L~—F 0 F/ )~ —F 73, 4FEE CEra—V—CHFMEEL L THEAT
5 EMNTED, RFC THELE X415 DSCP fEIX. FFRDOLEEY,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

(B 2B

ERIRY P —"AGP-01" IZ) ~—F U T OREEIT I,

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM (2L D A —H% U v 7 % 3T
*  Yellow:DSCP % 10 (ZE X #i 2. Red:Ail3E

[FEARI7R U — DIERK]

SWR2311P (config) #faggregate-police AGP-01

SWR2311P (config-agg-policer) #fpolice twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

9.2.33 £KR Y —DFRKR

[EX]
show aggregate-police [name]
[P35 A —5—]
name COERKIARY =4, BREHIT R TOERIR Y =051 L7205,
[ASTE— F]

FERFHE EXEC £ — R, F#HE EXEC E— K
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[RLBA]

LR —ONEFEFRRT D, FRNEIL, show class-map =~ > K THEK/R S5 police ¥ 7 v a > & JAlkk,
[/— k]

Ka<wy FeFT1 51203, QoS AL T Z L,

[BREH]

HEHIR Y P —"AGP-01"ODNE & K1~ T 5.,
SWR2311P#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 £V Y —DEH
[

police-aggregate name

no police-aggregate name

[23F A —%—]

name AT AENRY Y—
[AFTE— F]

RV —<vT+ JTRE—F

[FREA]

FNT7 74y 77T AT LT, BRRY b—2HET D,

no B TIATLIEGE, T 7 4 v 7 7 7 RHTHEKR Y —ORELZHIFRT 2,

ERIR U —GRY >—~< 7« 7T AF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/— ]

Ka<y FeFT3 51203, QoS AL THL Z L,

[BEH]

RY =~y 7 policyl"D2DOD N T 7 47 7T Alclassl", "class2"lZxf LT, KR Y —"AGP-01"Z i H T 5
+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM I L5 A —# U > 7 %34T

*  Yellow:DSCP fi % 10 ([C#E & #2x | Red:fIE

AR U T —DIER]

SWR2311P (config) #faggregate-police AGP-01

SWR2311P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

[RY > —DRE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police-aggregate AGP-01
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #class class?2

SWR2311P (config-pmap-c) #police-aggregate AGP-01
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl
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9235 A—HF VU T hHU U/ Z—DFER

[EX]
show qos metering-counters [ifname]
[R5 A —5—]
ifname : LAN/SFP R— B L OGREBIA v ¥ — 7 = — A%, AIHIIER— Mextg 35,
[AS1E— F]
FFrHE EXEC E— N, %54 EXEC E— N
B

FEE L7- LAN/SFP R— B L UG, v X — 7 = —RICBIT S, TXTORY B —{B8BIR Y S —/EKR Y $—)D
A=) TREHE M E TR T D,

FRESNDHEHERIIUTO LB,

HH B

Green Bytes W7 7 A Green |2 FE S V7231 MK

Yellow Bytes ik 7 7 A Yellow (2378 S iuiz A MK

Red Bytes W7 7 A Red IS T/ 31 MK

7172 N OBLAIX, LAN/SFP AR — MBI OGRHEA V¥ — T = — R R v—~ v T ZMH LR ini s 45,
[/ =}

Kawr REFITTHITE, QoS Z AL TEL Z &,

[BREH]

LAN R— h #1 DA =2V » ZEHERZE £ T 5,

SWR2311P#show gos metering-counters portl.1l
Interface: portl.1l(policyl)

* Kk kKK Inleldual * Kk kKK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok Kk Kk kK Aggregate * ok Kk Kk k kK
Aggregate- pollcer AGP-01

Class-map : class?
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—F VY THDLE—DIIT

[ER]
clear qos metering-counters [ifname]
[/XNT A—F—]
ifname : LAN/SFP A — B LGS v X —T7 = — R4, AEHIER— b EdRET 5,
[AJ1E— F]
HitE EXEC £— R
B

FEE L72 LAN/SFP R — b B X OGHELA VX —T7 = — R BT D, T_XTOR Y P—{@BIR ) P —/HEKR VU —)D
A =2V U TREHERE 7 ) T T 5,

[/—F]
Ao~y REFEITTHITE. QS EAMILTHLL Z &,
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[ EH]
LAN R— h #1 DA =2V o 7HaHE#RE 7 V735,
SWR2311P#clear gos metering-counter portl.1l
9.2.37 315 ¥ = — DI E(CoS-Queue)
[EF=

set cos-queue value

no set cos-queue

[T A—=HF—]
value : <0-7>
R 22— ID (ZHfJe L 72 CoS i
[AJIE— F]
RY)v—~vv 7« 7 T72FE—K
B

SEELTE NS 74w 7 VT RCEEXF 2 —FEID YT,
PE(E % 2 — ORI 1T CoS A L, [CoS-i{E% 2 — ID ZHT — 7] (HESVERIES 2 — 2810 4T Hh

60
no W THEITLIZGE, NI 74 v 27 7 T RT HKMEF 2 —DIFEZ BN 2,
[/ — ]

Ka<r REFEITTHITE. QoS AL THL Z &,
EEXF2—HBEIL, T~ —F AT EITTERY,

CoSIZLDIEEF2—DFFEIL, CoS FT A ME—FEMALARDE, R v—< v 7T $:v/b%a@77xv
TN —DOTHLEENDH \%wf)/%7/7iC®%7x%%%hu%@fw% T3 T & A,

[RXEHI]
LANR—F#l OZET7 L — AR LTUTOBREEX TS

¢+ 10100 DRy NT—=TINLD NT T 4 v 7 &FFA]

s WELIENT T 4w 77 T ATEEF 2 — 3(CoSBNIEET S

[N 74w 0T ADERE

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P(config-cmap) #match access-list 1
SWR2311P (config-cmap) #fexit
[R VU —DF%E]
SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl
SWR2311P (config-pmap-c) #set cos—-queue 3
SWR2311P (config-pmap-c) fexit
SWR2311P (config-pmap) ffexit

(

(

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.38 2515 ¥ = — DFEEMSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[/3T A —HF—]
value - <0-63>

(5% = — ID (2%} L7z DSCP fiE
[AS1E— ]

RN)o—~vv 7« 7T RAE—F
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[FEHA]
FEULIENT 7 47 7 7 RZEEF 2 —2FID B ToH,
fF ¥ 2 —DFEEICIE DSCP EA M L, TDSCP-i(F % 2 — ID BT — 7 /1) (ZHSWIIEEF 2 —23E1) 4T
b b,
no X TEITLIZEE. N T 74 v 7 7 T RACKTHEEF 22— DIREE LT 5,
[/—}]
Ko< REETT DI, QoS AL THL T L,
EEXa—EEIL T~ —F 0T EITTE RN,
DSCP IZ L 52 EF = —DFEEIL, DSCP N7 A ME— KRR LD, R v —vv I, Kavr REE07 7 A
VTN —OTHLEENDIGA, TORY —~< v 7 I DSCP b7 A hE— RUADOFR— MIITEH TE 720,
Bl
LAN R— h #1 DZ[E7 L—AIZH L CU T OREET 5
¢ 10100 DRy NT—InBD NT 7 4 v 7 ZiFH]
s DELENT T4 v T ATEEF 2 — 3(DSCP2H)IEET 5
(N7 T 4200 T ADEH]
SWR2311P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

SWR2311P(config-cmap) #match access-1list 1
SWR2311P (config-cmap) #exit
[R U ¥ —DRIE]
SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl
SWR2311P (config-pmap-c) #set ip-dscp-queue 24
SWR2311P (config-pmap-c) #exit
SWR2311P (config-pmap) #exit
(
(

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #service-policy input policyl

9239 R —= v FEROETR

[EF=]
show policy-map [name]
[3F A—F—]
name D RNV =y T, BEEE, TRTORY v—<y SEBNERIND,
[AS1E— ]
FFrHE EXEC E— R, F#E EXEC £—
[FH]
ELLERY =~y 7OERERRT D, ZRNEITLLT,
HH B
Policy-Map Name KU v—< v 74
State RNV v—~ v 7 O H KR (attached/detached)
Class-Map Name 7 A~y T, FEHIIT show class-map =~ > F%&
SO &
Match Sy FRLA:

- Match Access-List (77 2 U X | ID)
- Match ethertype (Ethernet Type)

- Match vlan (VLAN ID)

- Match vlan-range (VLAN ID)

- Match CoS (CoS 1)

- Match IP precedence (TOS 154 %)

- Match IP DSCP (DSCP )
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HHAE

gl%

Set

T~ —F U TRIE, KEF 2 —FEE

-Set CoS (FL~—F 2 7 #&iE : CoS )

- Set IP precedence (7' L~ —=F » 5 E : TOS L)
-Set IP DSCP (' L' ~—=F% o 7 3% : DSCP fi)

- Set CoS-Queue (iX(5 ¥ = —f57E : CoS)

- Set IP-DSCP-Queue (iE1E ¥ = —+57E : DSCP)

Police

A—=BV TSRV TV w—F THE
XEEHILL T 2 2 1R

A=V TSRV T )~ =% TREDFHMILLTDO LB,

HH A

Aggregator-Police Name ERRY =B HERE SN TND S
EDRH)

Mode A=Y T T I R ASITCM/
TrTCM)

SITCM D A3 average rate

s 7 4 v 7 L — b (Kbits/sec)

burst size

WE b—2 3y FOSR—=A M
A X(KBytes)

excess burst size

B s —7 oy FOAA—Z R
4 X(KBytes)

TrTCM D A 37K average rate

N7 7 4 v 7 L — K(Kbits/sec)

peak rate

v'—27 b7 7 4 v 7 L — (Kbits/sec)

burst size

WA R—2 vy hOS—R N
4 A (KBytes)

peak burst size

v'—27 =07 Ny FO/N—R b
1 X (KBytes)

yellow-action

IR 7 2 Yellow (254 S EhE

(transmit/drop/remark)

red-action

#4772 Red \Z%F9 % EFE(drop/

remark)

+ Match & Setld, BREINTVBEHLDOR—DEITRRIND,
¢ Match & Set & Police %, *itx9 % = > R(match, set, police)?)’

[/— k]

Ko<y FEFTTLHITE, QoS zAMI L TR Z &,
[FE B

RV v—~ v 7 "policyl"DIE & KT 5,
SWR2311P#show policy-map policyl

Policy-Map Name: policyl
State: attached

Class-Map Name: classl
Qos—-Access-List Name: 1
Police: Mode: SrTCM
average rate (48 Kbits/sec)
burst size (12 KBytes)
excess burst size (12 KBytes)

yellow-action (Remark [DSCP:10])

red-action (Drop)

BRE SN TV RaWEAIIFRREI NN,
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9240 v~ v S AT —H ZADFKR

[EX]
show qos map-status type [name]
[73T7 A —=F—]
type LR T B~y TR
R EME i

policy RV =~y T ORAT—2 AERE TR
class I TGAR T DAT —H AFERE TR

name D BRTHRI T (FRIFT TA YY) OLHFR, AT TXTORY) v—<v v
(FR3 7 T2~ 7) BB LD,

[ AJTE— K]

FERFHE EXEC & — R, $## EXEC £— F

[FREA]

R == TRV TATy TDAT —Z AFEREFITFT D,
RKa<w  REFEHRTL226 T, R —<v 7N EDLAN/SFP R— F B LIRS v ¥ —7 = —AZHEA STV
B0, TTARYTINEDRY =<y FICBFEINTWVENRE, R v—vv 7RI T A~ v 7TOFEICET

HIFBAEMD ZENTE D

KTRARIFUTO LB,

policy-map

HH RTRNE

input port RY v—~< vy 7HEH S TWD LAN/SFP A— b &
RS 25— 7 =— 2D

edit/erase policy-map/no policy-map 73 1T A[EEN & 9 2

attach limitation k7 A NE— NEOEH &

class-map

HE RTNE

policy-map asociation I TAR Yy T RBERSINTWEOLIRY =~y T D—F

edit/erase class-map/no class-map 3 FE{TA[FED & 5 M

attach limitation k7 A NE— NMEOwEH S

R o=~ 7RI T A~y TORENKIL, show policy-map, show class-map =~ > K CHERT 5 Z &,
[/— k]
AKa~<r REFITTHITE, QoS =AML T Z &,
[BREH]
AU —= v 7 "policyl"D AT —H A& FKRT B,
SWR2311P#show gos map-status policy policyl
policyl status
input port : portl.3
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

75 2w Fclass]"D AT — F A EFRRTAH,

SWR2311P#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
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edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEXF 2 — DRIV a—1 VU TRE
B

qos wrr-weight queue-id weight

no qos wrr-weight queue-id
[/3F A —4F—]
queue-id ;o <0-7>
HEEX2—
weight 1 <1-32>
WRR O H A

[FIEER ]

no qos wrr-weight 0

no qos wrr-weight 1

no qos wrr-weight 2

no qos wrr-weight 3

no qos wrr-weight 4

no qos wrr-weight 5

no qos wrr-weight 6

no qos wrr-weight 7

[ASE— K]

Ja—x)ars 74—y g F— R

[RLFA]

AR 2 —ICH LT, WRR(EFX 7 72 Ra e O EASTREET .
22— 7 FERIE, $XTO LAN/SFP R — B L UGBS v # — 7 = — A LHORE L 12 D,
no A THEIT L7, M5 F = —I1THaxHBE/E(SP) F R L 72 5,

[/—H

Ka<y REFTTLHITE, QoS #AHBC LT Z &,

[E )

EIE ¥ 2 —#T#6 & SP 720 (7 2MESD). #5,#4,#3 #2,#1,#0 2 WRR 720 (5:5:5:2:1:1) &+ 5,

SWR2311P (config) #no gos wrr-weight 7
SWR2311P (config) #no gos wrr-weight 6
SWR2311P (config) #gos wrr-weight 5
SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight

( )

( )

( )

H

SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight

O N WD
=N oo ol

=
il

9242 T T 4 v 72— T (R— bEAD)DH
ESN

traffic-shape rate kbps CIR burst BC
no traffic-shape rate
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[T A—&F—]
CIR ;. <18-1000000>

b774/7v~b&m9 HOIABDIFEAET D7D ANJHMBEIZHT U T HEBROE FE DS 70
Y (WAENE %))

BC : <4-16000>
JS—Z hHF A R(kbyte), 4kbyte BAL CTORIE & 725,

(AR E

no traffic-shape rate
[AJIE—F]

A B =T z—AEF— R
[@iH]

— hMZH LT, Y= 7 EHET D,
no B CTEIT LGS, A— b o—VE U 7 OBRE M 2D,
[/—}]
Ka< FEFITTHITIE, QoS #AhcL TR L
774y 7 b= MINDIABRBIET D72, ATl iﬁb“(%f%@iﬁ ERERRDGE18H 5,
[ EH]
LAN 7R— k #1 7» 5 D415 % CIR:30016kbps, Be:1876000byte (245 %,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 FTI 7 4 v IV — BT (Fa—H)DORE

EN
traffic-shape queue gueue-id rate kbps CIR burst BC
no traffic-shape queue gueue-id rate

[/3T7 A —5F—]

queue-id ;. <0-7>
Pl o —

CIR : <18-1000000>

N7 74 w7 L— b(kbps), HOIALDIEAET D728, ATMEITH LT HER O B 572
LHENRD D[/ — NS

BC 1 <4-16000>
/N— A F A X(kbyte), 4kbyte AL TOFRE & 725,

(IR E]

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[AS1E— K]
AV H =Tz —AF— R
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B
K= FDEFEF2—ITH LT, Y=—E 7 ERET D,
no JERTEITLIZHA, BEFa—ICT53 =— o ZVORTEITED L2 D,
[/—}]
ARKa<wr FEFETTHITE, QS E#AMLTHELL I &,
N7 7 4 w7 b— MIRDIABDIAET D720, AMEICK L TEBEOBMAMNR2 550365,
B&El
LAN 7R — [ #1 ®F = — #0 7> 5 O[5 % CIR:10Mbps, Be:64000byte (2 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 — il

9.3.1 7 u —fHfHIEEE 802.3x PAUSE D3i%Z(2)DRER AT L)
&

flowcontrol #ype

no flowcontrol

[/3T A—&—]
type s 7ol oBE
R EM A

enable 7 n— il E AT D
disable 7 o — il & BhC T 5

[WIHIRRE]

flowcontrol disable

[AJ1E— K]

Jua—nN)narz 4 b—vaE— R

B

AT AR D 7 1o —HIEI(IEEE 802.3x PAUSE 7 L — A2V 2 AT 5,

no B TIAT LI, 7 v — il 2 EEhi2 95,

[/ —}]

QoS HEEM AR R L X, VAT AD 7 u—HlillAGNTT 52 LI TERU,

7u—ifl#E G Li-HmE. BEICT —/L Ky RIS /2 5,

A H =T 2—2FOT7a—HlHiL, AT LMEA L H—T 2= 2D T v —FHIHEREEZ TN ENA I Lz
BOHENET D,

[BREH]

VAT LADT7a—HlHEENT D,

SWR2311P (config) #flowcontrol enable

9.3.2 7 1 —#|fHI(IEEE 802.3x PAUSE D3i%EZ[E)DERE(AL v ¥ — 7 = —2R)
EEN

flowcontrol #ype

no flowcontrol
[/NT A—F—]
type o 7 e —flEoBEE
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REME il
auto TZun—HEOBER AT — g e HE)
[ )

both Pause 7 L' — L DEE/ZEE AT 5
disable 7 o — il & NI T D

[WIEIRRE]

flowcontrol disable

[AJ1E— F]

A B —Tz—AE—FR

[REFA]

LAN/SFP 78— b @ 7 b —#I##I(IEEE 802.3x PAUSE 7 L — A %ZE) & AN T 5,

no X THFEAT LG, 7 v —Hilll 2 Behicd 5,

[/—h]

A== Rk LAN/SFP 7R — B IZ DB E T RE,

VAT LD T a—HlEN RIS EEEL 2,

PAUSE 7 L — LDE(E L ZEIEM T v M THEREORE L 2D, (RELZEDOELLN—T7DOH 2 HMIHK
ETHIEIFTER)

rh BT B SR IR | AL 5 23261595 PAUSE 7 L — A 0 IR 1%, OXFFFF(65535)& 9%,
UTOHIRR & 5,

o I URIR— MIZIE"flowcontrol auto" & X E TE 720N,

[ EH]

LAN R— |k #1 © 7 v —#If 2 AT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #flowcontrol both

LAN F— | #1 © 7 a—§li % w24 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #no flowcontrol

9.3.3 7 v —filH OEIEIRIEBDFRIR

[
show flowcontrol [inteface ifname]
[F—T—F]
interface DR TAEA L E—T —AFEETD
[NT A—=HF—]
ifname : LAN/SFP AR— "4, BMERFIRA X —T = — ARG LT 2,
KRTHA L E—T = —A
[AJ1E— K]
FEFFHE EXEC E— N, 454 EXEC E— N
[BLFA]
7 v — N B D F (A 2/ L), PAUSE 7 L — LA DERZER) 2R T 5,
[/— 1]

PAUSE 7 L — AEZEHIT. U R— Fo 7o —§lnEhE 2o TV AEAEDRFEREINS,
PAUSE 7 L — A E2(Z400%. clear frame-counters =~ > RE[THECZ VT &N 5,

[B%EH)

LAN R— k #1 ® 7 o —#IHEH s £ 1T 5,



SWR2311P#show flowcontrol portl.1l
Port FlowControl

portl.1l Both 4337

ER— bO7u—HflEERE LR TS
SWR2311P#show flowcontrol
System flow-control: Enable

Port FlowControl

portl.1l Both 4337
portl.2 Disable

portl.3 Both

portl.4 Disable

portl.5 Disable

portl.6 Disable

portl.7 Disable

portl.8 Disable

9.4 A b — Al

RxPause

RxPause

TxPause
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il

9.4.1 A h—LHBEDRE

E&

storm-control yype [type..] level level
no storm-control

A b—Lfl#@Z A7

A

Tro— ¥y R hAb—ALHIEZ AT
)

YNFF Y A PR =Ll ERRNCT D

SHAHD =%y 2 7 L — LD %
BT+ 5

Bl & #EHRiE O X—k L F— U CHRTET D
BUEI T NBURLL T 2 AL E TRRIETE D

[2XT A—&—]

ope LR b—AHES AT
broadcast
multicast
unicast

level : <0.00-100.00>

[F1H13R 2]

no storm-control

[AJ1E— K]

AR =T 2—AF— K

B

LAN/SFP R— MZxt L7 B — RFF vy 2 b 2 b —AMHI#H, ~LFFr 2 b2 F—2HIEB IO, 505 RHOL=F ¢
A N7 L—AOHIEGNC L, ZEHIREZ T 5,
MEZBEX TZE L7 L— A SN D, 7272 L, BED 100%DO5E 132 EHIRIZ Ly, BiEzer L—A2A

HBETHY, FEINITHRETE 20,
(B EH]

IANFR—F#l OTa— FXF ¥ A MR =A< AT 2 N &R F—LHHE2G00C UBIE 30% %232 ET 5,

SWR2311P (config) #interface portl.1

SWR2311P (config-if) #storm-control broadcast multicast level 30

9.4.2 A b — ALl {5 EIREDRR

[EFX]

show storm-control [ifname]
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[78T7 A= —]
ifname : LAN/SFP R— DA  Z—T = — A4,
FRTHA L E—T =2 — R
[FIEIER E]
2L
[AJ1E— K]
JERFHE EXEC £ — N, F5#E EXEC £— F
[FHA]
7 L—ALDO%E FIREE £RT B,
AH =T 2= AL EEAW LT GRIE, B Vv —T 2 —ARKRERD,
[B% EH]

A B —T 2 — ADHBERIEELFTT S,
SWR2311P#show storm-control

Port BcastLevel McastLevel UcastLevel
portl.1l 30.00% 30.00% 100.00%
portl.2 20.00% 20.00% 20.00%
portl.3 100.00% 100.00% 100.00%
portl.4 100.00% 100.00% 100.00%
portl.5 50.00% 50.00% 100.00%
portl.6 100.00% 100.00% 100.00%
portl.7 100.00% 100.00% 30.00%
portl.8 100.00% 100.00% 30.00%
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10 =
TV r—g v

10.1 2— % /)L RADIUS H#—/—

10.1.1 = — % L RADIUS H— —SRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A ISR IT 1812 & 2)
[ E]
radius-server local disable
[AFIE— K]
Ja—\)varyz 4 lb—y g rEw—NR
[FAA]

11— /L RADIUS H— S—HEREDH N/ MR 2 i BT 5.

F7o. WEEM UDP R — FEZEZEHTH I LN TE D,

no JER Ca~ > REFATLGE IR EMIC RS,

[/—}I

72— 77 /L RADIUS $— N—HEREZ 32 72 I21E. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
TOMENRD D,

[EREH)

B —71/L RADIUS ¥ — —tKREZ AT 5,

SWR2311P (config) #radius-server local enable

10127 78R VB —T =2 —ZADHRE
[EX]

radius-server local interface interface

no radius-server local interface
85 A—H—]
interface : VLAN A V' Z— T = — R4,

[P E]

L

[ASE— R

Ja—\ a4l r—g s EF— KR

[FHA]

7 —77 /L RADIUS Y —/N—~DT 7 A% T 25 VLAN A VX —T = —AERET D,

T I BAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> F(NASYOHDT 7 A% T[4 5,
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SWR2311P(config) #radius-server local interface vlanl
SWR2311P(config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR

EN
crypto pki generate ca [ca-name]
no crypto pki generate ca

[7XF A —H&—]

ca-name L BRGIFE4
FREER4 D A FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
« "DEFAULT"I3f5EART]

(18I E]

2L

[AJTE— K]

Ja—x\)aryz 4L —yg T — R

[FREA]

7747 v MNERAEEZBITT D100 — NRRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2 9%,

no B Ta~ v REFETLyE1E, i€ Lio— FNEERZHIBRT 2,

[/—H

— RRRGER & AR L TV WAL, 7 — /L RADIUS H— S —#REILEH T X 720,

BEIZ N — FREGER D AER SN TV ORI TR R R4 2R E L6, V— FMRERIL EEE S5,
N— FEGERZHIREIT EEETD L BITHELDOT T4 7 2 FEAFET TN TEY) L2 D,

Jb— REBFERAMFELE LT T 1 erypto pKi generate ca iX 232 & b— REBAER & LT TE 720y,
[BEH]

PFEfRA4 A "MYRADIUS" DLV — hiBiER % £ 5,

SWR2311P (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y g U E— K

[E=]

radius-server local-profile
[AFTE— K]
rua—\varz4 7 b—va e —R
[FAA]

RADIUS 227 4 J L—3 g3 VUF— RIIBITT A,
1 — % L RADIUS H— S —HRE OB RE A R T 272D DE— R Th B,
B!

RADIUS 2> 7 4 L —3 g »rE— NIZBITT A,

SWR2311P(config) #radius-server local-profile
SWR2311P (config-radius) #

RIE

(1]

10.1.5 FRFE 7D

EEN
authentication mode [mode...]
no authentication
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[T A—5—]
mode Tk 77 20
REME B

pap PAP 8/ =0
peap PEAP #AlE =
eap-md5 EAP-MD5 7845 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

(IR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE— F]

RADIUS =7 4 7V Lb—va U E— R

[@i ]

= —77 /L RADIUS $— "— T3 238G N a5 E T %,

no WA Ta~y REET LGB ITMIREEICREY . T X TORIMLTADRGIE D,
[/—}]

PEAP, EAP-TTLS #8aE 5 DO WEFRRE S & LT, MSCHAPv2 & MDS5 # %74 — k95,
MD5 #EHAT 25613, BREHF U eap-mdS ZFRET DL ENH B,

[ EH]

i 3 % 5855 & PEAP, EAP-MDS ([ZHillfE3 %,

SWR2311P (config) #radius-server local-profile
SWR2311P (config-radius) #authentication peap eap-mdb

10.1.6 RADIUS 7 5 A 7 2 F(NAS)DFRE
EEN

nas fost key secret

no nas Zost
[¥F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & OBERFICHEHT 5 /XA Y — RZRET 5
[/ A —&—]
host S IPTRUVA, F0E, PRy NU—ZT RLX
REME A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui &
. _ . Ty hU—2~ A7 OFHIT 8~32 T IP 7
IPv4 v b7 —27 7 KL A(AB.C.D/M) RLADER REILO & 725
=Xy AT RLADS L RIEET KL
IPv6 7 K L A (A:B:C::D) A(:/128), T 7 AL hb— R T R L A(::/0),
N—T Ry 7T R L A28 &2 RV T- 6 D
IPv6 1> b7 —2 7 KL Z(A:B:C::D/M) TVT 47 ARIX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]" 2?2 A— R ZER< A EET - MR



334| a~ > RV T 7 LU R | TT YV r—vay

(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 L—varE—FR
B

RADIUS 7 A 7> U A MZ RADIUS 7 74 7 > F(NAS)Z BT 5,

BORBEREIE 100 TH D,

no JEACa~ 2 FEETLEGEIE. $EE L RADIUS 7 74 7 FOREZHIFRT 5,

[/— "}

ARa< R TRE LT RADIUS 7 7 A 7 > M(NAS)IE#HIE. running-config, ¥ XU}, startup-config (ZILFEK R I 4172
Y,

Flo, BEOREI~VY FEFRRY, Ra~vr REFTLERRTRET —# & LTREFEESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H##IZ. show radius-server local nas =~ > K TR TX %,
AR O R — FERAEEARE T — L RADIUS H— —ZIEET 585 61%. L FTERETHLERDH D,
SWR2311P (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /32T — K"abede"? RADIUS 7 71 7 > F(NAS)Z BT 5,

SWR2311P (config) #radius-server local-profile
SWR2311P(config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid
[ZF—T— K]
vlan : #AF v 7 VLAN IO VLAN Z3RET 5
mac DR AR ERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid D R L T D SSID ZHRFE L7 EEIT SSID 4R ET 2
name A=Y ARRERET D
mail D I TIAT V PEEORASEA AT VA EBRET D
auth CORRES RS A T ERET D
expire U TIAT Y NEBEOH IR Z R ET D GEEREST X A 73 EAP-TLS Oi56 O B4 7%))
T A—F—
userid . a2—H%—1D
(3 XFLAE 32 3L LA, "DEFAULT" X5 E A W)
FRRET AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A=A & BRI AR
EI<>") ANR— < I
EAP.TLS \%L]-/%ﬁ';%a% A=Az R I
password DRI — R
(32 LFLIN, N [1" 2 A=A 2B A IET - FMAFLS)
vian-id 1 <1-4094>

2 AF 327 VLAN IO VLAN % =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R L A

ssid o &St SSID
(32 LFLINL \[1"? A= 2 BB A8 - A5
name D a—Y—4
(32 LFLUAN, "2 A= 2 &R AT - AT
mail-address A=A T RLZA
(256 SCFLIN, AL - @)
bpe =V
REME Bl
PAP §BiE X (== —#—ID L XRAU— %
pap AT 51 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF )72 (=2 —
beap P—1ID LAY — REMET 5 21 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D BAHCERSERT 2037/12/31 £ 97 D)

(YYYY/MM/DD AT B £ 725 2037/12/31 £ C)
[FIEAER E]
L
[ASE— R
RADIUS 27 4 JL—v g »rE— R
[FRHA]
RADIUS #— N —T#IALT 52— — & BT 5,
BORBEET 2000 TH B,
no B Ca~<wr FEFETLAELER. HEL2—V—%HIRT 5,
ZHEE 5T EAP-TLS #3157 € L7234, certificate user 2~ N T2 54 72 NFAEDORITHRNLEL 2 5,
Elo, SAT—RRU ATV MEWNEOEMBIRELE LG b, BEY 747 2 MEREORITALE L 72
5,
7747 v NEAEEZBITELOL—Y —%2HIRT 25456, BEIMIZY 74 7 > MEHEDORDUIEZIT S,
[/—F]
ARa<y FCTHRELT-2—H —{E#HIX, running-config, 35 LTV, startup-config (T X TR L7200,
F-, BEOBRTEa~vY NEIZRRY, Ka~v  NEEFTLEBATRET—Z L LTRESINS,
FE LI- 2 —H—{EF4RIZ. show radius-server local user =~ > K CHEFL T 5,
mac ¥— U — R THET D MAC 7 KL AlZ, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354
RSN B,
ssid ¥ — U — R CHRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & 7=HA A S h
60
[ EH
PR — Y — 2Bk D,
SWR2311P (config) #radius-server local-profile

SWR2311P (config-radius) #user yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FRRFERIRR DR E

[EFX]

reauth interval time
no reauth interval

[7XT A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7 L—3 g VE— R

B

RADIUS 7 7 A 7 > M(NAS)WZi@ a9 5 HidaEMiE 2 5% Ed 5,

FRAGERIRR & L THEH T 2 228522220V Tlid, RADIUS 7 74 7 > F(NASYHlIZZE R B 5,
no JER Ca~ > REFIT LGSR EICRT,

[ EH]

FRRGEM I %2 604800 FHICRRET 5,

SWR2311P (config) #radius-server local-profile
SWR2311P (config-radius) #reauth interval 604800

10.1.9 17— % /L RADIUS ¥ — X—~DFEF— & Kk

[EX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £— K
B

12—/ RADIUS $— \—|ZBEDRRE & Kk S 5,

RADIUS B DR EZZH LG EI1X, LT ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHFIE H 4
ERH D,

[/—}]

ARawy REFATLIHA. 2— 5L RADIUS — =37 — & & [ X H 2 72 D12 — R 8 2 Ho il L s etk
WZHBET S

[B%E A1)
17— 71/ RADIUS $r—"—{Z, BEORELZ XM IE 5,

SWR2311P#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

E&
certificate [mail] user [userid]
[%—7— K]
mail D 7 TA 7 FMEHFEOFAT L AR — =~ A — L 2 R D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CFLL k32 SCFLAN, "DEFAULT" X8 EAS AT

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AFTE— ]
¥t EXEC E— I
B

EAP-TLS iBiF XA E L TWbHa—HF—D 7 T4 7 FEHEZHITT 5,

2—H— 1D ZAHME LI25A1E. TROFHICEET 2T X TO2—F—Dr 747 MNEHELZ —FERITT 5,

s JIAT7 Y MNERAEE ELRHITL TV RN —F—

o NRU—=R, 7747 FNEAZEORDHIREZZE Liza—HF—

WRE S % EAP-TLS ~AH L7z —H—

REST 0% EAP-TLS 75 EAP-TLS ISMCAE T L2 —H—X, BEMIZY T4 7 > FEAEZEEZ RS 5,

mail ¥F— U — FZHETELZSEE, user I~ RCRELTCWDAA—LT RLA~NT T4 7T MEHELZEMT 5,
A=V DL EARINTHOWTIL, FEAEEATRFO A — L E% E (mail send certificate 2~ > R)D7 7 L— MIHEH,
A—LT RUARHEE SN TORWIGEIT A —LEE LR,

[/—H]

7 IAT 2 MEHET I 22— —ZOoX 2 lETRITTE 5, 2B EFAT LGS ITH OO O BIEEIZRL)

T 5,

7 ;27‘/ NREBZEO —ERITIZRE B0 D120y 7 75 RTIToTEY, BITHTH a2~ RETIIAEE
Thb,

722U, T avy RIZOWTEHIATTERWE D IZHIRZ T T 5

* crypto pki generate ca

* o crypto pki generate ca
* nas

* user

 certificate user

+ certificate mail user

+ certificate revoke
 certificate export sd

* copy radius-server local

[ EH]
7747 v MNiEHEE —ERITT 5.
SWR2311P#certificate user

10.1.11 7 5 A 7 hFEBHEDRIT kT

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS E D,

FIEE certificate user 2~ REFITTHZ LT 747 2 FEHZEORITZHBHATE 5,
[E )

7 IAT v MNEHEO—FERITE P ST 5,

SWR2311P#certificate abort
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10.1.12 7 5 A 7 FEFAED RS

[EFX]

certificate revoke user userid
certificate revoke id certificate-id

[F—TU— K]
user D BELEa—Y =D 74T v FEEEZ R SED
id D HRELEZIAT U MAEAEID O T4 7 2 MEREEZ K SED
[/3T A —HF—]
userid . 2—%—1D
(3 3CF-LL 1 32 SCFLIN, "DEFAULT" [ ZEEASAT)
RIEH R AJIFIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—R &R AT AT
sk "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. 2 A Z R < AR
certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY
[AFIE—F]
Rt EXEC E— K
B

BELa—Y—F737 747 MEAZEID 7 4 7> bEAELZ RSB,
747 v MNERENKRINTGE. T OEAEZ M S ZFRGEIT RIS 5,

[/—}]
7 T A T v biE#E ID(certificate-id)lZ. show radius-server local certificate list =~ > N CHER T 5,
[BREH]

2—H—ID "Taro" D7 7 A 7 > FEHEEZ RS E D,

SWR2311P#certificate revoke user Taro

7747~ MFEBE ID "Taro-DFS98EE9B44D22CC" D7 T A 7 > M EZ KEh S w5,
SWR2311Pf#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A 7 v biEAEO T 7 2R — ~(SD = E'—)

[EX]
certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI T4 TV NEHEE T AR— 5

user D HELEa—Y -0 FA4 7V FEEE T AR - TS
compress ©ozip 7 7 A MTERET D

/3T A—&—]

userid . a—%—1ID
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(3 3CF-LA | 32 SCFLAN, "DEFAULT" 145 E A7)

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AFTE— ]
¥t EXEC E— I
B

7747 v hEEEZ, SD h— NlZ= 7 AKR— T 5,
=7 AR— NEIE, SD 71— RN /swr2311p/certification/ T 5,
compress ZH57E LTz 1X. 7 747 > FREHEZ ZIP 7 7 A VITEM L TR b7 AR — T 5,

= RR— b &
" TRTDT T7A47 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
=M

Ty AR N END S TAT v MR EL. BEO | EBOH T,

B2 l]

2 —H—ID Yamaha ® 2 7 4 7 FEEE SD 1 — R~/ AR — 2%,
SWR2311P#certificate export sd user Yamaha

10.1.14 7 5 A 7 ¥ PEHEDO T 7 AR — b (A —/ViE(E)
[F=

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEHEE A —LVEET D
user D HELEa—Y 27 T4 T NEAEEZ A —VEET D
compress © ZIP 7 7 A NVIZIERET D
[/XT A—F—]
userid . o—%— 1D
(3 3CFPA L 32 SCFLAAN, "DEFAULT" (345 & A )
AL = AJTRIREICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATEET - EAR S
\[1/:%|<>"2? AR_—R &R A
EAP-TL B
> PR
[AF1E— K]
¥i#E EXEC £— K
[FFA]

74T v FEEHEEZ A =LA L T2 —P =2 A —LIEET D,
BT 94070 FIFHEIR, Fa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N W AW a2—F— 25 LTI, A—/LDEENMThILz,
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A=V EEEFETHITIE, FRNZA —NVDOEFELXT— =R =V OUL IR EE A — LT 7 L— MIEE L, mail
send certificate =~ N T, BERHMEHTLIA =T 7L —FIDZHRTEL TEMEND D,

[/ —H]
A=IVIKEEND 7 TA T MEEHEIL, BHO 1 @BOHRTH D,
[EXEH]

2—H— ID Yamaha ® 2 7 A 7 hEAEE A —/LRET 5,

SWR2311P#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

E&y
copy radius-server local src_config_num dst_config_num
ST A—F—]
src_config_num D A= ar T 4 IEKE
BREE Gl
<0-4> a7 4 T HO-#4
sd SD 1 — FND=a 7 1 7
dst_config_num D av—onar T 4 rEkE
RIEME Wi
<0-4> T T HO-#4
sd SD i—KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
[RBA
2 —7% L RADIUS $— =2 57 =%~z at'—7 %,
o Jb— FEBEER

o FITLT=V 747 2 FiEHE
¢ a—P—F—x
. BT AL

a< RRELEOET N TOREL 2 E— LIZWEATE, copy startup-config =~ R Ta ™ —4 5 Z LN TX
éo

[/—F]

SD H— KB~ PENTWARVIREET, sd 2B EL-SEAIT= T —L 725,
[B%E R

a7 4 7 #0 D RADIUS ¥ — & % SD I — R~a b’ —14 %,

SWR2311P#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 F(NAS)DFIR
E&y

show radius-server local nas /ost
[2XF A—&—]
host S IPT7TRUVA, FHE,. IPRy hU—=Z T RFL A
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REME

Bl

IPv4 7 K L Z(A.B.C.D)

0.0.0.1~223.255.255.255 ® 9 H 127.0.0.1 %
[Z3AYl N0

IPv4 % b U —27 7 KL A(A.B.C.D/M)

T NI —7 < A7 OFPHIL 8~32 T IP 7
RUZADHREANBIZO0 L7225

IPv6 7 K 1 A(A:B:C::D)

=X X AT RLADI L RIEET KL
A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T R 7T KU AC128) &RV =8 D

IPv6 % v kT —2 7 KL Z(A:B:C::D/M)

FVLT 4w AEIT 1~128

[AF1E— ]

¥iHE EXEC £— K

[FH]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,
[ EH]

IP 7 R L Z73"192.168.100.0/24"® RADIUS 7 7 A4 7 > F(NAS)ZFE /T 5,
SWR2311P#show radius-server local nas 192.168.100.0/24

host key
192.168.100.0/24 abcde
10.1.17 BFE2 — F—FRORT
ExV
show radius-server local user [detail userid]
[F—U— ]
detail RE L= —OFMIERE R T D
[/%5 A — 5 —]
userid . 2—%—1ID
(3 3CFLLE 32 SLFLIN, "DEFAULT" 45 & A Al
RAEH R ATIAIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A= R %R AT EATL
- % "o 2 AL A & e
EAP-TLS \H%E]./%%ﬁlég% ? A A% i< AR
[AJ1E— F]
HitE EXEC £— R
[FLBA]
a—F—FRERRT D,
[ERE B

=P RO~ E R 5,
SWR2311P#show radius-server local user
Total 1

00a0de001080
2 —4— 1D 23"00a0de000001" D L —H —{FH & KR T 5,

YamahaTaro

vlan mode

SWR2311P#show radius-server local user detail 00a0de000001

Total 1
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userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 A 7 FiEFAZE DO RITIREER R

[ER]
show radius-server local certificate status
[AJTE— K]
¥iHE EXEC £ — K
B
7 FAT v MEEMERITRBEOREEZ R TRT D,

FATINER NE

done 7547 v FEEHEORBITNE T E IR IT

processing 7 74T v MEAEEZRITH

certificate abort 2~ K72 BN K-> To 747 > MiE#A

aborted EORAT 5 I

(BB

U T4 T N ERA TR ORIE R T B,

SWR2311P#show radius-server local certificate status
certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]
[F—U— 1]
detail DR -RERR TS
[T A—=HF—]
userid : 2—%—1ID
(3 XCFLA L 32 SCF LN, "DEFAULT" I8 EAS Al
AR ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R PATEHT - AT
» P N
EAP-TLS \“%E]-/%Lﬁ',;;% ? A A% i< AR
[AJ1E— K]
HHE EXEC £— R
[FHA

FATH 2 TAT > NEBED ) A N2 RRT B,

userid 18 E LT A 1X. T2 —F —0OiEMiERAE T 5,
[BREH]

RRE L — W —DRITIH S 74T v NEAEEERE2T 5,

SWR2311P#show radius-server local certificate list detail Yamaha
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userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR Y X M RAR
[

show radius-server local certificate revoke
[AFTE— K]
ke EXEC £ —
(R EA]
KRB INT=T T4 7 > FEHED Y A N &2FRT 5D,

RNEH N

revoked FENZ KD KR
expired HRWWIRRGIAIC & 2% K%
[ EH]
74T v MNEHEDOKRZ Y X N EERRET D,

SWR2311P#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked
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A

aaa authentication auth-mac 178
aaa authentication auth-web 178
aaa authentication dotlx 177
access-group (IPv4) 305
access-group (IPv6) 307
access-group (MAC) 310
access-list (IPv4) 303

access-list (IPv6) 306

access-list (MAC) 308

access-list description (IPv4) 305
access-list description (IPv6) 307
access-list description (MAC) 309
action 139

agent-watch down-count 124
agent-watch interval 123
aggregate-police 335

arp 261

arp-ageing-timeout 261
arp-ageing-timeout request 262
auth clear-state time (-f % —7 = — X %E&— K) 196
auth clear-state time (7' 72—/ )L a7 4 7 L—3 g »F— K) 196
auth dynamic-vlan-creation 185
auth guest-vlan 185

auth host-mode 183

auth no-response-authorized 191
auth order 184

auth radius attribute nas-identifier 191
auth reauthentication 184

auth timeout quiet-period 186
auth timeout reauth-period 186
auth timeout server-timeout 187
auth timeout supp-timeout 187
auth-mac auth-user 181

auth-mac enable 180

auth-mac static 182

auth-web enable 182

auth-web redirect-url 195
authentication 352

auto-ip 258

B

backup system 150
banner motd 31
boot auto-apply 39
boot prioritize sd 38

C

cable-diagnostics tdr execute interface 46
certificate abort 357
certificate export mail 359
certificate export sd 358
certificate revoke 358
certificate user 356
channel-group mode 168
class 322

class-map 322

clear access-list counters 311
clear arp-cache 261

clear auth state 195

clear auth statistics 194

clear boot list 38

clear cable-diagnostics tdr 47
clear counters 163

clear ip dhep snooping binding 253
clear ip dhep snooping statistics 254
clear ip igmp snooping 295

clear ipv6 dhcp client 273

clear ipv6 mld snooping 302

clear ipv6 neighbors 277

clear lacp counters 173

clear lldp counters 122

clear logging 61

clear mac-address-table dynamic 208
clear qos metering-counters 340

clear spanning-tree detected protocols 234
clear ssh host 101

clear ssh-server host key 98

clear system-diagnostics on-demand 46
clear test cable-diagnostics tdr 47
cli-command 140

clock set 47

clock summer-time date 50

clock summer-time recurring 50
clock timezone 48

cold start 146

config-auto-set enable 130

copy auth-web custom-file 197

copy radius-server local 360

copy running-config startup-config 32
copy startup-config 36

copy tech-support sd 44

crypto pki generate ca 352

D

description 152

description (schedule) 138
dns-client 280

dns-client domain-list 281
dns-client domain-name 281
dns-client name-server 280
dotlx control-direction 179
dot1x max-auth-req 180
dotlx port-control 179

E

eee 154

enable password 28

erase auth-web custom-file 197
erase startup-config 35
errdisable auto-recovery 201
event-watch disable 129
event-watch interval 129
exec-timeout 55

F

find switch start 149

find switch stop 149

firmware-update execute 133
firmware-update http-proxy 132
firmware-update reload-time 136
firmware-update revision-down enable 134
firmware-update sd execute 135
firmware-update timeout 134
firmware-update url 132

flowcontrol (f > % —7 = —ZAE— R) 347

flowcontrol (7 @ — )L a7 4 7 L—3 3 »E— K) 347
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hostname 146

http-proxy 93

http-proxy timeout 94
http-server 90

http-server access 92
http-server interface 91
http-server language 92
http-server login-timeout 93
http-server secure 90

I

instance 234

instance priority 236

instance vlan 235

interface reset 161

ip address 255

ip address dhcp 256

ip dhep snooping (A ' #—7 = —ZE— ) 246

ip dhep snooping (7' 2 — v a7 4 JL—3 g E— ) 245
ip dhcp snooping information option 248

ip dhep snooping information option allow-untrusted 249
ip dhep snooping information option format remote-id 249
ip dhcp snooping information option format-type circuit-id 249
ip dhcp snooping limit rate 251

ip dhcp snooping logging 251

ip dhep snooping subscriber-id 250

ip dhcp snooping trust 247

ip dhep snooping verify mac-address 247

ip forwarding (f ~ % —7 = —AF— ) 263

ip forwarding (7' 2 —/ NV a7 4 FL—3 g UE— R) 262
ip igmp snooping 286

ip igmp snooping check ra 289

ip igmp snooping check tos 290

ip igmp snooping check ttl 289

ip igmp snooping fast-leave 286

ip igmp snooping mrouter interface 287

ip igmp snooping mrouter-port data-suppression 293

ip igmp snooping querier 288

ip igmp snooping query-interval 288

ip igmp snooping report-forward 292

ip igmp snooping report-suppression 291

ip igmp snooping version 291

ip route 258

ipv6 266

ipv6 address 266

ipv6 address autoconfig 267

ipv6 address dhcp 268

ipv6 address pd 269

ipv6 dhep client nd-prefix 273

ipv6 dhep client pd 270

ipv6 forwarding 277

ipv6 mld snooping 296

ipv6 mld snooping fast-leave 296

ipv6 mld snooping mrouter interface 297

ipv6 mld snooping querier 298

ipv6 mld snooping query-interval 298

ipv6 mld snooping report-suppression 299

ipv6 mld snooping version 299

ipv6 nd accept-ra-default-routes 271

ipv6 neighbor 276

ipv6 route 274

L

12-mcast flood 285

12-mcast snooping tcn-query 285

12-unknown-mcast (f > % —7 = — AE— ) 283
12-unknown-mcast (7 2 — 3L 7 ¢ 7 L—/ 3 % — R) 283
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12-unknown-mcast forward link-local 284
12ms configuration 122

12ms enable 122

12ms filter enable 125

12ms reset 126

12ms role 123

lacp multi-speed 172

lacp port-priority 177

lacp system-priority 171

lacp timeout 172

led-mode default 147

line con 54

line vty 54

1ldp auto-setting 110

1ldp interface enable 117

1ldp run 108

11dp system-description 109

1ldp system-name 109

1ldp-agent 110

logging backup sd 61

logging event 60

logging facility 58

logging format 57

logging host 57

logging stdout info 60

logging trap debug 58

logging trap error 59

logging trap informational 59
loop-detect (f » &#—7 = — ZAFE— ) 242
loop-detect (/' B— b3 7 4 7 L—3 3 % — R) 241
loop-detect blocking 243
loop-detect blocking interval 244
loop-detect reset 244

M

mac-address-table ageing-time 207
mac-address-table learning 207
mac-address-table static 208
mail certificate expire-notify 107
mail notify trigger 103

mail send certificate 106

mail send certificate-notify 107
mail server smtp host 101

mail server smtp name 102
mail template 104
management interface 56
match access-list (QoS) 323
match access-list (VLAN) 312
match cos 324

match ethertype 325

match ip-dscp 324

match ip-precedence 324
match vlan 326

match vlan-range 326

mdix auto 154

mirror interface 156

mount sd 147

mru 153

mtu 264

multiple-vlan group name 222
multiple-vlan transfer ympi 222

N

nas 353

ntpdate interval 53
ntpdate oneshot 53
ntpdate server 52
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pass-through eap 198

password-encryption 28

ping 264

ping6 278

police single-rate (R V ¥ —~ > 7" « 7 T XE— R) 331
police single-rate (£ U H—F— ) 335

police twin-rate (N J ¥ —~< v 7 « 7 T ZF— ) 332
police twin-rate (£ U H—F— 1) 336
police-aggregate 339

policy-map 327

port-channel load-balance 174

port-security enable 199

port-security mac-address 199

port-security violation 200

power-inline (-f > % — 7 = — A& — K) 203
power-inline (7 72—/ Va7 ¢ JL—3 3 UE— R) 202
power-inline description 203

power-inline guardband 204

power-inline priority 204

private-vlan 211

private-vlan association 212

proav profile-type 150

Q

qos cos 315

qos cos-queue 319

qos dscp-queue 320

qos enable 314

qos port-priority-queue 320
qos queue sent-from-cpu 321
qos trust 316

qos wrr-weight 345

R

radius-server deadtime 190
radius-server host 188
radius-server key 190
radius-server local enable 351
radius-server local interface 351
radius-server local refresh 356
radius-server local-profile 352
radius-server retransmit 189
radius-server timeout 189
reauth interval 356

region 236

reload 146

remark-map (R U > —~ v 7 « 7 7 2F— F)334
remark-map (498 U $—F— ) 337
restart 146

restore system 150

revision 236

rmon 72

rmon alarm 75

rmon clear counters 80

rmon event 74

rmon history 73

rmon statistics 73

S

save 33

save logging 60

schedule 136

schedule template 139
script 140

send from 105

send notify wait-time 106

send server 104

send subject 105

send to 105

service terminal-length 56
service-policy 328

set cos 329

set cos-queue 341

set ip-dscp 330

set ip-dscp-queue 341

set ip-precedence 330

set lldp 111

set management-address-tlv 112

set msg-tx-hold 116

set timer msg-fast-tx 115

set timer msg-tx-interval 114

set timer reinit-delay 115

set too-many-neighbors limit 117
set tx-fast-init 116

sflow 80

sflow agent 81

sflow collector 81

sflow collector max-datagram-size 82
sflow max-header-size 83

sflow polling-interval 83

sflow sampling-rate 82

sfp-monitor rx-power 165

show access-group 312

show access-list 311

show aggregate-police 338

show arp 260

show auth statistics 193

show auth status 192

show auth supplicant 193

show boot 37

show boot prioritize sd 39

show cable-diagnostics tdr 47
show class-map 326

show clock 51

show config(show running-config) 33
show config(show startup-config) 34
show ddm status 164

show dhcp lease 257

show disk-usage 41

show dns-client 282

show eee capabilities interface 155
show eee status interface 155

show environment 40

show errdisable 201

show error port-led 148

show etherchannel 169

show etherchannel status 175

show firmware-update 134

show flowcontrol 348

show frame-counter 162

show http-proxy 94

show http-server 91

show interface 158

show interface brief 160

show inventory 40

show ip dhcp snooping 252

show ip dhcp snooping binding 253
show ip dhcp snooping interface 252
show ip dhcp snooping statistics 253
show ip forwarding 263

show ip igmp snooping groups 294
show ip igmp snooping interface 295
show ip igmp snooping mrouter 294
show ip interface 256

show ip route 259

show ip route database 260

show ip route summary 260

show ipv6 dhcp interface 272



show ipv6 forwarding 278

show ipv6 interface 272

show ipv6 mld snooping groups 300
show ipv6 mld snooping interface 301
show ipv6 mld snooping mrouter 300
show ipv6 neighbors 277

show ipv6 route 275

show ipv6 route database 276
show ipv6 route summary 276
show 12ms 126

show lacp sys-id 171

show lacp-counter 173

show led-mode 148

show lldp interface 118

show 1ldp neighbors 120

show logging 62

show loop-detect 244

show mac-address-table 209

show mac-address-table count 210
show mail information 108

show memory 42

show mirror 157

show ntpdate 53

show policy-map 342

show port-security status 200
show power-inline 205

show process 42

show qos 317

show qos interface 317

show qos map-status 344

show qos metering-counters 340
show qos queue-counters 318
show radius-server 194

show radius-server local certificate list 362
show radius-server local certificate revoke 363
show radius-server local certificate status 362

show radius-server local nas 360
show radius-server local user 361
show rmon 77

show rmon alarm 79

show rmon event 79

show rmon history 79

show rmon statistics 78

show running-config 33

show sflow 84

show sflow sampling 84

show snmp community 71

show snmp group 71

show snmp user 72

show snmp view 71

show spanning-tree 230

show spanning-tree mst 239
show spanning-tree mst config 239
show spanning-tree mst instance 240
show spanning-tree statistics 232
show ssh-server 95

show ssh-server host key 98
show startup-config 34

show static-channel-group 167
show storm-control 349

show system-diagnostics 45
show tech-support 42

show telnet-server 85

show test cable-diagnostics tdr 47
show tftp-server 89

show tx-queue-monitor 166
show users 31

show vlan 223

show vlan access-map 314

show vlan filter 314

show vlan multiple-vlan 224
show vlan private-vlan 223

show y-unos 145

show yno 143

shutdown 152

snapshot delete 132

snapshot enable 130

snapshot save 131

snapshot trap terminal 131
snmp-server access 69
snmp-server community 66
snmp-server contact 65
snmp-server enable trap 64
snmp-server group 67
snmp-server host 62

snmp-server location 66
snmp-server startup-trap-delay 64
snmp-server user 68

snmp-server view 67
spanning-tree 226

spanning-tree bpdu-filter 227
spanning-tree bpdu-guard 228
spanning-tree edgeport 230
spanning-tree forward-time 225
spanning-tree instance 237
spanning-tree instance path-cost 238
spanning-tree instance priority 237
spanning-tree link-type 227
spanning-tree max-age 225
spanning-tree mst configuration 234
spanning-tree path-cost 229
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spanning-tree priority (-f % —7 = —ZXFE— ) 229
spanning-tree priority (/' 2 —/ 3V 3> 7 4 J L —3 3 VE— R)

226

spanning-tree shutdown 224
speed-duplex 153

ssh 100

ssh-client 100

ssh-server 95

ssh-server access 96

ssh-server client alive 99
ssh-server host key generate 97
ssh-server interface 96
startup-config description 36
startup-config select 37
static-channel-group 167
storm-control 349

switchport access vlan 214
switchport mode access 213
switchport mode private-vlan 217
switchport mode trunk 214
switchport multiple-vlan group 221

switchport private-vlan host-association 217

switchport private-vlan mapping 218
switchport trunk allowed vlan 215
switchport trunk native vlan 216
switchport voice cos 220

switchport voice dscp 220
switchport voice vlan 219

system-diagnostics on-demand execute 45

T

telnet 87

telnet-client 88
telnet-server 85
telnet-server access 86
telnet-server interface 86
terminal length 55
terminal-watch enable 124
terminal-watch interval 125
test cable-diagnostics tdr interface 46
tftp-server 88

tftp-server interface 89
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tlv-select basic-mgmt 112

tlv-select ieee-8021-org-specific 113

tlv-select ieee-8023-org-specific 113

tlv-select med 114

traceroute 265

traceroute6 279

traffic-shape queue rate 346

traffic-shape rate 345

tx-queue-monitor usage-rate (-f > % —7 = — A E— K) 166

tx-queue-monitor usage-rate (7 2— )L a7 4 JL—3 g UE—
K) 165

U

unmount sd 147
unregister yno 143
user 354

username 29
username privilege 30

\%

vlan 211

vlan access-map 312
vlan database 210
vlan filter 313

W

wireless-terminal-watch interval 128
write 33

Y

y-unos enable 144
yno enable 141

yno https-proxy 142
yno keepalive 142
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